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> SAFETY:

This CARTADIS product and
supplies are manufactured and
certified to  strict safety
regulations, electromagnetic
regulations and established
environmental standards.

> WARNING!:

Any unauthorised alteration,
which may include the addition
of new functions or connection
of external devices, may impact
the product certification.

Please contact your CARTADIS
representative for more
information.

SWarning markings

All warning instructions marked
on or supplied with the product
should be followed.

SElectrical supply

This product shall be operated
from the type of electrical supply
indicated on the product's data
plate label. If you are not sure
that your electrical supply meets
the requirements, please
consult your local power
company for advice.

To disconnect all electrical
power to the product, the
disconnect device is the power
cord. Remove the plug from the
electrical outlet.

$ Cartadis)

=Operator accessible areas

This product has been designed
to restrict operator access to
safe areas only. Operator access
to hazardous areas is restricted
with covers or guards which
would have to be removed using
a tool. Never remove these
covers or guards.

= Maintenance

Any operator product
maintenance procedure will be
described in the user
documentation supplied with
the product. Do not carry out
any maintenance on the product
which is not described in the
customer documentation.

=Cleaning your product

Before cleaning this product,
unplug the product from the
electrical outlet. Always use
materials specifically designated
for this product. The use of other
materials may result in poor
performance and may create a
hazardous situation. Do not use
aerosol cleaners; they may be
flammable under certain
circumstances.

For more information on
Environment, Health and safety
in relation to this CARTADIS
product and supplies, please
contact the following customer
help lines:

Europe: +33 1 48 77 40 60.

This product uses the Qt
framework, ©The Qt Company
Ltd.

Visit  https://www.qt.io  for
more information.

The CE mark applied to this
product symbolises CARTADIS
declaration of conformity with
the following applicable
European Union Directives as of
the dates indicated:

SJanuary 1, 1995:

Council directive 73/23/EEC,
amended by Council Directive
93/68/EEC, approximation of
the laws of the member states
related to low voltage

equipment.

SJanuary 1, 1996:

Council directive 89/336/EEC,
approximation of the laws of the
member states related to
electromagnetic compatibility.

A full declaration of conformity,
defining the relevant directives
and referenced standards, can
be obtained from vyour
CARTADIS representative.

> WARNING!:

In order to allow this equipment to
operate in proximity to Industrial,
Scientific and Medical (ISM)
equipment, the external radiation
from the ISM equipment may have
to be limited or special mitigation
measures taken.
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cPad terminal for GESPAGE




Ilntroduction

The cPad terminal is designed to control access to a print device, a copier or a multifunction (MFP).
The cPad is a network terminal, it communicates with the Gespage print server and control access to
the copying equipment.

The installation of a cPad is composed of a configuration of the network parameters and a connection
with the copying equipment. The different functioning modes are defined from the server web
interface.

Gespage is a management application of one or several print servers and is designed to monitor and
control the use of your print equipments, as printers, photocopiers or multifunction (MFP). The
Gespage application must be installed on a print server, that is to say, a server hosting print queues
and sharing them on the network.

The Gespage web architecture allows the administrator to access to the administration interface over

the network from a web browser.

Required configuration

This manual describes the installation of a cPad terminal fitted with thesoftware supporting Gespage.



IConfigu ration

2.1 Start-Up

The cPad is powered by an external 24VDC 1A.
Boot steps are:

Black screen for about 10 seconds

White screen with the Cartadis logo for about 1 minute and 30 seconds

Completely white screen for 5 seconds followed by a beep warning displaying a progress bar
for about 10 seconds. During the progression of the display, you can enter a code (called Z-
code) to access to the integrated configuration menu. Z-Code is a finger touch on each corner
of the cPad screen in the following order: top left, top right, bottom left and bottom right.



Configuration

S Cartadis)

-
1

3

A code is requested: 23468 (by default)

The following screen comes to display:

Network Application Password
F£ e
Card Reader Copier Test Version Info.

pe—

:f

Logs
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2.2 Network setup

The configuration menu allows you to initialize the network parameters:
e You can choose DHCP if you have a DHCP service on your network or you can set static IP

settings.

X DHCP
IP :

Mask :

Gateway :

Primary DNS :

Secondary DNS :

MAC :

Save J Reboot J

If you change settings, you must save the change by pressing the "Save" button then press "Reboot"
to close the setup menu and start the cPad application.

2.3 Application server

Application server :10.0.0.214

cPad name : cpad-8388940

Printer IP :/10.0.0.20

Enable firmware auto update | |

Firmware file name to download : ‘ }.cpad

TP Calibration J Test J Save J
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The "Application server" field must be initialized with the IP address of your Gespage server.

You can enter a static IP address or a DNS name (if your Gespage server is registered to a DNS).

The "cPad name" field allows you to enter a comment for terminal identification.

The "Printer IP" field is used in the case of a SNMP connection. The IP address of the copier is required.

The auto update of the firmware may be enabled or disabled for updating the cPad after a server
update.

The "Test" button enables the cPad connection to the server to be tested.

Should you modify a parameter, save the modification by pressing the « Save » button.

2.4 Updating from the Gespage server

Copy the file of the form xxxx.cpad on the Gespage server in the folder (from installation path):
\server\resources\medias\cpad\firmware.cpad

Folders may be created to obtain the above path. Rename the file " xxx.cpad " as " firmware.cpad ".
ATTENTION! The cPad automatic update must be enabled for downloading the firmware.

Please ensure that your cPad is updated with the latest firmware version by getting the firmware from
the Cartadis FTP server:

FTP IP = 82.165.150.35

Login/Password = cguest/cartadisle

Folder = gespageV6/cPad_Firmwares

(Download with an FTP client as FileZilla is recommended).

2.5 Updating from USB key

Copy the file of the form xxxx.cpad at the root of a USB key.

Connect the USB key when the Setup application or Gespage application is running, after 10 seconds
a window will open asking you to confirm the update.

Remove the USB key after about one minute when the white screen with the Cartadis logo is displayed
again.
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2.6 Calibration of the Touch screen

Press the "TP Calibration" button for calibrating the touch screen then use the tip of a pencil or similar
instrument (no scissors or knives) as shown on the picture below and touch each pattern displayed on
the screen. The calibration screen will close automatically after the fifth calibration point and restart
the cPad application.

2.7 Password configuration

The password of the configuration menu is modified or disabled from this menu (23468 by default)

" |Enable Password Check

Change Password
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2.8 Testing the card reader

By selecting the "Card reader" button, you access a list of card readers supported by the cPad. After
having connected your card reader to the USB or serial port, you can select its type from the scrolling
list.

For testing the operation, you can present a card to the reader, the card number must be displayed.

Select a card reader in the list and swipe the card

Card reader : [tcm3-1356 "

Card Value :

Save reader J

2.9 Connection to the copier

The connection to the copier is carried out by using a specific cable to each model of copier. Please
contact Cartadis technical service to get the cable reference adapted to your copier.

By selecting "Copier" button, you can test the connection with the copier. In this mode, you can press
the "Start" button to unlock the copier (or MFP) then, the "Stop" button to stop it. If you press "Start"
then you can test and check that copies counted are copies made for the different formats.

This "offline" test is very useful when the connection to the server is not yet available and we want to
confirm the physical connection to the copier (or MFP) is OK.
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Available Credit ‘ Start Stop J
Format l Price Count [ Cost ‘
A4 bw 1 0 0
A3 bw 2 0 0
A4 colour 3 0 0
A3 colour 4 0 0

2.10 « Firmware » software version

When the "Firmware" tab is selected, you have access to cPad software versions.

Configuration tool version :cPadConfig V2.6 [Feb 10 2014]

Cartadis CPad/GApplication version 1.12.5 [Feb 10 2014]

Dependencies :
--chet 1.11
-- ctools 1.30

The cPad can be updated by using a USB key or by downloads from the Gespage server.
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2.11 « Log » trace file

When the "Log" tab is selected, you have access to log files locally stored into the cPad.

d__

/10g/2014-02-24 .

16:27:03 [GUser::openCopySession] open copy Session - call d
put_copy_session

16:27:04 [GUser::analyseOpenCopySessionResponse] Open copy session
(credit = 1830.30)

16:29:04 [MainWidget::activityTimout] - Disconnecting user :Test
16:29:08 [GUser::closeCopySessionServer] - call put_end _copy_session
16:29:09 [GUser::analyseCloseCopySessionResponse] CloseCopySession
response : 200

16:31:08 [MainWidget::activityTimout] - No user?

16:31:08 [slot_userLogoutAsked] Close copy session without user identified. ]
Should never happen!! —ﬂ

These files are useful for diagnostic helps in case of problems.
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IConfiguration of the
application

Once the configuration of network parameters is done, cPad is ready for use. Its behaviour is largely
customizable according to the settings defined on the Gespage server.

These parameters enable to define:
¢ The method of users’ authentication (login, password, card ...).
e The type of equipment under control: printer, copier or MFP.
e The type of connection interface between the cPad and the equipment under control, and
other timers.

e The type of card reader, and any filters applied to the serial numbers of cards.

After the first power-up, the cPad terminal automatically registers itself into the Gespage server (an
option on the server can inhibit this behaviour) with the name cpad_xxxx, where xxxx represents the
serial number that is indicated below the cPad housing. On the server, you can view the list of

registered cPad by selecting the "Printers / Terminals / Terminal List" tab and then selecting the “cPad”
tab.
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3.1 Properties common to all cPads

All cPad installed on a server Gespage share common properties. These are accessible from the menu
« Printers / Terminals / General configuration / cPad configuration».

Allow cPads to self-register

1. Checked: At power-on, the cPad records itself if not already registered. The cPad serial
number is automatically filled.

2. Unchecked: cPad must be added manually using the menu “Printers / Terminals / Add
terminal / Add cPad”.

Device locale
This parameter defines the language and location parameters of cPad, we generally use "en_US" for

English.

Choosing the type of login with the cPad virtual keyboard

1. Input of account only

2. Input of account and password
When creating the user account, Gespage stores the source of creation (Gespage, LDAP
x or y), then performs an authentication request from the source directory.

3. Input of the print code

Identification by cards
1. Card without password

2. Card with password
3. Card with PIN

Allowed logins
1. Card and keyboard

2. Card only
3. Keyboard only
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Association card ID to user

At the first swipe of a user card, and if the card number is not known by Gespage, a method of
association of the card must be defined. It allows you to configure the user card number in the Gespage
user account. This association is only done at the first card insertion.

1. Done by the users
When a user will use an unknown card, he will have the possibility of entering a print
code on the card reader to associate his card number with his Gespage account. The print
code is defined by the field « print code » in the user’s properties. The self-association of
the card will be required only once during the card life time. By default, the card number
is stored in the first blank field « card number 1 » or « card number 2 » of the user. If
these 2 fields are not blank, the field « card number 1 » is then overwritten by the number
of the new card. The registration field may be forced via the Gespage advanced settings
registry.

2. Done by the administrator
All card numbers of users have to first be configured in the field Card number 1 or Card
number 2 in Gespage. The initialization can be carried out by the administrator or by the
LDAP synchronization mechanism (refer to §10.1.2).

3. Done by administrator and Copy type accounts
The users of the Copy type accounts can associate their card for print release. Standard
user cards should be configured at the server level.

Example of cPad welcome screen, with login by card or user identification by login/password.

Qg;Gequge

Swipe your authentication card or
enter your username and password.

Login name:

Password:

V-1.12.6
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Touching with your finger a zone of entry, will automatically bring up the virtual keyboard as follows:

Qéequge

Swipe vour authentication card or
Login name:

a el led Lol Lt o (ol ) el e

al bsd bad Led bl b Wl bkl b

Shift |z x| ¢ v b n m Bak

?123]‘,“ Space H.”Enter‘m

Example of cPad welcome screen with: Identification by entering the user name, or by approaching a
card.

%Gequge

Swipe your authentication card or
enter your username.

Login name:

V-1.12.6
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3.2 Properties associated to each cPad

Into the list of cPad of the Gespage server, you can configure cPad parameters by selecting the
hyperlink with the name of the cPad you wish to view or modify:
“Terminal\List of terminals\cPad\cPad name”

Name

Cpad name in Gespage. This name is only used to help managing the cPad in the web interface.
Serial number

This is the cPad serial number.

This number is automatically stored after self-recording. If it is manually added, you must copy
the serial number of the cPad (available on a sticker under the cPad).

ATTENTION! For a proper management of cPad, this number must be filled up.

Comments
cPad comments in Gespage. This comment is only used to help in the cPad managing in the web
interface.

Reader profile

Name of a reader profile associated with the card reader.

The reader profile is an advanced setting, useful when non standard card readers are connected
or when card numbers stored into Gespage doesn’t get the standard format.
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Print job release

Specifies whether the prints are blocked at MFP destination until the user doesn’t identify.

1. Manually (function Print2me)

The user must always pass the card to retrieve his documents. This configuration has to be chosen
for getting secure printings.

2. Automatically

The documents are printed upon submission if the user gets a sufficient credit, they are
nevertheless counted.

Manual releasing condition
Indicates if the prints are all automatically released or if the user may select those he wishes to
release.

1. Automatic (All jobs are automatically released after user login)
After the user identification, all his pending jobs will be released.

2. Manual (Job are released after a keyboard selection)
After the user’s identification, a scrolling list shows to the user all his pending jobs and offers him
the possibility to release them.

Copier idle timeout (s)
Maximum time (in seconds) for the automatic closing of a session after the last copier pulse.

This menu also allows you to view the latest cPad connection information.

3.3 Advanced settings associated with each cPad

CPad terminals can store parameters dynamically on the Gespage server. The web interface enables
you to view, modify or create these parameters. With cPad software version V1 parameters are:
1. screen-saver-levell: 300

300 is the default value, it represents the number of seconds of inactivity after which the
screen light intensity decreases for saving power.

2. screen-saver-level2: 3600
3600 is the default value, it represents the number of seconds of inactivity after which the
screen turns off for saving power.

3. reader-type: ttm3-1356
represents the type of card reader connected to the cPad. Example: tctm3-1356; tcm3-125;
tcm2-usb; tcmagl-usb. Please contact the support for getting a list of the various readers.

4. reader2-type: « card reader type »
represents the type of card reader connected to the 2" cPad USB port in case of 2 readers.

5. polling-timeout: 180
180 is the default value, all the "polling-timeout" seconds, cPad queries the server for checking
if the operating parameters have changed or if a new firmware version is available.
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6. reboot-time: 3.00
It is recommended that the cPad restarts once every 24 hours in order to optimize the
organization of its memory and to obtain the fastest response time possible. The default value
3.00 means a restart around 3 am every day. Beware, cPad ignores minutes in this parameter,
a random delay is applied for rebooting within the configured hour.

7. activity_search_force_numeric_kbd: 0
If this parameter is 1, it automatically activates the keyboard display in numeric format for
activity research.

8. password_force_numeric_kbd:0
If this parameter is 1, it automatically activates the keyboard display in numeric format for
entering the password.

9. printcode_force_numeric_kbd: 0
If this parameter is 1, it automatically activates the keyboard display in numeric format for
entering the print code.

10. username_force_numeric_kbd: 30
If this parameter is 1, it automatically activates the keyboard display in numeric format for
entering the user’s name.

11. list-page-size: 30
30 is the default value, it represents the number of jobs displayed per page.

12. MFP_interface: parallel
It is the name of the management driver of the copier interface:
e parallel: it is the default value, it represents the copier interface on a wide range of copiers
/ MFPs.,
® Konica minolta: A Konica copier connected to the Serial Vendor Mode 2 interface.
e there are other drivers specifically for SNMP interfacing. Please contact the support for

getting the name of the driver matching your configuration.

13. jobcode-request: 0
This parameter is used to force the selection of an activity in copy mode.

14. firmware_autoupdate_enabled: 1
enables the automatic update of the firmware to be enabled or disabled.

15. firmware_autoupdate_filename: firmware.cpad
enables the name of the update file to be specified on the server to be found by the cPad
and for its update.

3.4 Properties associated with each user

On the server, from the list of users, some parameters can be set to define whether the user can
authenticate as an operator or not.

The operator can authenticate on the cPad to release the prints of other users.
Therefore, select the desired user from "Accounts / User List".
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i] User Edition

[5S]

User
Mame annelyse

Comments

Limited i

Balance 31.18 | Allow use of external balance

M6 This user is synchronised from LDAP.

Account type Standard v
Department v
Associated login
Email al.verdalle@cartadis-old.com
Home directory
Print code 123
Mame shown Anne-Lyse Verdalle
Cardld 1 00AB37TEC266E 107AT,
Cardld2
Card PIN
With job management i
* By default

Print job release Manually

Automatically

Operator printing
Group

Account to debit

Group job release
Cartadis

Job's owner v |

Operator printing
This option allows the user to release the print of another user.
None: the user will only release his own prints.
Group job release: the user will release the prints of a group of users specified.
User job release after entering user name: the user will release the prints of all users after
entering their names on the management terminal.
User job release after authenticating user: the user will release the prints of all users after they
authenticated (login, login / password, card according to the terminal configuration).

Account to debit (if “operator printing” is not no)
Operator: the print will be deducted from the operator credit.
Job’s owner: the print will be deducted from the credit of the user who sent the print.
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4.1 Use by the user

4.1.1 Screen of copy mode

Q’Gequge Use (v
20 test English [
4y 100.00 Total cost : 0.00
Paper format Price Pages Cost
Letter B&W 1.00 0 0.00 ==
Legal B&W 3.00 0 0.00
Letter Color 2.00 0 0.00
Legal Color 4.00 0 0.00
Print (2) Job codes

The cPad switches in “copy” mode immediately after the authentication step, if no document is
pending for the user. In cases of pending documents for this user, cPad will be switched initially in the

“print” mode.
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4.1.2 Screen of print mode

The following screen shows pending documents ready to be released.

%Gequge
20 test

& 200.00 Total cost : 2.00 (1/2)
Date Title Pages Price
11:51 expense USER.pdf 1 2.00
11:51 > drcl0 _report.pdf 1 2.00

E T3y

rinting
Unselgct all documents
Detailed progerties of a document
Individual selection Delete

Selecting Copy / Scan mode

The release of one or several documents is done by selecting the documents and then pressing the
printer icon. After the selection, it’s also possible to delete one or several documents by pressing the
trash icon.

You can leave the print mode to make copies by pressing the button "Copy / Scan".
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4.1.3 Screen of job selection

In case the user is declared as having to enter a job for charging, the following screen is displayed
before switching to Copy mode. This screen also appears if documents are pending and if they were
not charged to a job at the time of submission. This is usually the case if the Gespage Popup application

has not been installed on the user PC.

The job previously selected still appears in bold at the top of the list. The tab "Search" enables to

reduce the list by filtering job code containing a given character string.

@Gequge
20 test

4 200.00

From list | Search |

English
French

Math

Science

V'

v

| Copy/Scan ’

Print (2)

When a job is selected, its name is reminded in the display of copies screen.

‘@Gequge
20 test English i
4y 100.00 Total cost : 0.00
Paper format Price Pages Cost
Letter B&W 1.00 0 0.00 ==
Legal B&W 3.00 0 0.00
Letter Color 2.00 0 0.00
Legal Color 4.00 0 0.00
Print (2) ’ Job codes
\ P4

e

Indicates the number of pending documents
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4.2 Use by the operator

The “Operator” can open his session on the cPad and release the jobs from different users.

4.2.1 Release the documents of a group

@) Qt for Embedded Linux VNC Server

BEXSHEORT s
QGequge

£% Guillaume Chaillat
4 unrestricted credit Total cost : 0.00 (0/2)

Date | Title | Pages | Price |
18:08 rd - A good day in a good world.docx 1 0.12

18:07 Photo pleine page 1 0.12

Copy/Scan :& Li,, % J E

Gives access to the pending prints of the group defined in Gespage.

o] e e ]|

BRXTHcO0R] 51002544 | gm
QGequge

g?.. Guillaume Chaillat

4 unrestricted credit Total cost : 0.00 (0/2)
Date Title Pages Price Owner
18:03 GPRS_cartadis O2.docx 10 1.20 Icrouy

18:03 >dule GPRS-LM2G - Lar 1 0.12 francois

Copy/Scan

The operator has access to the pending prints and their owners.
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4.2.2 Release the documents of a user after entry of a name

L EC S[i0o25t4  |NE
%Gespcge

#2 Guillaume Chaillat

4 unrestricted credit Total cost : 0.00 (0/2)
Operator
Date Price

18:08 ird - A « Enter your username. 0.12 T

18:07 [ 0.12

Username:

Copy/Scan J —

After having selected the operator mode, the username concerned must be informed

4.2.3 Release the documents of a user after authentication

EEXTH20S0] 5 10.0.254.4 n
QGespcage

#2 Guillaume Chaillat
4 unrestricted credit Total cost : 0.00 (0/2)

Operator -
Date . o Price
Swipe your authentication card. or

18:08 rd - A« Enter your username. 0.12
18:07 0.12

Username: [ X

Copy/Scan

After having selected the operator mode, the user must pass his
authentication card or enter his username and password.
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4.2.4 Authentication error

BEXSHE2OL

%Gequge
g. Guillaume Chaillat
a unrestricted credit

Total cost : 0.00 (0/2)

Date

Price

/.0

User authentication
failed

Cgpy/Scan

After having selected the operator mode, if the useris notin the
directory, a notification of error will be displayed.
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ISpecifications

Power supply: 24V 1A.

Dimensions of the reader (mm): 188 L/ 128 W / 37 D.
Weight: 540g.

Compatibility with RFID, barcode or magnetic ISO cards via the optional TCM3, TCMAG1-USB
and TCBKO1 readers.

7 inches screen; resolution 800*480.

16 million colours.

Intuitive user interface.

CPU: 400 MHz.

RAM: 64 Mb.

Flah NAND: 256Mb.



