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4.2 Access to the user interface and basic functions

s N YU ) o o V=1 o Y Tor= 1 [ o A OSSOSO
oy V= oI o oY o T= i (=T = Lol SO
L S 121 ol « 1Y o - 1 PP RS

TR 0 T-1 11 o Yo ¥ T « KOOSRt

51 Diagrams

L R A < T V< o [ = =4 = 4 -SSP
5.2 TOP ranking iagramiS .o ueiieiiiieiiiiiiiit ettt s et ba e e e e s et b b s e s ee s e s babsbaeaeesesababebaaaeesasarssaaas
5.1.3 CoOMPAratiVe QIAEIAMS .oiiiiiiiiiiieieie ettt e e e e e e e e e s bbb e e e e e ee s ababeeaeeee s ssbabesaeeessesbnbesaeeessnsnen
5.1.3.1 PriNting flOW SUMMAIY .....viii ettt e e e e e e aaa e e e s br e e e enteeeeannneas
5.1.3.2 T o= i [ 1V A =T o o SRS

LT O S 0 1 £ 11T O OSSO SPUPUT TSR

5.2 Configuration

LT 4 T 1 =Y N

6.1 Configuring print queues

T R A 7= o 1= =T oo T =W = o [ ] o ORI
(3 0 o] ol oo 1= ¥ = [0 o SRR
6.1.3 Secure Print CONTIBUIATION oot e s e e s tnrr e e e s e e se s bntreeeeessesbnreaeeeeesesssnrnnaneeesan
6.1.4  ACCESS MBIt CONTIUIAEION Lottt et ettt sasasasasnsnsnsns
6.1.5 PriNtiNg ruUle CONFIUIATION Louviii ittt ettt s st e e e e e s s s s s s s s s s e s s s
6.1.6 ENabling MODIlE Prinmting oottt s s s e e e e e e e e e e e e s e s e e e e
6.2 Cost configuration
I N < - 1Y ol o T Tol I T o 1 1< SRS USPRR RN
(S B Yo (VE- T Tol=To I o] g ot < o] o] 1 [T SRR
6.3 Mobile printing configuration
LI 0 A = o]l o] o 1 =R SPRSRIN
6.3.2 EM@il PrOFilE oo e e e e e et br e e e e e e e bbbt e e eeaeeabrnren
6.3.3  Global e-mail Print SEttiNgS .......oooi i a e e e e aies
6.3.4  Configuration of mobile print profiles to @ Printer ..o

6.4 Advanced function
6.4.1 [V LYo L e AT aL =T g A oo 1= USSRt
6.4.2 e =T =1 o U o L PPN
B.4.3  UNNANIEd Printers oo eiiiiiiieee et ee s srsrrre e e s e s s rsssraeseeess s ssssnssesessessssssnsssnesessrsssnssseessssrssssnees
6.4.4  Management of an unconnected PhOtOCOPIET ....ccovviiviiiieec e rrsnrr e e e s e s rarsnanees

2 =Y 1 11112 =1 K

7.1 Hardware terminals
7.1.1  Terminals linked to @ Printing POINT .....cvii it rsnrrr e e e e s s s ssssnaeseesessssnsnnes
7.1.1.1 (0101 2T O PO SR PP PRUPPPPRIRP
7.1.1.2 CPAA-PAY it e et e e s ba e e e e nabe e e sebaeeesbaeeeeas
7.1.1.3 (012 1o TSR
7.1.1.4 PaymMeENT STAtION ..cccii i e e e e s ee e e e e e e
7.1.2  Account reload tEIrMINAIS .....uie e e e e e e e s e b e e e e e s e e ababaaaeeaeaarnnaaans
7.1.2.1 ] (0 01 ol 5t S
7.1.2.2 (o110 ) S T T T T T TP
713 Vending terMINGLS .oeoee ittt e e e s et e et e e s ae s bebre e e e e e e s bnbeeaeeee s abarees
7.13.1 (o111 D = TRt

7.2 Embedded terminals (eTerminal)
7.2.1 ool A Tl =R =T o 1 01T o - | O STRN
7.2.2 (0 aTo o IR K=1 1 111 - | ISR

Gespage manual — November 2022



Gespage user’s manual

........................... 77

78

7.2.3  EPSON €TEIMINAL.cuiiiiiiiiiiiiiiieee et e e e sersnrr e e s e ssrassnseseesessrsssnssnsessesesases
7.2.4 [ [ =T 0 T | RRTRRRRI
7.2.5 Konica-Minolta eTerminal......coooi s
7.26  Kyocera @TermMiNal. .. iiiieeeeeiriiireeeeeessissnrrseesessrssssnssessssrsssnssnssssesesarns
7.2.7 LeXMArk @TEIMINGL...oveeeceee et e e eree e e e e e eraareseee s s aaananeseesnanes
7.2.8 Yoo ] W= =T 0 1 1o T ] N
7.2.9  Sharp @TEIMINAL ..uuuieieieiiiiiiiiiiirirrrre b baabbaaaabababsbstabsbstssssssnsnsssssnsns
7.2.10 ToShiba eTermiNal....ciciciiiiiiiiiiiiiusaiinr .
0 T R (=T ol I =T 1 1 T 1N
7.3 Contactless card readers
7.3.1 Cartadis reader MOodels ...
R T A U =T LTl o] o) 1 <3SN
8 USEIS ceuenieiienieieniteienteetencessestessessessessessnssessssssssnssassassassassassessassnssassnssansns
8.1 User management
8.1.1 (W EY T g (1= Lo K-SRI
8.1.2 GESPAZE Credil oo
8.2 Department management

................................. 79
................................. 82

82

8.3 Job management

84

8.4 Management of user groups

85

8.5 Cashier function

86

................................. 87
................................. 88

89

................................. 89
................................. 90
................................. 90

91

8.5.1 It POI USBI e iiiiiiiiiiieiieeeeeeeeeeeee ettt a e e

8.5.2  Credit per departmMent ... srerrree e e e s rnrrrar e e s serrnrrrareeesas
8.6 Reprographe module (copy shop)

8.6.1 PaYMEBNT et r et s e v e e se e e rana e s e s e e e nara e sesesanara e sesesanraranenaranes

8.6.2 Cards iNitialization .......ueeeie e

8.6.3 SBEEINES ettt

£ TR |V o 011 o 1 ¥

9.1 Print monitoring

9.1.1  Viewing the local printing QUEUE ....cooeiiiiiiiiiiiieeecececcceeceeeeececceeeee e

9.1.2 Manual release of @ Printing ..o
9.2 Printer fleet monitoring

9.2.1 OVBIVIBW oeveeeeeeeeirieeeeeeeeeeatataiaeeeeessasataesaeesarntanaeeesessrntanasaeeseeesntannsaeeeernsnnnnn

9.2.2 Detailed VIBW ...t et e a e e e

9.3 Event logger

0 TR 3 (=T o o o N
10.1  Export of PDF/CSV

(00 0 R 1< - 1] =T I =T To T o S SRUPRR
10.1.1.1  Detailed reports of EXPENSES......cccccvveeeriiieieiieeeciree e eere e

10.1.1.2  Detailed reports of VOIUMES .........ccccuveiiviiiieeiee e

10.1.1.3  Detailed reports of machines counters .........cccovveeeeeiieiciiiieeeecceciens

T10.1.2  Printing FlOW coveiiiieiiiiiiiiitiiititieie ittt te et ea it tstatbtassssssssssssssasssssasssssssssssssssssnsases
10.1.2.1  Printing flOW SUMMAIY ...ttt e

10.1.2.2  Printing flOW trend.......cocooeiiiiieee e

10.1.3 Customization of the reports ...

10.2  Web reports

L0.2. L EXPBNSOS uuiiiiriierrueriierereeentnerseesererrnrrarreseresansrsrsreseearansrarasesesannneraraseeranernraneres
d0.2. 2 SAVINES . tieiuiieirieierniiire st st et s r e s e e n e s e e e e e s e e e rn e s e e e e n b neeeranararn

Gespage manual — November 2022

................................. 91
................................. 93

94

................................. 94
................................. 95

96



6 Gespage user’s manual

10.3  Detailed log of transactions 107
10.3.1 Transaction log of copies, Prints @nd SCANS......c..cvirieicirieeieeerrirrer e e e s srssnrerreeesesssssnreesessssssnsnnes 107
10.3.2 Logs of jobs purged and redir@Cted.......covvvriiiiiiierriiiiirr e irerrre e e s e e s s arsnrreeesessarsnaseeesesssassnsnes 108
10.4  Log of user balance modifications 108
10.5 Logof DRC10 transactions 110
10.6  Customized reports 111
11. Global PAarameters........ccccciiieeeiiiiieeciireceeerreneeesreneseesrenesssrenssessrennssssrensssssrennssssrennsanerennns 113
11.1  Configuration menu 114
I 0 O Y Vo 4 11 W o = [ =1 1= =] PP 114
3 T O A € Fo o = | W =1 =T 4 1= =1 £ S USSR UUPRRTI 114
11.1.1.2  AdVanCed Parameers.. ... ueeeeeiiiieeiiee ettt et e sttt e e et eseabt e e e sbt e e e e nabeeeseanreeesnreeeeas 115
11.1.2  LDAP SYNCRIONIZATION . ....uiiiiiiiiiiiiiiiice ettt e e e e s e b e e e e s s sasbabeeeeeeesssbnrees 115
11.1.2.1  Synchronization Parameters......ccuiiiueiriieiieenieesieesteesre e st sreesee e sbeesateesebeesaseesasaesaneens 116
11.1.2.2  Initialization parameters of aCCOUNTS .......cccueiiiiiiiiiiiieeee e e 119
11.1.2.3  Synchronization for advanced USEr ...........cceeiiiiiiiiniieiieeniee ettt s 120
3 0 R T 4 = | o = =T 1= < SRR 120
11.1.4  POPUP / NOLITICATIONS 1oiiiiiiiiiiiiieiie ittt et ettt e e b et e et e ebteeabe e eaaseeabeeeasteeabeas 121
3 T o 1o Y s Yo Yo 1 1= OSSR 122
T1.1.5 1 FTP SEIrVEr ParamelerS..ciciciiiiiiieiiiiieieieieieeeeeeeeeeeeeee et e e e et e e e e e e e e e e et e e et e e e eeteeeteeeseseteseseeesenenens 122
O O Y T ol ) Y or=T o IRV = T I N 122
11.1.6.1  Scan to €mMail VIa FTP coooeii ettt ettt e et e e e e e e st e e e e e e e e senntssaeeeeeesennnnnnes 123
11.1.6.2  Scan to homME dIrECLONY ..ooveiiiiiiiiieeeee ettt sttt s s esaree s 123
11.2  System menu 124
70 R 1 1] o] O PSPPSRSO SPSPRP SRR RPN 124
R A - =Tl (0T oY 42 (=53 o =PSRN 125
T11.2.2.0  BACKUD ceeteieitieee ettt ettt ettt ettt ettt ettt e e ettt e st e e e sttt e e e sabe e e s abb e e e sabbeeeenbeeeseanbeeeebeeeeeas 125
11.2.2.2 =T Ko ] PP PP TP RSP PUPPPPPIRN 125
T1.2.3  PUNING GatAD@S . ciiiiiiiiiiiiiiiiiiiiiiii ettt ettt et et et e seeetete s e seteseee s be b asa bbb s s bsasasasssabssssssssssssssssnsnres 126
T1.2.4  PUIBINE USEIS ciiiiruureiirereeerrurrasrereeenrnsrseseseesnmmsresesessnsssresesesenssmraresesnsrsrsresesesensrmrmresesesarsnnraresesere 126
11.3  Tasks menu 127
I O T R - [ 3 [ TSP TOR SRS TORPRRNE 127
O T Y T o) i = [ RPN 128
11.3.2.1  Task for sending reports by Mail........cccccuieiiiiniiiiiiiiee e e s 128
11.3.2.2  Task fOr CSV IMPOIt ..eeeiii ittt ettt e e e e st e e e e e e e s ata e e e e e e e e senssbaaaeaeeeseennnnnns 129
11.3.2.3  Task of administrator Notification .........ccceiiii i e 129
11.3.2.4  Task of User NOLIfICAtioN .......uuiiiieiccce e e e e e e e e e e e s aanees 130
0 IS 02 S Yol oo 101 fl 1[0 Y- Yo I g = RN 131
0 0 0 U LY Tl T e o 0 T- o [ 1SRN 132
0 IS 0 A - e o 0 Y =4 TR of 1 RN 132
11.4  Web access 133
11.4.1 Access right to the administrator iNterface ...t 133
11.4.2  Administrator PASSWOIT ... ..iiie ittt e et e e e se s iabe b et e e s e eese s babesaeeeesenbaresaeaessesnsaresases 134
T11.4.3  USEr INEEI ACE SBULINMZ .eiiiiiiiiiiiiiiieririretiterererererererererererererarararararatarasaratasasebababasabebesasabasabasasasnsnsnsnrn 135
11.4.4 Setting the web commerce (OPLION) ..o e e 139
11441 E-COMMEICE SETEING ..uviiiiiiiiiiiiiiee e st e e e s e s e e e e e e s e ssnsbreaeeeeeesesnnnnnes 140
O 0 B B VLV Y o T T o RN 141
11.5 Gespage Mobile 143
11.5.1  Setting the Web print INTerface ... rnrre e s e e s mrnrees 143
11.5.1.1  GENEral PAramEterS..uuui e eecccttee e e ettt e e e e e ettt e e e e e e e e e ataaeeeeeeeseabaraeeeaeeeeannraes 143
11.5.2  Setting the @mMail Printing ... ittt e e b ererereberesebebessresssssssesesesasesesssssasases 144
11.5.2.1  GeNeral ParameEters ... ..o iie ittt ettt st e e st e e st e e s eba e e e s aaeeeeas 144

Gespage manual — November 2022



Gespage user’s manual 7

11.5.3 Print setting from mobile applications.....ccviieiiir et e e e nrr e e e e s s sanrereees 144
11.6 License 145
11.7  Parameters registry 147

R 0 Lo Yol 0] 4 T=T 0} B8 [ 11 NN 149
12.1  Inflows 150

12,11 INTIOW ParamEters: SIMITP .. .ccccieiiiirieeeeeeeeisirsrareeesesssrsssresesesasssssssesssssasassssseseeesasassnsssssesssesasasnseses 150

12.1.2 Inflow parameters: FOlder MONItOMINE . ....oocviiiree e rrere e e s sessnrere e e e s sessnreeseeeseesssnrnnees 151
12.2  Flow processing 152

12.2.1  Configuration of flOW PrOCESSING ....ueiiiiiiiiiiieiiiee et e s e e e s e ssbarees 152

3 B 1o 1) 1| Y Ao T e =TT o= o AR ON 153

12.2.3  Processing blank PAgES ......ceiiioiiiiiiiiiiec e e s e e e s abarees 155
12.3  Outflows 155

12,31 OULTIOWS EM@IL ceeeineeeeieeieeieee e e e et ie e e e e e e eaaa e s e e e e e e asnsaasesessessssanassessssssnranseessssssnrnnesneees 156

12.3.2 QUL OWS SEOTEE . ceeiiiiiiiiiiiiieieeeisiirrre e e s e s ssssntreeese s s s ssssnesesssassssssnassesssrassssssssessssarassnssseesesssnssssnees 156

12.3.3  USINE SCAN PrOFIES coveeeeiieieceeee et e e e s e e ae e s e e e s ran e e nan e 158
12.4  Use case of document flow 159

13. Managing MUILIPIE SItES .....ceeeeuciiieeciire et rrreeee s re e s reneee s s eenas e ssenasssseennsessnennssnsnennns 163
13.1  Gespage agent: General configuration 163

0 0 O R 1 T3 =1 | = o N 163

13.1.2  AdVANCEU PArAMELEIS .evevrieieeeieisirerereeeieraiarerareeesasaiseseresssasasasssssessssesasasnssseseessasssnsessseessesssnseseses 164
13.2  Gespage Remote: General configuration 164

13.2.1  Central server CONFIUIATION ..o.iiiiiiiiiiiiiiiieiitirerirerer ettt erere b e rererararararabababarababababebabasabasabasasarnsasnsnre 165

13.2.2  Remote SErver CONFIZUIALTION ...oi i iiiiiiiiiieritiiererererererererererararerararararatabababababasababasasabasasasasasnsnsasnre 165

14. Client applications........ccciiiiieeiiiiiiiiiiirerii e renesessrenesssssenesssssenesssssenssssssenens 167
14,1  Gespage Popup 167

I O T 1 13 =1 | =) Ao PR RURURUUURRON 167

TA.1.2 GO I BUIAEION . ceieiiiiiiiiiiiet ettt ettt e st et e e ererereseresesetesesasasesasessseses e b e s e s s s s sasasssasssatssssasasssssssnsnsnens 168

14.1.3  Advanced CONFIBUIAtION ....viiiii e iersiriier e se st er e e s sessiarrreteeseeesesssnseseesessesssnseneseessasnnsnnnres 174

I S o T o T8 o 3 o 1< o F= 1 o ¥ | PP 174
14,2  GPayStation 179

I S R 1 15 - 1 = 14 o T o DO OO SPRSTRTRRR 179

14.2.1.1  Software installation ........coceiiiiiii e e e e e e e aaraes 179

14.2.1.2  Workstation CONfiUIatioN.........eiiiiiiiiiiiieie ettt s e e 180

T4.2.2 GO I BUIAEION . ettt e et et r et e aeaesas e aasesaae s as e sasasssssassassssasassassssssssssssesasasasasasasasanares 180

I S Y XU =Y oY o [or= o (o] o PR PPPPRE 180

S A W - (o 1V ) P PP P PP PPPPPPPPPPPPPPPRY 182

14.2.2.3  Payment Of PrintiNgS ...eeeeiceeeieiiiie ettt et e e e e e e e st e e e snte e e esnnee e e s nreeeeas 183

14.2.2.4  Cancellation of PrintingS......ceicciiiiieciie e e s e e e e e e sar e e e nreeeeas 183

LS. ANNIEXES euiuiiuienieneencencencencencescessessessassassassassasssssassassassassassnssassassassassassnssassnssassnssassnnsassnnsane 185
15.1  GDPR compliance 185

15.1.1 What are the consequences on print management SYStEMS? .. ....vvivvioiciciiiriere e ieierree e serneees 185
15.2  Gespage Mobile user manual 187
15.3  Web payment user manual 205
15.4  Microsoft SQL Server configuration 212

Gespage manual — November 2022



Gespage user’s manual

15.4.1 Create the databhase ... e e e e s e arnrees 212
15.4.2 Creating tables in the Gespage database.......cccccvveieiiiiiei et e e s snrneees 219
T T B €1 o= L 13 =] | = o] o SRR 220
15.5  Microsoft Universal Printer configuration 221
15.5.1 Prerequisites
T T B 1 1) =11 =) 4o PN
15.5.3 Add printers in Microsoft Universal Printing.........cocoiiiiiiiiiiii it 231
15.5.4 Configuration of the MUP GgeNt ... e e s s abe e s 234
15.5.5 Configuration on the Gespage administration PABE .......ivieveveierriereiersirrrr e s e nrrreree s sessnreeeees 234
15.5.6  Configuring the MUP VirtUal Printer.......oociicieiieei it e e reerer s e e e s s ssanrere e e e s sesssnrnsraeesenssnsnsees 235

Gespage manual — November 2022



1.Introduction

This manual describes the features of Gespage V8.2.5 and upper. Gespage is an application for the
management of one or several print servers, it enables you to check and manage the usage of your
print equipment, whether they are printers, copiers or multifunction (MFP). Gespage application must
be installed on a Windows or Linux print server, that is to say a server that hosts print queues and
shares them on the network.

The Web architecture of Gespage is made accessible to the administrators via the network from a web
browser.

The main features of Gespage are:

e Tracking of the documents printed with the user names, the destination printers, the number
of pages, the printing cost, the printing date, a job code (project code) traceability.

e Independent from equipment brands, Gespage enables a fleet of diverse equipments to be
homogenized with a unique user interface and features level.

e The management of a separate B&W and color quotas at users, departments and jobs level.
The users’ accounts of Gespage may be synchronized with a LDAP, Active Directory or Azure
Active Directory.

e Integrates a Management of “Windows Popup “ that opens automatically after a printing for
informing or asking the user:

o Price of printing.
o Suggestion of redirection to a more economical point of printing.
o Request for the job allocation.
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Integrates an application of “payment station “ for the payment of printings in an anonymous
environment.

Control the users’ access right to certain peripherals.

Managing the cost of printing by printer, group of users.

Integrates the management of copiers not connected to the network (by using Cartadis
devices).

Data consolidation issuing from several print servers.

A tracking of the documents deleted by one of the Gespage parts (Popup, expiry or Cartadis
terminal) is intended to identify cost savings and justify a quick return on investment of the
solution.

RFID cards RFID are used to identify the users at the printing point for getting a secured printing
and on request (Print2me or Global Print2me).

Management of printer rules for changing or routing the documents to the most economical
printing places.

Integration of several print servers by a same Gespage server (via the agent or remote option).
Monitoring of the printer and MFP fleet via SNMP (status, toner level, paper level).
Automatic sending of the activity reports.

User interface for account viewing (with option for reloading credit with anonline payment).
Gespage Mobile module of document submission in mobility: printing by web submission,
sending of email or Gespage App.

Gespage Flow for using OCR on a flow of scans.

Copy Shop module suitable for the payment of copies in copy shops with self-service.
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2.Architecture

2.1 General architecture

Gespage solution features the latest software technologies: Java JEE7, Payara application server,
PostgreSQL server database (default).

Gespage server is divided in several main services:

e Gespage Service: [Gespage Application server]: manages the printing logic, the users’
accounts, and the Web interface, the communication with the Cartadis terminals and the
communication with the Windows or Linux agent for Gespage.

o Gespage Agent Service [Gespage Print Service]: manages Windows or Linux printing queues.

Service Gespage mobile [Gespage Mobile Service]: Manage print document submissions coming from

mobile printing.
The PostgreSQL database (default database) is managed by its own service.

A Gespage configuration having to control a single print server is usually installed on the print server
itself, that is to say, the print server will host the above services.
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Setup of Gespage Server and edition of
reports by the Administrator

2.2 Control of several print servers

There are several ways to manage multiple print servers. The most suitable one should be chosen
according to the network configuration of the site.

2.2.1 With Gespage agents

A Gespage configuration having to control several print servers with agents will be allocated to all the
machines as follows:
(1) Gespage server will be installed on one of the print servers or on the machine that is not a

print server.
(2) Gespage agent will be installed, on all the print servers.

Gespage agents are controlled by the Gespage server (present on one machine only).
Spool files do not pass on the network and remain locally on the server where the agent is installed.

All Gespage features remain available on the secondary site but the service will be interrupted if the
network link between the two servers is disrupted.

In case of use of a terminal or an e-Terminal, those functions are managed by the central site.
A particular case of print server is a workstation that hosts its own printing queue to print to a personal

USB printer. The installation of a Gespage Agent on a workstation enables the printing activity to be
controlled by a Gespage server.
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Gespage Agent

On all the sites: Redirection rules, print on request and secured, reports, transmission of counters ...

CENTRAL SITE SECONDARY SITE

Print release

Transmission of
print information and
data monitoring

Authentication
.

Copies / scans tracking

Secured cop
PostgreSQL and prints

Data Base

Setup of Gespage server and
edition of reports

2.2.2 With Tracker agents

A Tracker agent is used to follow the print activity of a server and to bring back the statistics of the

MFPs associated.

In this configuration, the service is maintained if the network link between the two servers is disrupted.
Tracker agents will bring back the statistics periodically to Gespage service (present on one machine

only).

However, the functions will be limited to printers managed by the Tracker agent (no Print2me, no

printing rules).

Gespage Tracker agent

On the Central Site: Redirection rules, print on request and secured, reports, transmission of counters ...

+ Monitoring of the Secondary site (Regular transmission of counters and print activity)

CENTRAL SITE SECONDARY SITE

Setup of Gespage server and

edition of reports
DB PostgreSQL
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2.2.3 With Gespage Remote

A Remote server fully hosts Gespage application. This configuration enables servers to be independent,
makes them available even if the network link between the two sites is disrupted.

In case of network disconnection between sites, this configuration enables Gespage Remote to ensure
functioning. So, printing rules, secured printing, the rights of each user and the collection of
information are maintained. Data will be centralized to the central server once the network has been
restored.

Gespage REMOTE

On all the sites: Redirection rules, print on request and secured, reports, transmission of counters __.

Centralization from the Central Site but autonomous Remote Site in case of a power failure.

CENTRAL SITE REMOTE SITE

Print release

Secured copies
and prints

Setup of Gespage Servers and BD PostgreSQL
edition of reports

2.3 Network flow

2.3.1 Printings

Gespage software does not modify the configuration of printers on the print server. Network flows for
receiving printings remain unchanged and depend on the configuration of the printing port of printers.

2.3.2 Printer’s monitoring

In order to monitor the status and counters of printers, the SNMP port for communication between
agent and Gespage printer (UDP 161) must be opened.

2.3.3 Management of several print servers

TCP Port of communication between Gespage agent and Gespage server

The agents communicate with the Gespage service by using the HTTP protocol on the 7180 TCP port
and 7181 TCP port (in secured mode). From a network point of view, the Agents are Gespage service
clients, they only do outgoing calls to the Gespage service.
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If the Global Print2me function is enabled, the secured 7121 TCP port (by default) is used in addition
for the FTP transmissions. The FTP server embedded by Gespage runs in active mode for the transport
of data (the server port number opening the connection to the client is random).

Communication flow between Gespage agent and Gespage server

For a standard use, the volume of communication between an agent or a Remote and Gespage service
is very limited. Indeed, the flow of spool files is not sent by the agent, they remain locale to the print
server.

If the Global Print2me function is enabled, networks flows are more consistent since the flow of
printings is duplicated on each agent. The administrator has to combine with the network capacity,
the functionality and the performance of the solution.

Communication flow between a Remote server and a central server
Remote server communicates with the central server by using the TCP ports 7180 or 7181 (secured
mode).

2.3.4 Terminals

TCP Port of communication between physical terminals and Gespage server

The Cartadis terminals communicate with the Gespage server by using the 7180 TCP port or the 7181
TCP port (secured mode). From a network point of view, the terminals are Gespage service clients,
they only do outgoing calls to the Gespage server.

TCP Port of communication between embedded terminals (eTerm) and Gespage
According to the brand of the MFP where the eTerminal is installed TCP port usage is different, please
look at the user’s manual of the relevant eTerm.

2.3.5 Client applications

TCP Port of communication between the Popup application and Gespage service

Gespage Popup applications communicate with Gespage service by using the 7180 and 7181 TCP ports.
From a network point of view, the Popup are Gespage service clients, they only do outgoing calls to
the Gespage server.

Communication TCP Port between the GPayStation application and Gespage service
GPayStation applications of payment station communicate with Gespage service by using the 7180 and
7181 TCP ports. From a network point of view, the payment stations are Gespage service clients, they
only do outgoing calls to the Gespage server.

User interface / Gespage Mobile / Web Payment

The user interface (user portal for mobile printing, web payment) is accessible from a web browser on
the 7181 (HTTPS) port of the server.

Gespage manual — November 2022



16 Gespage user’s manual

Note: In order for the users to be able to reach the Gespage server from Internet, a public IP is
requested. If the security policy of your organisation prevents from such public IP, the users could print
to your Gespage server from Internet. A very secure replacement technic can be used by the mean of
“email printing” feature of Gespage. A dedicated mailbox can be used as a communication area
between Gespage and printings submitted from the Internet.

According to the email printing configuration, the user portal can be used to configure the printing
(see § 6.3.2).

2.3.6 External services

SMTP email server
To send emails, Gespage server is client of a SMTP server on the 25 TCP port or the 587 TCP port (in
secured mode). This is the default port, it can be modified.

LDAP directory
To synchronize with the AD / LDAP directory, Gespage server is client of the directory server on the
389 TCP port or the 636 TCP port (in secured mode). This is the default port, it can be modified.

Data base

Gespage server has access to the PostgreSQL on the 5432 TCP port. By default, the data base is set
locally on the server hosting Gespage.
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3.Installation

3.1 Installation on Windows

3.1.1 Required configuration

The configuration requested to install Gespage is described in the Gespage prerequisites document.
3.1.2 Installation on Windows
The latest version of Gespage can be downloaded from www.gespage.com.

Gespage server for Windows is a Windows executable:
e Gespage_Setup _win_x64.exe.

The installation of the Gespage services requires:

e 1 Go of disc space.
e Have the administrator rights in the Windows session.
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ATTENTION! Please ensure you have configured the name of your server with its final value and joined
it to the domain before starting the installation.

The installation procedure is as follows:

e Launch the executable (ex: Gespage_Setup_win_x64.exe).
e Choose the installation language in the setup wizard:

Select the language to use during the
installation:

English v

(1) Select the PostgreSQL database server then click on Next:

Q~
Database choice
Which database server would you like to use?

Server type :

(® Postgresgl (new installation)
(O Existing server

e Gespage uses the default PostgreSQL database server, it needs confirmation on the port
number, leave the default value of 5432.

If you do not want to use a SQL server such as PostgreSQL and prefer an MS SQL server,
see § 15.4.
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Q Setup - Gespage 8.1.4 -

PostgreSQL server parameters
Please enter the informations required for PostareSQL installation.

Please specify the directory where PostareSQL will be installed :
|C:\Program Files\PostgreSQL\3.4 \ Browse...

TCP port :

<Back |[ nNext> | | cancel |

Press Next then wait for about 30 seconds for displaying the window of the PostgreSQL
installer press Next again:

& Setup - Gespage 8.1.4 =

PostgreSQL server parameters
Please enter the informations required for PostgreSQL installation.

Please specify the directory where PostareSQL will be installed :
= =

—tn. LI 1

»] Paramétrage = C

Installation en cours

Dépaquetage de C:\Pro[...JreSQL\S.4\doc\postgresgl\html\user-manag.html

| <Back || Next> | | Concel |

The above window shows the progress of the PostgreSQL.
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From now on, the PostreSQL service is installed.

e Select and confirm your installation options.

5

Options configuration
Choose whitch options you need.

Start Gespage services after install

Enable default control of all printers

< Back Cancel

e You can choose an automatic start of all Gespage services at the end of the installation.
ATTENTION! In case of an update of an inactive node of a Microsoft cluster, you must not
automatically start the Gespage services else you risk a cluster corruption.

e You can choose whether printers already installed on the print server should pass under the
control of Gespage.
ATTENTION! If you install Gespage for a for a test (POC Proof Of Concept), then you must take
care not to affect all the installed printers. In this case, you must uncheck the box concerned.
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Read the the EULA (End User License Agreement) and if you agree press Next.

License Agreement
Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

END-USER LICENSE AGREEMENT FOR GESPAGE SOFTWARE

IMPORTANT PLEASE READ THE TERMS AND CONDITIONS OF THIS
LICENSE AGREEMENT CAREFULLY BEFORE CONTINUING WITH THIS
PROGRAM INSTALL.

CARTADIS End-User License Agreement ("EULA") is a legal agreement
between you (either an individual or a single entity) and CARTADIS
for the CARTADIS software product(s) identified above which may

imeliida arrarintnd fafRumes FfamsmAanants maadia meinbad mamFariale

@ I accept the agreement
O I do not accept the agreement

v

T T

You can change the default path of the software installation:

Select Destination Location
Where should Gespage 8. 1.4 be installed?

Cancei

Setup will install Gespage 8. 1.4 into the following folder.

To continue, dick Next. If you would like to select a different folder, dick Browse.

C:\Program Files\Gespage\GespageCore ‘ Browse...

Atleast 1008,7 MB of free disk space is required.

T e

Cancéi
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(1) In order to save space on the desktop, you can choose an alternative folder for the Gespage
shortcuts to be copied:

e C . - A aM e 1
& Setup - Gespage 8.1.4 =

Select Start Menu Folder
Where should Setup place the program's shortcuts?

v
B Setup will create the program's shortcuts in the following Start Menu folder.
-

To continue, dick Next. If you would like to select a different folder, dick Browse.

| \Gespage Browse...

[]Don't create a Start Menu folder

(2) In addition to the shortcuts copied in the selected folder, you also can copy them on your
desktop:

& Setup - Gespage 8.1.4 -

Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing Gespage
8.1.4, then dick Next.

Shortcuts
Create a desktop shortcut
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~ Setup - Gespage 8.1.4 —

Ready to Install
Setup is now ready to begin installing Gespage 8. 1.4 on your computer.

Click Install to continue with the installation, or dick Back if you want to review or
change any settings.

Destination location:
C:\Program Files\Gespaage\GespageCore

Start Menu folder:
Gespage

Additional tasks:
Shortcuts
Create a desktop shortcut

| |

| Install " Cancel i

<Back

The above window shows an overview of the options chosen. If they are suitable, click Install.
The installation progress wil be displayed as shown in the following window:

Q' Setup - Gespage 8.14 —

Installing
Please wait while Setup installs Gespage 8.1.4 on your computer.

Extracting files...
C:\Program Files\Gespage \GespageCore\server\ib\gespage-container-full.jar
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The installation of Gespage is now completed. Gespage interface is accessible from the “Gespage
Admin” shortcut created on the desktop of your server or from a web browser of the network by
accessing to the URL: http://Server_address:7180/admin or https://Server_address:7181/admin.

3.1.3 Software upgrade

For upgrading your Gespage software, simply launch the installer of the new version to upgrade.

At the time of configuring the database, “Server exists “is to select. If you used the default
configuration at the first installation of Gespage, simply select the “Default Authentication” option.

ATTENTION! Before performing your upgrade, please check that the current license of your server is
still under maintenance. Otherwise, your license will not be valid after the upgrade.

3.1.4 Software uninstallation

You can uninstall the Gespage software via the Windows program manager.
Gespage uninstalling does not remove the database. Data of your server remains stored.

3.2 Installation on Linux Centos

3.2.1 Required configuration

The Gespage prerequisite document details the requirements for installing Gespage.

3.2.2

NOTE: Gespage installation packages are only available for Centos distribution.

Installation on Linux

3.2.2.1 Centos configuration

CentOS installation
Install the English Desktop version of CentOS 7 / 64bits

INSTALLATION SUMMARY CENTOS LINUX 8.0.1905 INSTALLATION

& Centos
Eus Helpl

LOCALIZATION
E Keyboard
English {US)

Language Support
English (United States)

Time & Date

Americas/New York timezone

SOFTWARE

@ Installation Source

Local media

ﬁ Software Selection
Server with GUI

Quit
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@ Installation Destir
B Automatic partitioning sele

KDUMP
Kdump is enabled

=» Network & Host P
(- Not connected

n SECURITY POLICY

No content found


http://server_address:7180/admin
https://server_address:7181/admin
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SOFTWARE SELECTION CENTOS LINUX 8.0.1905 INSTALLATION
oo
Base Environment Add-Ons for Selected Environment
() Server with GUI |/ Debugging Tools ) o
An integrated, easy-to-manage server with a graphical Zi‘;;:cf;;gd;:;?)gr';gnngs;ﬁz;‘l’éﬁsappl'm'c”5 and
interface. -
o Ce [ File and Storage Server
CIFS, SMB, NFS, iSCSI, ISER, and iSNS network storage
) Minimal Install - ﬁ':es:rver
Basic functionality. —
) Workstation These tools allow you to run an FTP server on the
Workstation is a user-friendly desktop system for
laptops and PCs. . . N q
() Custom Operating System GNQME is & highly intuitive and user-friendly desktop
Basic building block for a custom CentOS system. =
_— L || Guest Agents
— ;'Iﬁ:;[l‘:;":;;;:tn host. - Ags_‘-n?s used when running under a hypervisor.
|__| Infiniband Support
Software designed for supporting clustering, grid
connectivity, and low-latency, high bandwidth storage
using RDMA-based InfiniBand, iWARP, RoCE, and OPA
fabrics.
[ Mail Server
These packages allow you to configure an IMAP or SMTP
mail server.
("] Network File System Client
During installation:
e click on the "Software Selection" button and select "GNOME Desktop"
- disable SELinux.
SELinux configuration
- If your server was already installed, check that SELinux is disabled.
- The SELINUX configuration can be modified by using the system-config-selinux tool:
o vyum install policycoreutils-gui
o system-config-selinux.
E= SELinux Administration X
File Help
Select: System Default Enforcing Maode | Permissive 2 |
dlLIS
Boalean Current Enforcing Mode | Permissive 2 |
File Labeling i
. System Default Policy Type: | targeted S |
User Mapping
SELinux User [J &2 Relabel on next reboot.
Network Port

Policy Module
Process Domain

- Setthe Current Enforcing Mode and System Default Enforcing Mode parameters to Permissive.
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Hostname configuration

For ensuring a correct installation, check that the configuration of the hostname is correct, that is to
say the same for the parameters described below (for example with the hostname
gespage.localdomain).

- Check hosts file:
o vim /etc/hosts

o The 127.0.0.1 line should contain the hostname
127.0.0.1 gespage gespage.localdomain localhost localhost.localdomain

- Check the hostname is the same via the hostname command (hostnamectl):

o Ifthe name is incorrect, it can be changed by the command:
hostnamectl set-hostname your hostname -static.

Add the software repositories epel and log4cpp

o yum install epel-release
o vyum install logé4cpp.

3.2.2.2 Gespage installation

To download Gespage installation RPMs, please contact your reseller.
Move to the folder containing the RPMs.
Gespage software installation is performed by using the following yum commands:

o yum install gespage-agent-8.x.x86 64.rpm.
o yum install gespage-server-8.x.x86 64.rpm

ATTENTION! The installation requires an internet access. Indeed, installing Gespage leads to the
installation of third packages such as PostgreSQL.

3.2.3 Software update

You can upgrade your server by installing the rpm of the new version (with the same yum command
as the installation).

ATTENTION! Before launching your upgrade, check that the current license of your server is still under
maintenance. Otherwise, your license will no longer be valid after upgrading.

3.2.4 Software uninstallation

You can uninstall the Gespage software with the following yum commands:
o yum remove gespage-agent.
O yum remove gespage-server

Gespage uninstalling does not remove the database. Data of your server remains stored.
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3.3 Installation on Linux Debian

3.3.1.1 Gespage installation

To download installation files, please contact your reseller.
Gespage software installation is performed by using the following commands:

- For the Agent part:
o sudo apt-get install cups
o sudo apt-get install cups-bsd
o sudo dpkg -I gespage-agent 8.X.X.deb

- For the Server part:
o sudo apt-get install postgresqgl
o sudo dpkg -I Gespage-server-8.X.X.deb

ATTENTION! Access to Postgresgl may not be possible due to a lack of access rights. An account

with access to the various Gespage tables must therefore be added manually.
o sudo useradd gadmin
o sudo passwd gadmin

o sudo usermod -aG sudo gadmin.

3.3.2 Software update

You can upgrade your server by installing the pkg of the new version (with the same dpkg command
as the installation).

ATTENTION! Before launching your upgrade, check that the current license of your server is still under
maintenance. Otherwise, your license will no longer be valid after upgrading.

3.3.3 Software uninstallation

You can uninstall the Gespage software with the following dpkg commands:
o sudo dpkg —--remove gespage-agent
o sudo dpkg —--remove Gespage-server

Gespage uninstalling does not remove the database. Data of your server remains stored.
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4.Getting started

Gespage server controls the Windows printing queues of the printer available on your Windows print
server. We will see that all or part of your printers may be chosen as being in the control of Gespage.

The creation of new printers, the installation of print drivers and the default configuration of the
drivers can be carried out from the standard interface of your system:
- On Windows: from the menu of Printers.
- On Linux: from the menu of Printers of CentOS, or the web interface of administration of cups
(http://Server address:631 - only accessible locally by default).

4.1 Administrator interface

From a Web browser, the administrator’s interface is launched by accessing to the URL:
- Secure mode: https://Server _address:7181/admin.
- Non-secure mode: http://Server address:7180/admin.
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§ Gespage

# Login
# Login

The administrator login name is “admin “and the default password is “123456 “. This password may
be modified (refer to § 11.4.2).
A configurable access of administration may be provided to users of the system (see § 11.4).

4.1.1 Browsing principles across the menus

Gespage application functions are organized in 6 categories:
o Dashboard (Overview of the last activities).

o Printers (Configuration of the printers, terminals and prices).

o Accounts (Management of the users’ accounts).

o Monitoring (Monitoring of pending jobs, printers and server events).
o Reports (Report on the activities and printing costs).

o Server (General configuration of the Gespage server).

The menu displayed at the top of the Gespage homepage lists the categories.

Selecting a category causes a menu bar of the functions associated to be displayed under the menu of
categories.

* Gespoge p Dashboard & Printers A Accounts Monitoring Reports Server

. Accounts Users ~ Departments ~ Jobs = Usersgroups ~ Cashier ~ Copy shop Menu
of categories
User list FUnCtion
e | . menu
AL Filter 2
options
User list
100 |« {1-111)
User name ¢ lame shown ¢ | Balance ¢ | Limited ¥ | Department ¢ | comments ¢
_test _test support 250
100 |w {1-111)
il < | Data export as Excel file, CSV or PDF

Within the various menus, the items shown in tabular form may be filtered (per date, name ...). These
data may be exported as Excel file or PDF.
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4.1.2 General configuration

The configuration of these parameters is accessible from the menu Server > Configuration > Admin
Parameters > Global parameters.

1. The first operation of your server configuration is to define whether you will use Gespage only
to perform printing accounting (mode 1) or to also manage users’ credits (mode 2 - quotas).

2. You must also specify the scale of price magnitude whether credit is expressed in Units or
Currency (with the choice of number of decimal places from 2 to 5).

3. The currency used for credit may be expressed in currency (EUR, USD) or a free text (Units,
Copies and Points). This parameter must be filled in if a reloading solution of accounts by users
is used.

4. The address of the server on the local network must be filled as well as the HTTPS port used
(7181 by default). The public address and the public secure port may also be filled in if
necessary.

5. Should you use the secure printing functionalities, you can define a maximum duration of
retention of documents. The documents deleted will be considered as savings. The amounts
of these savings will be held for a future viewing.

6. The language of the Gespage web interface may also be modified.

/. Administrator parameters

Advanced parameters

Autom atic cleaning of pending jobs -

Associate Ogone with a user group -

Some of the above parameters are described later (refer to § 11.1.1).
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4.2 Access to the user interface and basic functions

From a Web browser, the user’s interface is launched by accessing to the URL:
https://Server_address:7181

4.2.1 Authentication

Gespage supports 3 login mechanisms:
e The Gespage login based on the directory associated with it.

e The login via a Google account associated with the Gespage account.
e The login via an external service in case of setting up an SSO.

The choice of the login mode is made by choosing one of the two validation buttons:
“Login" button for validation by Gespage.

- "Google Sign In" button for validation by Google.

Login Gespage
Depending on the server configuration, there are three modes of authentication:

e Login + password.
e Print code (to enter in the “User ID “field).
e Login.

Google login
e ATTENTION! The login mechanism via Google can only be achieved if the Gespage server is
accessible from a public IP address.
e ATTENTION! The email addresses used for the connection must be set in Gespage.

Language: | English =
Login
User name
Password
Log in -
Forgot your user name or password?
-~
?
Connexion

The menus available depend on the server setting
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4.2.2 Web printing interface

The home page displays the basic information of the user (name, credit, history ...) and gives access to
the various functions of Cloud Printing.

8 Gespage

= My account History My print jobs My documents Print Log out @
= N
|2~ My account (.s!) Available cloud services
User name jluc . My documents -

Your name Jean-Luc Chaillat
Your email jl.chaillat@cartadis.com

. . = Print =
Your print code: 726502 =
&% Manage services -

= . . .
— Print services

Print from

?
D mobileftablets el
Print from connected
. Help 2
cloud services
— Standard printout Help 2

Copyright ® 20183 Electronic Purse Sweden AB (Wer: 8.2.0.180208_TROUBLESHOOTING) OS: winT (B4)

1. My account
The user can view and edit his account information (email, name, password ...).

2. History
Display the history of copies / prints / scans and credit used.

3. My print jobs
Make a list of the documents sent to print and waiting to be released.

4. My documents
Manage a user space to store user documents, this space is called “Gespage Mobile Drive”. A

user could add/delete/retrieve printable documents (pdf, doc, docx ...) in the “Gespage Mobile
Drive” space.

The user space can also be connected to "Google drive" or "Microsoft OneDrive" (see "manage
services").
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&= My account History My print jobs My documents Print My printers Log out

o

Select document archive

Gespage Mobile Drive | -~ JE

Available Documents

l o Upload a new document or image J

Search | @
0, advance_scan_FR_menu.png is uploaded
||| <4 E - i
A
Type Document % From
¢ To
-

advance_scan_FR_menu.png

2018-10-02 08:01:18

ejofs]

PGPO0E508506000001. pdf

2018-10-02 08:01:10

ejofs]

Gespage_ReleaseMotes_8.2.0 (1).pdf

2018-10-02 08:01:02

elofa]

D 0| 0| DL

=, 00

FR_Gespage W8.0_07 10_2018.docx

2018-10-02 08:00:57

eloja]

| & Print selected documents

|| @ Delete selected document |

5. Manage services

Associate with the user's account an external storage space.

= My account History My print jobs My documents

Print My prinfers Log out

@

-

Available cloud services ‘

‘ g Connected services

&

Google Drive

Microsoft OneDrive

Google Drive

-

Sespage
Google drive
service

(5]

b - E - - ‘

Gespage Mobile Drive

v §

Gespage Maobile App
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On the left side of the screen is displayed the list of available cloud services, on the right side
the list of services already configured and available to the user.

Google Drive:

The “connection button” enables a Google Drive storage space to be associated with the
Gespage user account. The access key provided by Google will have to be entered to share
your space. Several Google Drive accounts can be associated with a user account

Microsoft OneDrive:
In a similar way to Google Drive, the login button enables a "Microsoft OneDrive" account to
be associated with the Gespage account.

Gespage Mobile Drive:
No login is required, this space is allocated to all Gespage users once the administrator has

enabled the functionality (§ 12.3.2).

Gespage Mobile App:

No connection is required on the server. Users must download the "Gespage Mobile" app for
their smartphone and install it. This app enables documents to be sent directly from your
smartphone applications such as the photo gallery or your email client.

6. Print
A document is printed directly, it is sent directly to the print server and will not be saved in the
space of storage.
Web printing: a document is printed directly by entering its URL.

= My account History My print jobs My documents Print My printers Log out c-:n

Print Web/URL printing

# Upload a new doecument or image
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= My account History My print jobs Print Wy printers Log out uzg

Print Web/URL printing

Printer GESPAGE-TEST-22/Kenica support ~
Web page/URL
Pages
Print All pages in interval -
Copies 1
Sart |£|
Format
Landzcape
Color |£|
Fit to page |£|
& Print

7. My Printers
List of the printers available to the user.

8. Logout
The user logs out of his session.

9. Help &
Display a manual for the users of the solution. A basic model is supplied with Gespage solution,
refer to Annexe section (see § 15.2).
It may also be changed from the following directory:
GespageCore/Gespage/Geps/geps/etc and other languages may be inserted.

4.2.3 Print by mail

The e-mail printing function is used to configure e-mail addresses that will be the way to communicate

with Gespage to print documents, these documents must be in source format as described in § 15.2.

Three types of information will be associated to configure a print email address:

e An email profile: define how Gespage will reference an email address to retrieve documents.

e A printer profile: define the printer properties that will be used to print the document (Duplex,
Colour / Black & White ...).

e A print queue: define the printer to which the document will be sent (this printer can be a virtual
printer).
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5.Dashboard

Gespage dashboard enables customized information related to the print activity managed by the
solution, to be displayed in the form of tables and graphs.
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e =y

Gespage

¢» Dashboard

admin | Logout

& Printers &, Accounts ¥ Monitoring  [jj Reports £ Server

Cockpit Top ranking [»| | Environmentalimpact (%]
Volume by printer
50
"\ El GESPAGE-TEST-22/RICOH MP (3062 PCL &
) [ cEseae-TEST-22/Lexmark_mxs22
40 0.01 Consumedtrees
El GESPAGE-TEST-22/TOSHIBA e-STUDIC4TES
0.00 Savedtrees
El GESPAGE-TEST-22/TOSHIBA_2-STUDIC47ES
) [ rc_sursor 2/ PO 0 21.56 Consumed water (liter)
User admin 224 Saved water (liter)
Mame shown
52.20 EUR Total t
License Active (under mainten... E=|i olEreos
1.80EUR 5 d
Maintenance end date Aug 31, 2021 [
Total of users 122 0.63 Generated CO2 (Kg)
Oty of authorized printers 1,001 0.07 Awoided CO= (Kg)
Qty of physical printers 100
eTerminals amount 12
Terminals amount 1
Since 2020/05/23 Since 2020/05/23
Comparative diagrams E‘ Printing flow trend |£|
Total of Total of Total of Total of
copies prints ] scans L] Printing volumes 30 days
30
El between 2020/05/24 and 2020/06/23
25 El h‘ﬁ«l 2020/04/24 and 2020/05/24
20 I {I
15
. I IA\
5
0
R R R O R R S S U IR SR A il L
) TS SIS I I ETFTITFIFIIIIITITFIFTISSTSSoS
Since 2020/0523
Printer alerts '*| | Eventlogger [ %]
Name Comments Status Date Source Message
Konica support r' r' BI23/20 9:31 AM GESPAGE-TEST-... Printer is at fault "Warning’
Kyocera_2553ci A 0 623120 9:26 AM admin User”_test updated
HP_Production A 0 6/23/20 9:20 AM admin Login on administration interface (IP=10.0.0.141)
HP_Stock ‘ o 6/23/20 9:15 AM admin Device global configuration updated
Canon 'y (i ] 6/23/20 9:15 AM admin Server global configuration updated
Tosh_2555¢c r'y 0 BI23/20 911 AM End ofthe synchronization (server 1)
Lexmark CX725 ®x (i ] 6/23/20 9:11 AM Start of the synchronization (server 1)
Lexmark CX725 * o 6/23/20 9:00 AM GESPAGE-TEST-... Printer is offline
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5.1 Diagrams

Several diagrams are available for displaying various information.

5.1.1 Server diagrams

Displays system information of the print server hosting Gespage solution (processor, RAM memory,
space available on the disk ...) an overview on the activity of the server and a view on the environmental

impact.

Data may be filtered (volumes of prints, copies and scans and environmental impact) by specifying an

interval of dates.

Start date 5/23120
System
5
Frocessor Intel Xeon
RAM 8,184 MB
0S type 64 bits

erver running since 114 h 5 min

Free space on disk 53 GB

Global view

5.1.2 Top ranking diagrams

End date

Environmental impact

0.01 Consumed trees

0.00 Savedtrees

Displays information on the larger volumes by printer, user, department and job in the form of
histogram. The number of classified elements and the analysed period may be customized.
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iii- Top ranking

Start date 5123120
Top ranking 5w
Volume by printer
50 -
GESPAGE-TEST-22/RICOH MP (3067 PCL &
‘GESPAGE-TEST-22/ Lesomar k_Mxe12
40 - M| GESPAGE-TEST-22/TOSHIBA &-STUDICHTES
Il GESPAGE-TEST-22/TOSHIBA_s-STUDID47ES
30 - FC_SUPPORT_2/Lexmark_CX71E
20 -
10 -
] =

between 2020/05/23 and 2020/06/23

Volume by department
60 -

Support

MO DEPARTMENT SPECIFIED

50 -
40 -
30 -
20 -
10 -

0-

between 2020/05/23 and 2020/06/23

5.1.3 Comparative diagrams

5.1.3.1 Printing flow summary

End dat 6123120

o

Volume by user

50 -
Edouard Saintilus
¥i Shu
40 - M cuillaume Le Roch
M| public
30 - Sybvain Bravil
20 -
10 -

o [

between 2020/05/23 and 2020/06/23

Volume by job
100 -

MO JOE SPECIFIED
test

B0 -

60 -

20 -

0-

between 2020/05/23 and 2020/06/23

Displays information on the distribution of the printing flow in the form of circular diagrams within the
dates wished (Copy / Print / Scan / Fax - Recto / Duplex - Colour / Black and White).

Printing flow summary

Start date 5123120 End date 6123120
Jobs distribution Duplex pages Colour/BW pages
Total of Total of Total of Total of single page Duplex W color elack & White
copies prints scans faxes
28%
85%
5%
95%
72%

between 2020/05/23 and 2020/06/23

between 2020/05/23 and 2020/06/23

between 2020/05/23 and 2020/06/23
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5.1.3.2 Printing flow trend

Displays information on the print flow trend in the form of line charts between two periods.

Type
Per hour: compares the printing volume of a day with the previous.
Per day: compares the printing volume of a month with the previous within 30 days.
Per week: compares the printing volume between two quarters.
Per month: compares the printing volume of a year with the previous.

Date
Indicates the end date of the compared periods.

Printing flow trend W

Printing volumes 30 days

2,000

1,500

1,000

500 /\/\
0 \ /\———\
\r‘?j\r:_\‘r' I";Q; Q QQQQ@H":\:‘:{UH‘.S&&SEP r-Hr-pr'rb.a'rs?t
<‘$’c‘$’<‘§?<§?a c‘?é’a @a@@@@@@@@@@@@@@@@@@@@@é’

5.1.4 Cashier

Cashier menu of the dashboard displays the list of cash reloader systems connected to the server.

j Cashier

DRC10
Name ¥ Balance ¥ Status ¢
drc10_12586190 23.50 EUR ®

Name
Name of the unit, it also gives access to the setup page of the unit.

Balance
Displays the balance accumulated since the installation of the unit.

Status
Status recovered by the system.
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The following icons indicate the status of the unit:

“¥  Unknown status

The unit has no problem

The unit shows an alert

* The unit is offline.

5.2 Configuration

From the “Preference” tab, the Configuration menu enables customized elements displayed on the

dashboard to be defined (for the Administrator account currently logged).

7 Configuration

Please select diagrams that you want to display.

Top ranking

distribution

Comparative diagrams

Printing flow trend

ct cockpit icon that you wa

Top ranking:
Defines which histogram is displayed on the dashboard (volumes by printer, user, department and

job).

Comparative diagrams:
Defines which circular diagram is displayed on the dashboard (Jobs distribution, Use of Colour/BW

pages or Duplex pages).

Printing flow trend:
Defines which line chart is displayed on the dashboard (per hour, day, week or month).

Please select cockpit icon that you want to display.:
Chooses the avatar shown on the dashboard.
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6.Printers

6.1 Configuring print queues

'Gespoge #) Dashboard & Printers & Accounts ¥ Monitoring Reports Server

o Printers Printers / Copiers Terminals Reader profiles Price profiles Mobile print profiles
1 I

List of Printers, Copiers
Filter +

List of Printers, Copiers

[ 1| 100 [v] (1-16116)

~ ; ; Spoal ) - s
Computer name v Printer/Copier name type Printer group > Comments ~
v
PC_SUPPORT 2 Lexmark CX725 O] lexmark_75286190106HK
PC_SUPPORT 2 TOSHIBA_ eBridoeN I Toshi_
PC_SUPPORT_2 Aerox Versalink C405 PCL6 LA xerox
PC_SUPPORT_2 HP_support
PC_SUPPORT 2 km_c227
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Gespage lists the print queues of the print server, they are then displayed in the “List of printers /
copiers “. By default, all the local printers on your server will be in the control of Gespage. The printers
that are not local to your server will not be considered.

The name of the printers appears in the column “Printer / Copier name “, the name is composed of 2
parts “Server name / Printer name “. Indeed, we will note further in this manual that a Gespage server
can control printing queues present on several printing servers.

For each printer, a set of characteristics enables to define:

o The price of pages printed in A4, A3, black and white and colour.

o The functionalities available: printer, copier or copier & printer.
An eTerminal or an external Cartadis terminal must be installed on the printer copier (MFP)
for managing the copier functionality.

o The compatibility rules used to perform the redirection functions of printings at the user’s
place (Print2me function).

o The printing rules (forced or suggested) used to change the properties of a document or
redirect it to the most economical printer.

o The mobile printing setup.

The features of a printer can be viewed or modified by following the link of its name.
6.1.1 General configuration

%, Printer / Copier - GESPAGE-TEST-22/TOSHIBA e-STUDIOZ2505AC-11734073

Cost Compatibility Access Right Printing rules Mobile printing
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The “Genera

IH

tab includes the following properties:
Device model:
Advanced functionality to use the configuration of a model (see § Erreur ! Source du renvoi
introuvable.).
Functions:
A function from the ones available is to select. An eTerminal or an external Cartadis terminal
must be installed on the printer / copier (MFP) for managing the copier functionality.
Alias
To replace the printer’s name with an alias used for the mobile application.
Ink:
When Black&White is selected, Gespage will not perform an analysis on the colour of the
document and will launch the cost calculation based on the B&W ink.
If “B&W and Colour “is selected, Gespage will perform an analysis of the document to
determine the number of pages in B&W and the number of pages in colour.
If B&W and Erasable Ink is shown, it means that for MFPs featuring B&W and erasable ink
technologies, Gespage will count the number of pages in B&W and the number of pages in
erasable ink of the documents.
NOTE: This setting is only available if the Gespage advanced parameter ui.show_erasable_ink
advanced parameter of Gespage is "true".
IP address:
The IP address or the network name of the printer.
ATTENTION! For monitoring the fleet via SNMP, this field must be filled in.
Location:
Location of the peripheral (it may be automatically retrieved from Windows / Linux
configuration of the printer).
Comments:
Comments of the peripheral in Gespage. These comments are only used to ease the peripheral
management in the Web interface.
Volume:
This attribute is a customizable field (at the name and value level). From 0 to 10 customizable
pfields can be added to the printers. These fields will then be used in AD synchronization scripts
or in reports
Connected terminal:
This field enables an eTerminal or an external Cartadis terminal to be associated to a printer
or a copier. Only the terminals already declared in Gespage can be associated to a printer. The
terminal name “— “means that no terminal is associated to the printer.
ATTENTION! A terminal can only be associated to one printer.
Group of printers:
This field enables the printer to be associated to a group of printers in order to extract
customized reports or filter recipients of printer notifications (see § 6.4.2).
Corrected accounting of prints:
If this field is enabled, it means that Gespage will post-count the documents in order to correct
the number of pages actually printed after the end of printing.
There are 2 types of corrected accounting:
- eTerminal (recommended):
The corrected accounting is carried out by means of the eTerminal installed on the MFP.
The availability of this option depends on the type of eTerminal installed.
- SNMP:
Corrected accounting is carried out by SNMP supervision. This type of supervision adds

network flows and slows the printing process. This option should be activated only when
the counting constraints are high.
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ATTENTION! The SNMP post-counting can only be achieved if a SNMP driver
corresponding to the printer type is available. Drivers are .drv files installed in the Gespage
installation directory and agents under drivers. Please contact the Cartadis support for
further information on this subject.
Page number analysis performed by Gespage:
If enabled, it means that Gespage will not use the counting of pages from Windows (which can
be wrong with some print drivers) but will, by itself, analyses the document before printing for
cost evaluation. Gespage then determines the total number of pages, the number of pages in
black and white and colour in a same document.
ATTENTION! This mode of counting is available for PS, PCL5 or PCL6, XPS printers (for other
languages, please contact the support) according to the drivers. You will have to disable the
“ Advanced printing options “ in Windows properties.
Spool type:
This field allows you to define the printers which printings will be released either to local
printers, those installed on the same server (Print2me) or those present on remote servers
(Global Print2me).
ATTENTION! The Global Print2me function adds network flows and slows the printing process.
It is advisable to enable this option only if the need to release printings to printers managed
by separate servers is real.
Print job control:
If enabled, this field indicates that the printer is controlled by Gespage and will appear in the
list of printers/copiers. If disabled, the printer is not controlled by Gespage (see § 6.4.3).

NOTE: Custom fields can be added to this description (see § 11.1.1.2).

ATTENTION! It is not advisable to rename your printer under Linux. Indeed, the printer will be seen as
a new printer on the Gespage server and will have to be set again.

6.1.2 Price configuration

The “Cost” tab includes the following features:

Price profile:
Price profiles allow you to configure prices centrally and allow advanced price options to be
configured.
The profile of price “Default “is by default associated with every new printer. Another profile
of price may be chosen or set prices that do not correspond to any profile by selecting “— “.
Default cost: (only in case the profile is set to “— )
- Cost / page:
If the job format is not defined in the format cost (standard or others), the default price
is applied.
- Discount per duplex printed sheet:
If the page is duplex printed, the price of 2 pages is calculated with the formula (2 x Page
price)-duplex discount.
Cost for standard formats:
The standard formats are A4, A3 in B&W or colour, SCAN. For each format, you can set a price
and a discount on duplex.
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%, Printer / Copier - GESPAGE-TEST-22/TOSHIBA 2010AC Accueil

General Compatibility Access Right Printing rules Mobile printing
Price profile
Price profile | Default «
Default cost
Cost/page
Discount per duplex printed sheet | 0
Cost for standard formats
R Ink SR e Discount per duplex def
ormat K or feature LOsUpage orinted sheet detau

Cost for other formats

e Cost for other formats:

According to your printers, other copy sizes can be defined, for example: LETTER, LEGAL, AO

etc.

6.1.3 Secure print configuration

The “Compatibility” tab shows the possibility that a document sent to a Print2me common queue can

be printed to the current printer without being treated again by the print driver.

This function, linked to the function of print on request, consists in sending a print to a common queue
that will lock this print until it is released by his owner by identifying on any machine attached to

Gespage.

Gespage also enables printings to be forwarded from one server to another, even if the servers are on

“separate “ Vlan thanks to the Global Print2me or Gespage Remote function.

e Incase of printing to a printer with “Local “spool type: a document sent to this printer can only
be released on this printer but this printer can print documents from other printers that are

compatible with it.

e Incase of printing to a printer with “Print2me “spool type: a document sent to this printer can

be released to a compatible printer located on the same print server.

NOTE: In the case of remote servers, documents sent to this type of printer can be released

on another server (see § 13.2).

e In case of printing to a printer with “global Print2me “spool type: a document sent to this

printer can be released to a compatible printer located on any print server.
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ATTENTION! printers in compatibility must share the same driver. In practice, one can consider that
PCL and PostScript printers are compatible with one another. However, it is advisable to make a test
of compatibility between various models of printers.

iz Printers Printers / Copiers Terminals Reader profiles Price profiles lobile print profiles

%, Printer / Copier - GESPAGE-TEST-22/TOSHIBA_2010AC_Accueil

General Cost Access Right Printing rules Mobile printing

Compatible with all PrintZme printers  []

6.1.4 Access right configuration
This menu enables the access to some functionalities of the MFP to be limited (such as printing in

colour or scanning) according to the users.

For productivity reasons, Gespage deals with rights of access to printers by featuring the user groups
(see § 6.1.4). Those rights regulate the access to the machines such as a right for copying or printing in
colour. The user groups can be imported from the security groups of an Active Directory.

A box checked means that the function is enabled, if a box is not checked the user group will not have
access to the function concerned.

%, Printer / Copier - GESPAGE-TEST-22/TOSHIBA_2010AC_Accueil

General Cost Compatibility Printing rules Mobile printing
Users groups
Access righttype [Standard
Users group s B& 1] Colou 1] &\ Co Colour Copy Scan
Defaul
ublic
Add group o Delete selection
Approve Cancel
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On some copiers, extended access rights may be managed by selecting the type of eTerminal installed
via the menu Access right type.

General Cost Compatibility Printing rules Mobile printing

Users groups

[ ol I Cole Scan Scan
Users group > e o — o g to through | Fax Fax Admin Free

- eFile TP
D | | O
(| (| (| O

Add group w Delete selection

Approve Cancel

6.1.5 Printing rule configuration

Printing rules are made available to the administrator so that he can foresee a policy of economic and
environmental approach.

The rules are generally used for various types of needs, for example:

Route large documents to departmental or copying printers.

Force printing in Black and White or Duplex for certain types of documents or certain
categories of users.

Forbid printing of some documents.

Define a bounce Print2me printer queue to keep the confidentiality of pending documents by
automatically redirecting the prints of a shared printer queue to a private printer queue of the
server.

Enable the conversion of some spool files between units of different brands (only available for
certain kinds of conversion).

When the print server receives a document addressed to a printer, Gespage evaluates the printing
rules linked to the destination printer (if there is one). If a rule is satisfied, the document will be
modified or redirected to the printer defined in the rule.

Several rules may be linked to a printer, the rules are launched in the order they were defined (from
the top to the bottom in the display screen of rules). Once a rule is satisfied, it is applied, the other
rules of the same type are then ignored.

If a printing rule has been applied to redirect a document to a real printer, the document cannot be

released to a printer other than the one defined by the rule. In other words, a printing rule like
“Redirect to “ cancels the Print2me function.
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The tab of “Printing rules” enables rules to be defined. The available rule conditions are:

If the number of pages is greater than X pages.

If the price of the document is greater than X Euros.

If the format is X, (X could be for example AQ).

If the ink is X, (X could be Colour or Black & White).

If the name of the document is of the form X.

X is a regular expression, for example “ *.doc “. Regular expressions may be complex, go to
the site http://fr.wikipedia.org/wiki/Regular_expression for a complete definition.

If the price of the document is greater than X.

If the colour is forbidden to the group (suitable for the forcing rule in Black and White)

If the spool file size is larger than a X Mo.

Always.

A customized condition may also be defined by using the rules executing a script (Groovy).

When a rule is matched, Gespage can then:

PwoN e

Redirect the print to another printer.
Redirect the print to the trash (the document is deleted).
Redirect to the Repro Service. The document is then deleted from the list of pending jobs. The
Popup informs the user that his document has to be printed via the Repro Service. An advanced
parameter “popup.repro.url “ enables a Hyperlink to be added to the URL of adequate service.
Run a script.
Suggest redirection to users. In this case, the redirection is proposed to the user who can
accept it or not.
Force the modification of the document:
e Black and White
e Duplex or simplex
e Erasable ink (for compatible MFP).
ATTENTION! This function modifies the content of the spool file. Its availability depends on
the driver used (only for some PS and PCL drivers).
Convert the spool file according to a list of predefined conversions.
ATTENTION! This function modifies the content of the spool file. Its availability depends on the
driver used (only available for the list of predefined conversions).
Add a watermark: the following variables may be used:
%USER_ID% = add the user login from the user that release the job.
%SHOWN_NAME% = add the complete name from the user that release the job.
%DATE% = add the date and timestamp when the job is release
%EMPTY% = disable the watermark (for example on a physical printer when the Print2me
gueue have already a watermark).

Example: ‘CONFIDENTIAL - %SHOWN_NAME% (%USER_ID%) - %DATE%' -> will print on the

print job sheets 'CONFIDENTIAL — Guillaume Le Roch (gleroch) - 14/12/2020 14:23'.
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%, Printer / Copier - GESPAGE-TEST-22/TOSHIBA_2010AC_Accueil

General Cost Compatibility Access Right Mobile printing

Current rules

[Redirect to +| | GESPAGE-TEST-22/SHARP MX-3071 PCL6 v

Approve Cancel

6.1.6 Enabling mobile printing

%, Printer/ Copier - SRV-GESPAGE/Toshiba_accueil

General Cost Compatibility Access Right Printing rules

Cloud printing

e
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A Gespage Popup application is supplied in standard with Gespage. If this application is installed on
the user’s workstation, he is informed when his document is modified or redirected to another printer.
The user may also be informed that a printing rule applies by sending him an email. But this application
must be deployed in case a redirection is suggested for informing the user.

The "Mobile Printing" tab is used to indicate whether the selected printer will be available for printing
from mobile printing (from the user's web page, from the Smartphone application).
A QR code is automatically generated for the selected printer, this code can be used from the Gespage
mobile application



52 Gespage user’s manual

6.2 Cost configuration

A price profile includes the prices of the various formats of printings that will be applied to all of
printers sharing the same profile. In practice, it is usual to define a price profile for large volume
printers, a profile for medium volumes and a profile for individual printers.

6.2.1 Basic price profile

Choose the menu Price profiles and then the item Profile list for displaying the list of profiles.

%, Profile list

Filter +
Profile list

Name < | comments < | Type <

Default Basic

Test Test for price profile Basic

For adding a new profile, choose the menu Price profiles then the item Add profile.
For entering the various prices, refer to the § 6.1.2.

The profile named “Default “is the default profile associated to all the new printers.

6.2.2 Advanced price profile

An advanced price profile includes the prices of the different print formats that will be applied to all
printers that share the same profile and the same group of users. In practice, it is usual to define an
advanced price profile for the different user categories, for example teachers, students and
administrative staff. This advanced profile will allow different users to not pay the same amount
depending on their group.

Indeed, it is common not to charge administrative staff, to charge a minimum amount for teachers and
to choose a different amount for students.

To display the list of advanced profiles, choose the menu Price profiles and then the item List of profiles.

The "Type" column is used to identify the advanced price profiles of standard price profiles (Basic).

s Printers Printers / Copiers Terminals Reader profiles Price profiles Mobile print profiles
1 L
%, Profile list
Filter +
Profile lis
Name Comments Type
aria
avance
client
Default
expensive Rasic
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A new advanced profile is added by choosing the Price profiles menu and then the Add Advanced Profile
item.

To enter different prices, proceed as described in paragraph § 6.1.2.

The "Default" profile is the profile that is associated by default with all users without a specific price
profile. It must always be part of the advanced profile (otherwise an error message will appear).

6.3 Mobile printing configuration

There are three mechanisms available in Gespage for managing mobile prints:
e Printing by sending an email to an email address.

e Printing by sending a document from the web user interface.
e Printing from the smartphone application "Gespage mobile".

Email printing must be configured as follows:
e Create a print profile

e Create an email profile
e Associating the print profile and email profile with a printer.

6.3.1 Print profile

Gespage uses a print profile that includes all the properties that will be applied when printing from the
Gespage user web page or by sending an email in print mode by email.
A same print profile can be used by several email addresses.

To create a print profile, choose the Mobile print profiles menu and then the Add profiles item.

s Printers Printers / Copiers erminals Reader profiles Price profiles Mobile print profiles
1 L

&, Add profile Email profile Profile list

I Add profile I
Print profile

%, Change print profile

Print profile

Mame \ profi |

Comments \ |

Sorted o
Format A hd

rirait Printing

Additional printing options \E mail printouts is spool directly v

Mail print option

Document to be printed

Gespage manual — November 2022



54 Gespage user’s manual

Name
Name of the print profile in Gespage. This name is used only to facilitate the profile management
in the Web interface.

Comments
Comment of the printing profile in Gespage. This comment is used only to facilitate the
management of profiles in the Web interface.

Sorted
Allow to print an entire document before proceeding to the next copy.

Format
Set a format (A4 default) from the following choices: A3, A4, A5 and LETTER.

Portrait printing
Set the default print in portrait mode.

Col.pages
Allow the printing of colour pages by default.

Duplex
Define the use of the duplex by default.

Fix to page
Page scaling by default

Additional printing options
Lock setting:
Prevent the user from changing some default paramters.

Lock and hide settings
Prevent all settings from changing and does not allow viewing.

Email printouts is spool directly

This parameter is for email printing only.
Keep all the parameters defined in the print profile and does not require the email confirmation
from the user.

Several print profiles may be created and the same profile may be allocated to several printers.
Document to be printed
All:

The body and the attachment(s) are processed by Gespage.

Attachment only:
The attachment(s) are processed by Gespage.
The rest cannot be printed.

Only mail body:

Only the body of the message is processed by Gespage.
The rest cannot be printed.

Gespage manual — November 2022



Printers

55

6.3.2 Email profile

It is not mandatory to set an email profile to use the mobile print mechanism.

Gespage will need an email profile only if you use the email printing service, that is to say, printing via

sending an email to the Gespage server (see § 14.1).

An email profile is attached to a single printer that may be a Print2me printer.

To create a list of email profiles, choose the menu Printers > Mobile Printing Profiles > Email Profile >

Add Profile.
i Printers Printers / Copiers Terminals Reader profiles
1 [}
%, Add profile
Email profile
%, Add profile
Email profile
i I External mail s
A ‘_Isl_ L
ver address
S5L
u f seconds to fi
al nts I Unlirmited ¥
Secure job submission by code (to be included ——-———
1 the email title) —
u turne t cod

Setting the email server:

er (default

Email profile

Mobile print profiles

Print profile

Profile list

Il:cl profile I

ernal SMTP server

The use of an external email server is recommended. This is the setting that is described below:

E-mail address
This email must be created
print@mycompany.com).

Protocol

specifically for

the processing of prints, (example:

Email recovery protocol of the email server (by default IMAP PUSH).
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Server address
Server of the email server (example: imap.gmail.com).

User name and password
Login and access password to the SMTP server.

Port
The port depends on the protocol used (by default IMAP PUSH uses port 993).

SSL
Check the box to use the secure exchange protocol.

Setting the email printing:

Maximum allowable documents on hold per user
This is the maximum number of mobile documents that can be held by each user.
By default, no limitation is applied.

Secure job submission by code (to be included in the email title)
This parameter is intended to protect Gespage against SPAMs that would cause unexpected printings.
No print code:
Gespage accepts all mails.
Daily print code is required:
Gespage rejects all mails that do not include a specific code in the subject of the email. This code
is defined randomly every day (provided in the list of email profiles).
Daily print code is required for guests only:
Gespage accepts all emails from users with a Gespage account. On the other hand, it rejects the
mails of the "Guests" users if they have no code in the object of their mail.
Your custom print is required:
Mandatory code, it is automatically generated by Gespage for each user, it is available in the "my
account" space after a user login.

Include in returned mail
The value of this field will define whether Gespage sends an email, or not, to the user in response
to the receipt of an email printing and the content of the email sent.

Print code only:
The email sent by Gespage will contain a code to enter directly on the copier to release the
document (only eTerminals for Xerox or Toshiba copiers have this feature).
NOTE: Only eTerminals for Xerox or Toshiba copiers enable the print code to be entered on the
MFP.

Print code and web link:
The email sent by Gespage will contain a code to enter directly on the copier and a link to a Gespage
web page. This web page is used to release the document to the destination printer without any
eTerminal has been installed.

Only web link:

The email sent by Gespage contain a link to a Gespage web page to release the document to the
destination printer without any eTerminal has been installed.
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No code or link:
Gespage does not send a confirmation email.
NOTE: Only eTerminals for Xerox or Toshiba copiers enables the print code to be entered on the
MFP.

Print code even if the document is spooled directly
The email sent by Gespage will contain a code to be entered directly on the copier.
This code enables the document to be released, even if the "e-mail printouts are directly

spooled" option is configured.

6.3.3 Global e-mail print settings

This menu enables a global email printing profile to be defined, for invited users
This profile is then used to store documents sent by mail, release them on compatible multifunction
units, by using the code received by email

* Gespage Dashboard Printers & Accounts Monitoring Reports Server

@ Printers Printers / Copiers Terminals Reader profiles Price profiles Mobile print profiles
1 L
Print profile
%, Global e-mail print settings Email profile
Global e-mail print settings
Current email and print configurations
Name Print profile Ema
global mail print Default Print_test@cartadis.com

o Delete

Approve

Several conditions must be fulfilled to use this function:
o The defined printing profile must not allow the received files to be automatically spooled

e Users must be guest users only.
e The eTerminal must be able to display the mobile print button on its screen.
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To modify an email profile, choose the menu Printers > Mobile printing profiles > Email profile > List of
profiles then choose an email profile from the list.

> Printers Printers / Copiers Terminals Reader profiles Price profiles Mobile print profiles
1 ¥

%, Change email profile

Email profile

Configure email for ) External mail server (default) Internal SMTP server
E-mail address |tes: |
Protocol IMAP PUSH v
Server address |III- 0.0.100 |
User name |acm n |
Password | IR |
S5L

I.ic-:E:-'. self-signed certificates from I

[-;'Iix’lm um allowable documents on hold per Unlimited &

Secure job submission by code (to be included [No print code
Mo print code

. . b
in the email title)

Include in returned ma [Print codz and wab link v
Approve Delete Cancel
S 20002020 - Gespage - v 8.2.3(build-20201207-r6737-57a88b7)

Accept self-signed certificates from
This option is only displayed when editing an email profile (not when creating).

6.3.4 Configuration of mobile print profiles to a printer

Once a printer profile and an email profile have been created, these profiles still need to be associated
with a physical printer. For this, move to the menu Printers > Printers / Copiers > List Copiers Printers
to get the list of printers declared on Gespage then choose the printer to associate with the profiles
from the list then select the "Mobile Printing" tab to get the following screen:
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i Printers Printers / Copiers Terminals Reader profiles Price profiles Mobile print profiles
L

%, Printer / Copier - GESPAGE-TEST-22/SHARP_MX-3070_100-22

Genera Cost Compatibility Access Right Printing rules
Cloud printing [«
Current email and print configurations
Name B Print profile < Email profile T User type <
mail Default Gespage user
W De
Add new configuration

Approve Cancel

Several mobile printing configurations may be added to a physical printer;
The Mobile print configuration parameters can be displayed by checking the box "Cloud Printing". The
configuration parameters are:
Name
Identify the configuration.

Print profile
Choose the print profile from the list of those you have created.
A same print profile can be shared by several physical printers.

Email profile
Choose an email profile among the one you crated.
An email profile is linked to only one printer, it cannot be shared between several printers.

User type
Select the type of users allowed to print in mobility to this printer:

e Gespage user: only users with a Gespage account are allowed to print for free.p

e Guest user: only guest users are allowed to print for free.

e Anonymous users: anonymous users are allowed to print but they must pay their document
at a payment point (cPad-Pay, GPayStation).

e Gespage and guest users: after you have associated a physical printer with an email profile
and a print profile, a summary of these associations can be viewed with the menu Printers >
Mobile Printing Profiles > Email Profile > Profile List. The following list is displayed:

Email profiles
ter +
Profile i
N N . N Document ) N
E-mail address % | User name ¢ | Serve ¢ | Protocol ¥ code Printer name ¢
s
impressions@cartadis.net impressions@cartadis net SSLO.OVH.NET IMAP PUSH CESPAG E-TEST-22/BHC227
jluc@jluc.com MAP PUSH
. _ : EWS5365 | coaer e
stmp-sender@cartadis.com smitp-sender@cartadis com PULL CESPAGE-TEST-22/HF test
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6.4 Advanced function

6.4.1 Model of printer / copier

The Printer / Copier model defines a set of parameters applied to printers / copiers.

This function is particularly suitable for the management of a large fleet of copiers for avoiding the
configuration of each machine. It is possible to set different models defining the parameters common
between printers.

Printers added in the future will automatically apply the default model of parameters if the box “Apply
this model by default? “is checked.

i Printers Printers | Copiers Terminals Reader profiles Price profiles Mobile print profiles
1 I

%, Printer / Copier - Add model

Cost Compatibility Access Right Printing rules

QO copier
Features O Printer
@® copier & Printer

O Black & White
Ink

@ Baw and Colour

Comments |

Post accounting

Page number analysis performed by Gespage

Approve Cancel

6.4.2 Printer group

Printers can be gathered into groups with the purpose of:
e generating reports related to a group of printers
e selecting consultations related to a group of printers
e sending events related to a group of printers to a particular recipient.

To create a group of printers, simply create a group name and connect the desired printers to this
group. A printer can only be present in one group at a time.

To create a group of printers, select the following menu:
Printers > Printer / Copiers > Printer Groups > Adding Printers.
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\Gespclge e e e e [ ¢

jmmic Printers Printers / Copiers Terminals Reader profiles Price profiles Mobile print profiles
o

Add printer group

Approve

A printer is associated with a group of printers by using the "printer group" field in the printer general
parameters.

i Printers Printers / Copiers Terminals Reader profiles Price profiles Mobile print profiles
1 L
%, Printer / Copier - GESPAGE-TEST-22/KONICA print

Cost Compatibility Access Right Printing rules Mobile printing

konica ¥ I

6.4.3 Unhandled printers

The unhandled printers menu lists the print queues not managed by the server.
Users can freely use the printers in this list and Gespage does not perform any accounting action or
supervision of these printers.

The printers-ignorelist.txt file under GespageCore\server\ lists the names of the printers
unhandled by default when they are installed. This list may be modified. It uses a syntax featuring
regular expressions

6.4.4 Management of an unconnected photocopier

By means of Cartadis terminals such as cPad, cBot or CMI, Gespage can manage copiers that are not
connected to the network. In this case, only the Cartadis terminals are connected to the network. A
copier is defined from the menu Printer > Copier > Add a new copier.

As for printers, the field connected Terminal enables the terminal to be associated to a copier.
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7.Terminals

7.1 Hardware terminals

This section describes the configuration of Cartadis hardware devices compatible with Gespage.

The hardware terminals are configured in the Printers > Terminals menu.

7.1.1 Terminals linked to a printing point

The print hardware terminals provide the following features:
e |dentification of users by various means:
- Login /password.
- Printing code.
- Identification card (with or without entry of a PIN code).
e Selection or deletion of documents to be printed.
e Payment of the documents to be printed.
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Viewing of the user’s credit.

Management of different user card technologies (RFID identification card or Cartadis privative
electronic purse cards).

Control of access to the copy function.

Scan to email (via FTP, see § 11.1.5).

Gespage handles the following terminals:

2 types

The cPad touch screen terminal for a keyboard and / or card identification (with optional card
readers TCM3, TCM4, TCMAG or TCBKO01).

The cPad-Pay touchscreen terminal for anonymous use with card payment purse (optional
TCRS card reader for Cartadis card payment).

The cBot payment kiosk for an identified and anonymous use with the possibility to pay in cash
or by bank card (optional Cartadis card reader).

The GPayStation payment station which allows printings to be paid anonymously, by means
of different payment terminals (see §14.2).

The ¢cMDB box allows the use of Gespage user credit on a vending machine. If a vending
machine (drinks for example) is fitted with the cMDB box (with card reader TCM3, TCM4) then
users will be able to authenticate with a contactless card and get their credit to consume
drinks.

of terminals should be differentiated:

Terminals with identification

The following terminals enable identified users to be identified: cPad, cPad-Pay, cBot, CMI,
GPayStation, cMDB.

When users want to release their prints or make copies, they pass their card to the reader
installed on the MFP (if present) or authenticate by keyboard (except CMI and cMDB). The
terminal then contacts the Gespage server for getting information about the user’s account.

The cards in use may be debit cards or identification cards (depending on configuration). In the

case of identification cards, the user’s Gespage account is debited. In the case of a debit card,
the user account is first debited if it is in credit, then if necessary, the card is debited.

Anonymous terminals

The cPad-Pay, cBot, GPayStation terminals enable anonymous users to be managed.
In this case, the payment can be made according to the terminal by debit card (Cartadis card)
or in cash or by bank card.

The print terminal is installed according to the type of printing equipment:

Use of a terminal for a printer

The combination of a terminal to a printer corresponds to a logical link on the Gespage server.
There is no physical connection between the terminal and the printer. A terminal (except the
payment station) is associated with one printer at most.

For associating a terminal to a printer, it has to first be declared on Gespage then change the
property “Connected terminal “ in the printer properties for making the association.
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e Use of a terminal for a copier or MFP

As for using a terminal with a printer, the terminal has first to be declared and then associated
to the copier/MFP. In addition to the association, a physical connection between the terminal
and the copier/ MFP must be established. This connection validates the copy function as soon
as a user is identified and has sufficient rights for using the copier/ printer.

This connection is described in detail in the terminal user manual.
Please contact your reseller for a list of compatible MFPs and the connectivity required.

7.1.1.1 pcPad

Swipe
Your authept;,
€ len i
eer your “Semam:;zgon S or

Passwo, rd.

cPad terminals are designed to equip MFPs or printers that do not feature the technology of
"embedded terminals". They allow to inhibit the MFPs by means of the external interface also called
"key counter connector."

The "cPad User Manual" supplied with the equipment describes the installation and configuration
procedure of a cPad terminal.

7.1.1.2 cPad-Pay

cPad-Pay is an application dedicated to cPad, unlike the latter, this application allows to make printing
payments without being known to the Gespage server. This function is called anonymous payment.
The cPad-Pay home screen is:

®Gespage Bienvenue

Selectionner les impressions :

L] -

Annuler
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The "cPad User Manual" supplied with the equipment describes the installation and configuration
procedure of a cPad-Pay terminal.

7.1.1.3 cBot

The cBot terminal is one of the terminals allowing anonymous payments. It enables printing, copy or
scan services to be paied with the following ways of payment:
e Coins.

e Banknotes.
e Bank cards.

It gives change in case of a purchase of a value lower than the amount introduced.

The "cBot User Manual" supplied with the equipment describes the installation and configuration
procedure of a cBot terminal.

7.1.1.4 Payment station

A payment station is a client station for the payment of printings. The GPayStation application must
be installed on this station. The behaviour of the payment station is described in § 14.2.

A payment station may be assigned to several printers. In this case, the GPayStation application allows
paying the printings from the various printers and the documents are printed on their destination
printer.

The setting of the payment station from the Gespage server is as follows, menu:
Printers> Terminals> Add a Cartadis terminal> Add a payment station.

Gespage manual — November 2022



Terminals

67

mt; Printers Printers / Copiers

&, PC Pay Station Creation

Pay station

Name
Comments
P address
Station locale
Activate logs

Logout password

Authentication mode

Session timeout (in seconds)

Gespage |P address

Payment mode

Cartadis reader

® Serial reader

TCM3 reader

CMI connexion
CMI IP address
CMI TCP port

Secure copy mode

Terminals ~ Reader profiles » Price profiles

gpay

My pay station

10.0.120.209

en v
td

gespage

User name Y

60

10.0.100.22

Card or account ¥

Serial port  [COM3

'
10.0.21.209

30380

The parameters that can be configured are the following:

Name

Mobile print profiles

Name of the payment station in Gespage. This name is used only to ease the management of the
payment stations in the Web interface.

Comments

Comment of the payment station in Gespage. This comment is used only to ease the management
of the payment stations in the Web interface.

IP address

IP address of the payment station.

ATTENTION! The payment station is identified by its IP address. It must therefore be static.
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Station locale
Language locale of the interface of the payment station.

Activate logs
This parameter enables the logs to be activated at the payment station.

Logout password
This parameter sets the password to enter for closing the payment station see § 14.2.2.2).

Authentication mode
This parameter sets the authentication method on the payment station.
o Without authentication: all the pending print jobs appear on the payment station.
e User name: users must enter the name of the user who submitted the print. They do not
necessarily need to be registered in Gespage.
e Name and password: only registered users in Gespage can view their print jobs by
authenticating with login and password.

Session timeout (in seconds)
Time in seconds of the user’s session in authenticated mode.

Gespage IP address
IP address of the Gespage server to which the payment station should connect.

Payment mode
This parameter indicates the ways of payment available on the payment station.
Users must enter the name of the user who submitted the print
e Card: payment by debit card on a card reader.
e Account: payment via a Gespage account.
e Card or account.

Currency code
Currency to be displayed in the payment station.

Serial reader
Indicates that a reader is connected to the serial port (potentially via an USB adapter) It is the
configuration of a TCRS reader.
e Nom du port série

Nom du port COM connecté au lecteur sur le poste client (par exemple COM1).
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CMI connection
Indicates that a CMlI reader is used for the payment.

e CMIIP address
IP address of the CMI used for the payment on the client workstation.
ATTENTION! The IP address must be static.

e TCP port
Port used by the CMI. The standard value is 30380.

e Secure copy mode

No print launch when the copier is used in copy mode. This parameter is useful when the
payment terminal is used to pay for copies and prints. It forces the ejection of a card
already inserted (potentially used for copying) when printing is selected.

7.1.2 Account reload terminals

7.1.2.1 DRC10/CR10

The connection of the DRC10/CR10 equipment to the Gespage server enables Gespage users’ accounts
to be reloaded by means of coins, banknotes and bank cards.

This configuration is described in the DRC10/CR10 manual.

7.1.2.2 cBot

The cBot terminal, already mentioned in § 7.1.1.3 about the print release terminals, also enables
Gespage user accounts to be created or reloaded by means of coins, banknotes or bank cards.
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7.1.3 Vending terminals

7.1.3.1 cMDB

The cMDB terminal is specially designed to be connected to vending machines (vending machines such
as SODAs or coffee vending machines). The users can recover the credit of their Gespage account on a
vending machine and buy a product. The cMDB must be fitted with a card reader of TCM3 or TCM4
type, the user must present a RFID card to authenticate to the vending machine.

cMDB fitted with a TCM3

7.2 Embedded terminals (eTerminal)

With the Gespage solution, an embedded terminal or eTerminal is a software installed directly on the
printer or the copier, which performs functions that are not available natively.

e Users’ identification by different means:
- Login /password.
- Print code.
e Selection or deletion of the documents to print.
e Individual or global release of the jobs.
¢ Modification of the job properties (forcing to B&W printing, duplex or change the number of
copies).
e Payment of the documents to print.
e Viewing the user credit.
e Access control to the copier function.
e Gespage scan function (to email, home directory, shared directory).
e Job management (project code).
e Copy management.
e Management of quotas or not.

A connection to the embedded modules via card authentication (contactless, magnetic, barcode or
chip) can also be carried out.

The various tabs from the menu of the list of terminals give access to the different types of eTerminal.

Gespage manual — November 2022



Terminals 71

@ List of terminals

Filter +

cPad-Pay cBot DRC10 Epson Konica Minolta Kyocera Ricoh Toshiba Xerox

List of terminals

Name £ Serial B Comments B Status W

lexmark 701874800005K

lexmark 7018927305PZG

lexmark_75286190106HK

%

lexmark_75622594741R8

7.2.1 Brother eTerminal

Gespage features an embedded terminal for Brother copiers having the Brother Solutions Interface
(BSI) technology.

This configuration is described in the Brother eTerminal manual.

7.2.2 Canon eTerminal

Gespage features an embedded terminal for Canon copiers having the MEAP technology.
This configuration is described in the Canon eTerminal manual.

7.2.3 Epson eTerminal

Gespage features an embedded terminal for Brother copiers having the Epson Open Platform and
fitted with touchscreens 4.3",5 " and 9 ".

This configuration is described in the Epson eTerminal manual.

7.2.4 HP eTerminal

Gespage features an embedded terminal for HP copiers having the FutureSmart 4.6 Entreprise
technology.

This configuration is described in the HP eTerminal manual.

7.2.5 Konica-Minolta eTerminal

Gespage features an embedded terminal for Konica-Minolta (KM) copiers having the OpenAPI V4.0
technology.

This configuration is described in the KM eTerminal manual.

7.2.6 Kyocera eTerminal

Gespage features an embedded terminal for Kyocera copiers compatible Hypas.
Some MFPs require the addition of external memory to run Hypas applications (Ecosys or FS models).

This configuration is described in the Kyocera eTerminal manual.
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7.2.7 Lexmark eTerminal

Gespage features an embedded terminal for Lexmark copiers having the LeSF technology.

This configuration is described in the Lexmark eTerminal manual.

7.2.8 Ricoh eTerminal

Gespage features an embedded terminal for Ricoh copiers having the following technologies:
- SmartSDK (SOP G2 minimum)

- SDK/J (SDK/J10 minimum).

This configuration is described in the corresponding Ricoh eTerminal manual (SmartSDK, SDK / J).

7.2.9 Sharp eTerminal

Gespage features an embedded terminal for Sharp copiers having the OSA technology.

This configuration is described in the Sharp eTerminal manual.

7.2.10 Toshiba eTerminal

Gespage features an embedded terminal for Toshiba copiers having the e-Bridge Next and e-Bridge X
technologies.

There are 2 generations of Toshiba eTerminal:
e eTerminal v3 (recommended version)

e eTerminal vl (old generation, e-Bridge X only)

This configuration is described in the Toshiba eTerminal manual.

7.2.11 Xerox eTerminal

Gespage features an embedded terminal for Xerox copiers having the EIP (Extensible Interface
Platform) technology.

This configuration is described in the Xerox eTerminal manual.
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7.3 Contactless card readers

7.3.1 Cartadis reader models

There 4 models of Cartadis offers contactless card readers:
e TCM3 125Khz: reading the majority of cards in 125Khz technology

e TCM3 13.56Mhz: reading of the majority of cards in 13.56 MHz technology
e TCM4: reading cards in 125 KHz or 13.56 MHz technologies.

Above readers feature a USB connection compatible with all brands of MFPs.

7.3.2 Reader profiles
>rofile lis

Filter

Profile list

i

~ ~
> LComments

i
4

Hame External script

CONversion

groovy Sample.groovy

inversion

The reader profiles enable to filter and format the card number read by the card reader. This enables
to be compatible with new types of card readers or to an administration tool of card numbers.

A profile can then be associated with a terminal.
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%, Edit a card reader profile

Reader profile

MName conversion

Comments |

Groovy Scriptto run O
Start pattern string (in Hex) |:|
End pattern string (in Hex) |:|
Skip M characters after start pattern, M = |:|
Truncate N characters before end pattern, M = |:|
Maximum string length |:|
Invert reading from left to right O
Keyboard Conversion | Force to Azerty V|
Conversion Hex to decimal O

ert case to uppe er | Keep unchanged v|
Remove leading 0 O
Padding (Resulting length) |:|

Approve Delete Cancel

Reader Profile Test

Test reader profile

The following parameters can be set:

Name
Name of the profile in Gespage. This name is only used to ease the management of the profiles in
the Web interface.

Comments
Comment of the profile in Gespage. This comment is only used to ease the management of the
profiles in the Web interface.

Groovy Script to run
If this box is checked, the following options are disabled. You must then select the script to run. It
must be placed in the installation directory under Gespage:
\Gespage\GespageCore\server\resources\scripts\readerprofile.
This script enables the handling of the card number to be customized when the following options
are insufficient.

Start pattern string (in Hex)
Pattern for the start of the hexadecimal string from which the card number would be read. This
string is not included in the resulting card number.
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End pattern string (in Hex)
Pattern for the hexadecimal string indicating the end of the card number. This string is not included
in the resulting card number.

Skip N characters after start pattern, N =
Indicates the number of characters to skip after the start pattern.

Truncate N characters before end pattern, N =
Indicates the number of characters to truncate before the end pattern.

Maximum string length (positive = starts left | neqgative = starts right)
Indicates the maximum length of the resulting string.

Invert reading from left to right
Configures the inversion of the hexadecimal string (byte by byte) in the resulting string.

Keyboard Conversion
Sets the conversion of the string between Qwerty/Azerty keyboards.

Conversion Hex to decimal
Configures the conversion of the hexadecimal string into decimal in the resulting string.

Convert case to upper/lower
Configures the box of the hexadecimal string in the resulting string.

Remove leading 0
Configures the removal of the leading 0 in the resulting string.

Padding (Resulting length)
Indicates the number of 0 to add at the head of the resulting string.

The card number modification is performed in the order of parameters.
The conversion may be tested from the configuration menu of the card reader profile.
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When Gespage is running in mode 2 (see § 4.1.2), it controls and updates the users’ balance during the
operations of printing and copying. The user’s credit and some other properties define a user’s
account. For management purposes, users can be grouped into departments; codes of project called
jobs can also be created for building a project-oriented accounting.

"User groups" do not have quota notions, they are mainly used to manage printers and MFP access
rights, to select advanced price profiles, to perform tasks associated with a user group or to make
reports.

Users and departments can be associated with a limited or unlimited quota, this quota represents an
amount in units or currency to pay for printings. By default, this quota is updated from the prices set
for black and white and colour printings. If a colour quota is set at the user or department level, it will
be debited each time a colour page is printed, when this colour quota is exhausted it is no longer
possible to print in colour. This notion of colour quota does not exist at the activity level, only a global
guota is associated with the activities.
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The menu for handling above entities is accessible from the category “Accounts “:

l Accounts Users

8 User list

Departments Jobs

Users groups Cashier Copy shop

Filter +
User list
2 e || w1 100 |« {1-100 1 122)
User name % | Name shown % | Balance ¥ | Limited ¥ | Department % | Comments =
_test _test support 250
a aa
abordjah Ali Bordjah BE
admesp Admin-Espagne Europe
admfr Admin-France Europe

admincartadis

Admin Cartadis

A user’s account can be a Gespage local account (there is no synchronization with a directory, the
password is controlled by Gespage) or a synchronized account with an external LDAP directory (the
password is controlled by the directory).

Gespage manages simultaneously accounts from several directories (up to 10) and its local accounts
too. The only constraint is that users must all have a different identifier (Note that the case of the user
account is ignored).

The list of users may be filtered by searching a user login, a user name, a department name, a group
of users, or an email

8.1 User management

A user can be created by using several methods:
e By an administrator on the web interface.
e By synchronization with a LDAP directory.
e By CSVimport.
e Via Gespage public web services.
e Dynamically by login and password from a Popup window at the first authentication, a release
terminal or the user interface, if the user is declared in a directory.

Gespage manual — November 2022



Users 79

8.1.1 User fields

The web interface of creation / modification of a user is as follows:

User

MName amelie

Comments |

Limited O

& This useris synchronised from LDAFP.

Department BE e

Associated login | |
Primary email |a.:rL|n-3I@-:arta-:is.-:-3"1 |
Secondary email | |
Home directory |'.'.1III.III.III.13'.Parta-;-3S'.Parta-;-3P-3L|rT-3L|tL-3I.l-:n-:e'.USers‘éﬂelie |
Label personnalisé 1 | |
Label personnalisé 2 | |
Print code 512

Cardld1 AD49DF35A9EADB95C

Extra field 731350

With job management O

® By default
Print job release @] Manually

O auto matically

Operator printing Mone e

Time of the last connection to the user web page

Lock access to the user web page O

A logo indicates whether the user is local or synchronized from a directory (and if appropriate he has
been removed from the directory).

Name
User’s identifier, it must be unique whatever the source directory. This name is usually the login

name of the user for opening his sessions (Windows, Linux, or Mac).

Comments
Comment on the user.
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Limited
Box checked: The credit is limited and updated at each operation. When it is exhausted (value 0),
the user can neither print nor make copies.
Box unchecked: The user’s credit is not updated. The user is not limited in his jobs of printings or
copies.

Balance
Credit in monetary value or in units, the price of printed pages is deducted from this credit (in black
and white or in colour) during the operations of printing or copying.

Available for color (only if colour credit is enabled)
This credit is debited in addition when colour pages are printed. When it is exhausted it is no
longer possible to print in colour.

Account type
Standard: Enables the user to make copies and printings.

Copy: The user can only make copies. The use of the Copy accounts suits to self-service
environments by using cards on DRC10.

Department
Name of the department to which the user belongs. The particular name “ - “ means that the user

belongs to no department. It is generally recovered during LDAP synchronization.

Associated login
A second login may be entered for a same user. This functionality is relevant when a user is
authenticates with a distinct login via a management software, for example.

Primary email
User’s email address (useful for the Scan to email).

Secondary email
User’s second email address.

Home Directory
Path to the user home directory (useful for the Scan to the home directory).

Print code
This code may be used for a keyboard login or during the card association with a user account. It
is often numerical as some terminals do not have alphanumerical keyboards.

Name shown
This is the name of the user as it will be displayed on Cartadis terminals.

Cardid1/Cardid?2
Number of the card used for the user’s login.
Card ID 2 is displayed if the use of a second card is enabled (see the global parameters of the server
§11.1.1.1).

If the mode of association by users and the use of the 2™ card are active; by default, the number
of the card is saved in the first blank field “Card number 1 “then “Card number 2 “of the user; if
these 2 fields are not blank, the “Card number 1 “is then overwritten with the number of the new
card. The field of entry may be forced via the registry of advanced parameters (see § 11.7).
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Itis also possible to prohibit the combination for an account that already has a registered card (see
§11.7).

Card PIN
Is used to define a code that will be asked once the user has swiped his card.

With job management
Box checked: Before starting a session of copies, the terminal will ask to the user the name of the
job of allocation.
A favourite job may be set for the user
ATTENTION! This functionality is only possible with some terminals. Please contact the Gespage
support for further information on this subject.

If the Gespage Popup application is installed on clients’ stations, the user will be requested to
choose the job of allocation before the document printout.

Box unchecked: Neither terminals nor Gespage Popup application request the entry of an activity

Print job release

1. By default: Printings are released automatically or manually according to the parameter “Print
job release “ of the terminal.

2. Manually: Whatever the value of the parameter defined in the terminal, the user must identify
itself to release the documents from the printing queue.

3. Automatically: Whatever the value of the parameter defined in the terminal, the documents
are printed automatically after submission.

Operator printing
This option enables the user to release the printings of another user.
None: The user can only release his own printings.
Group job release: The user can release the printings of a particular user group.
This feature is available with all eTerminals and with cPad.
Releasing a user's documents: The user can release the prints of another specified user.
This feature is available with all eTerminals and with cPad.
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Account to debit (if “Operator printing “is not “no )
Operator: Printing will be deducted from the operator credit.
Job’s owner: Printing will be deducted from the credit of the user who submitted the print.

Lock access to the user page
Box checked: The user will no longer be able to access the user interface with this account.
Box unchecked: No restriction on this account.

NOTE: Custom fields may be defined at the user level accounts.

8.1.2 Gespage credit

When accounts are not unlimited, Gespage manage their credit. Colour credit can also be activated.
The credit of the user account is stored locally at the Gespage database. In some cases, it is also
possible to interface with an external credit. When a user has a Gespage credit and an external credit,
the Gespage credit is debited first, and when it is exhausted Gespage uses the external credit of the
user.

Please contact the Gespage support for further information on this subject.

8.2 Department management

Achat

Administration
Atelier
BE

Commercial

Comptes de Service

A department is a hard link of a user belonging to a group. Gespage maintains an accounting of costs
per department. A user may belong to only one department. Like a user account, a department may
or may not be limited by a quota (with or without quota for colour). So, a limited user belonging to a
department also limited, can use the printer / copier as long as the 2 quotas are not exhausted.

The creation of a department may be carried out as follows:
e By an administrator on the web interface.
e By synchronization with a LDAP directory. The OU (Organization Unit) or the service to which
the user belongs is used by default.
e By CSVimport.
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l Accounts Users Departments Jabs Users groups Cashier Copy shop

a: Department Edition

Department

Name France

Comments

Limited r

Balance 25 including (100 available for color
il

N This department is synchronised from LDAP.
Approve Delete Delete the department with its user accounts Cancel

Name

Department identifier, it must be unique whatever the source directory.

Balance

Credit in monetary value or in units, the price of printed pages is deducted from this credit (in black
and white or in colour) during the operations of printing or copying.

Available for color

This credit is debited only when colour pages are printed. When it is exhausted it is no longer
possible to print in colour.

Limited?
Box checked: The credit will be updated. When it is exhausted (value 0), the users of the
department will no longer print nor make copies.

Box unchecked: The department’s credit is not updated. The users of the department are not
limited in their jobs of printings or copies.

Comments
Comment on the department.
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8.3 Job management
B Job list

Job list

100 [» (1-212)

Rt

= - = -
Balance ¥ Limited ¥ Comments

L1

Cartadis 10 TR

,_,
o

100 |w (1-212)

A job represents a cost center, several cost centers are often used by one user. Gespage enables to
configure jobs with or without quota with access rights for each job. As a result, some jobs may be
closed to a user group while others are accessible to everybody.

In the case of a limited user belonging to a department also limited, if he charges a limited job, then
he can use the printer / copier as long as the 3 quotas are not exhausted.

The list of jobs is displayed from the Gespage Popup application, the cPad or embedded terminals.

The creation of a job may be carried out as follows:
e By an administrator on the web interface.
e By CSVimport.
e Via Gespage public web services.

S Job Edition

Access Right

MName Cartadis

Comments [comment
Limited

Name
Job identifier, it is unique in Gespage.

Balance
Credit in monetary value or in units, the price of printed pages is deducted from this credit (in black

and white or in colour) during the operations of printing or copying.

Limited?
Box checked: The credit will be updated. When it is exhausted (value 0), the users selecting the

job can neither print nor make copies.
Box unchecked: The job’s credit is not updated. The users selecting the job are not limited in their

jobs of printings or copies.
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Comments
Comment on the job.

The “Access Right” tab defines the access rights to the activity according to the groups of users.

3 Job Edition

General
Users groups
Users group s Comments s Access allowed ]
Default Default group
Add group o Delete selection
Approve Delete Cancel

8.4 Management of user groups

&~ Group list

Filter +

Group list
100 |~ {1-313)
Users group ¥ Everybody i Comments -
Default Default group

Gespage_scan

100 |« (1-313)

A user group is used to group a list of users or departments. A user may belong to none, one or several
user groups.

The user groups are used to facilitate the server management, especially for access rights.
The creation of a group may be carried out as follows:
e By an administrator on the web interface.

e By synchronization with a LDAP directory. The groups used are defined in the directory (for
example, distribution and security groups on an Active Directory).
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= Add group

Users group

o
n(‘. This user group is defined locally in Gespage.

Users

- Add User

Departments

- Add Department

Name
Identifier of the group, it must be unique whatever the source directory.

Comments
Comment on the user group.

Allow access to everybody
Box checked: The Default user group that contains everybody.
Box unchecked: The administrator creates the users or departments that will be part of this group.

The members of a group can be defined by selecting the users one by one or by selecting entire
departments. During the synchronization process with a directory, the groups are composed of users
only.

The membership of a user in a “user group “determines the access rights of that user to:
e Copiers and printers (see § 6.1.4).
e Jobs (see § 8.3).
e Administrator interface menus (see § 11.4).

Reports may also be filtered by user group.

8.5 Cashier function

The “Cashier“function enables the credit of a user or all users in a department to be changed.
The use of this menu may be forced via the advanced parameters (see § 11.7).

A dedicated access to this menu may be provided for users in charge of reloading (see § 11.4.1).
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8.5.1 Credit per user
This menu displays the list of users and enables a user to be selected.

l Accounts Users Departments Jobs Users groups Cashier Copy shop

Change user's credit

Name esaintilus

Color cre 250.00

Limite

Name shown Edouard Saintilus
Primary ema e.saintilus@cartadis.com

dit from user 'esaintilus

[=]
=
o
[=]
(=]
n
=
m
o

duce credit Set credit Cance

Add credit R

o

Account parameters are displayed for information but only credit can be changed via this menu. The
other parameters must be modified from the Account > User > User List menu (see § 8.1).

Balance

Indicates the amount Assigned / Credited / Debited to the user. This amount will be updated when
printing B&W or colour.

Color credit
Sets an amount for colour printing. This amount represents a part of the B&W and colour credit.

Comments
Mandatory comment on reloading (visible in the credit history report).

Type of reloading
e Add credit: adds credit to the user
e Reduce credit: deducts credit to the user
e Set credit: modifies the credit of the user.
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8.5.2 Credit per department

This menu displays the list of departments and enables a department to be selected.

li.c:cun'.s Users ~ Departments ~ Jobs + Users groups » Cashier » Copy shop

Change department's credit

Department

Limited

.}
Modification of the credit from users in department 'Eleves'

Add credit Reduce credit Set credit Cance
] . C —
B Modification of the credit from department Eleves
00
rcred (
Bnts
Add credit Reduce credit Set credit Cance

Department parameters are displayed for information but only credit can be changed via this menu.
The other parameters must be modified from the Account > Department > Department List menu (see
§ 8.2).

It is then possible to modify the credit of all users belonging to that department or else change the
department credit.

Balance

Indicates the amount Assigned / Credited / Debited to all users of the department or to the
department. This amount represents a part of the B&W and colour credit.

Color credit
Sets an amount for colour printing. This amount represents a part of the B&W and colour credit.

Comments
Mandatory comment on reloading (visible in the credit history report).
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Type of reloading

e Add credit: adds credit to all users of the department or to the department)
e Reduce credit: deducts credit to all users of the department or to the department
o Set credit: modifies the credit of all users of the department or to the department.

8.6 Reprographe module (copy shop)

The reprograph function (or copy shop) provides copy, print and scan in self-service. It is designed to
provide easy payment for unregistered users in copy shops.

The principle is:

e The shop stocks contactless cards for visitors. These cards must be first initialized in Gespage.

The cashier must have access to Gespage administration page.

e On his arri

val, the visitor receives a card from the cashier.

e The customer uses the card to identify his prints from the workstations in self-service (via
Gespage Popup).

e The customer uses the card to access to the copying equipment and make copies, scans or
release his prints.

e On his departure, the customer gives the card back to the cashier who views all the jobs made
from the payment menu of Copy Shop module.

All administration menus of Copy Shop module have been optimized so that the cashier gets the

information by swiping the user card (via a contactless card reader connected to the cashier station).

8.6.1 Payment

From this menu, the Administrator can view all the jobs made by a customer.

o Payment

Swipe your card.

User: card_800B96BF

Cardld1

A4 colour printed pages

Printed pages in any other forma

Scanned pages

Session start

Payment

800B9EEF

ats

June 23, 2020 10:49:05 AM
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Swipe your card.
Once the user card swiped in this field, a summary of the jobs made by the user is displayed since
the last reset of the account.

Payment
Closes the session and resets the account.

8.6.2 Cards initialization

Any card dedicated to be used in Copy Shop mode must be first initialized. An account corresponding
to each card will be created in Gespage. Should a card already recorded get initialized again, the
corresponding account is reset to the Copy Shop mode setting.

I Accounts Users Departments Jobs Users groups Cashie Copy shop

G Cards initialization

Swipe your card.

Swipe your card
Creates a “Copy Shop” account associated with the card.

8.6.3 Settings

P Settings

Features of account created by initialization

Limited:

Department for new user: | Support v|
Start balance for new user:
Display name [test
Approve

Limited:

Box checked: users accounts of Copy Shop module will be initialized with a credit.
Box unchecked: users accounts of Copy Shop module will be initialized as unlimited.

Department for new user:
Defines the department to which belong the initialized user’s accounts of Copy Shop module.

Start balance for new user:
Value of the credit allocated to the accounts of Copy Shop module.

Display name
Defines the name of the initialized Copy Shop users. Wildcard character %CARD_ID% may be used
to enter the card number.
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9.Monitoring

9.1 Print monitoring

9.1.1 Viewing the local printing queue

The documents present in the print queue, but not yet released, can be seen from the menu
Monitoring. Data can be filtered by specifying a date interval and other criteria such as user groups or
printers.
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Monitoring Print queue Printers Eventlogger

Local print queue

Filter —
Start date | 611/20 End date | 6/23/20
Quick find el b
Advanced filter
User name - Printer name -
Printer group ~ | Users group -
A Search + Cance
Local print queue
1 “ 313
ob 1D, o | Department | ;o 6 || e © in 5 | oo |a|—‘\ Format | Dupiex ¢ | File name o | paig ¢ | Toprint
105 Administrateur GESPAGE-TEST-22 GESPAGE-TEST-22/Kyocera 2550ci 0 1 A4 No 0 Page de test_230620_ No No
103 esaintilus Support Gespage_Cloud GESPAGE-TEST-22/Konica support 0 1 Ad4 | No 0 | PhotoGrid_ 1 No N
102 cvuibout Support PC_SUPPORT_6 :Fd; 26 GESPAGE-TEST-22/Toshiba_400 2 6 Ad Yes 2 Microsoft Word - Confi No No
100 [© (1-313;

The first column aims at selecting one or more documents in the print queue.
The documents selected may be then deleted by clicking the trash. _

The meaning of a document properties in the print queue is:

Job ID
Represents the Gespage identifier of the document. It is also a hyper link for handling functions of
the document (see § 9.1.2).

User
Name of the document owner.

Department
Name of the user department. This field is empty if the user does not belong to any department.

Job
Name of the job that has been supplied by the user by means of the Popup application or a release
terminal. This field is empty if no job has been filled in.

User’s computer
Name of the station (PC, Linux or MAC) which has sent the print job.

Request date
Date and time of the print request.
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Printer
Name of the print server followed by the printer name to which the document is intended.

BW pages
Number of black and white pages of the document.

Colour pages
Number of colour pages of the document.

Format
Format of the document pages.

Duplex
No: The document is printed on one side of the sheet.

Yes: The document is printed on both sides of the sheet.

Cost
Total cost of the document expressed in monetary value or in units.

Name of the file
Title of the document.

Paid
No: The price of the document has not yet been deducted from the user’s credit as the conditions
of release are not all satisfied.
Yes: The document has been deducted from the user’s account.

To print
No: The printer is controlled by a terminal. As long as the user is not identified to the destination

printer (or to another compatible printer), the document remains in the status No.
Yes: The document is going to be sent to the printer.

When a document is released and printed, it is deleted from the local print queue. The document is
then shown in the reports of printings (see § 10.3).

9.1.2 Manual release of a printing

Selecting a printing in the local print queue opens a menu for handling the document: Delete, Re-assign
(change of owner), Release or Modify the document name and then revert to the local print queue.

%, Document Management

Pending job
User name admincartadis -

GESPAGE-TEST-22

23 juin 2020 10:31:27

Cost

Printer

File name

Delete Re-assign Release Return to list
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In case of manual release of a printing from this menu, no account is debited for the cost of printing.
In case of re-assigning of the document, Gespage agent can change the owner in the spool file and
change the destination printer.

9.2 Printer fleet monitoring

Gespage agents make a supervision of the printers using the SNMP protocol for providing information
about the status of printers.

9.2.1 Overview

The menu Printers shows the status list of all the printers of the server.
. Monitoring Print queue Printers Event logger

7= List of Printers, Copiers

Filter =

Quick find el s}

Advanced filter

Computer name -

Printer group w7

Filter on printer errors

Filter an

Filter on agent errors

£ Search + Cancel
List of Printers, Copiers
Bl z| [ =] =] [100 F] (1-1001114)
} } ; Connected Printer Printer External :
0 ter Printer aro Printer/Co r 0 t -
Computer name inter group inter/Copier name Comments e status T e Link
GESPAGE-TEST-22 BHC227 0
GESPAGE-TEST-22 Lexmark CX725 X =
GESPAGE-TEST-22 HP_Labo
GESPAGE-TEST-22 HP_Production ! =
GESPAGE-TEST-22 HP_SAV TEST cBot_12589501 (1] = [

Icons indicate the printer status:
W# The printer status is unknown.
The printer has no problem.

I The printer is on alert.

* The printer is off.
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The detail of the alerts is displayed by the following icons:
‘ Alert for the toner level of the printer.
% Alert for the paper level of the printer.
... Generic alert of the printer.
=X
The detail of the external defects is indicated by the following icons:

3 Defect linked to the server agent.

E Default linked to the terminal connected to the printer.

The column “Link “ provides a hyperlink to the administration page of the printer.

ATTENTION! Should the status of your printer remain unknown, make sure to check that the IP address

of your printer is filled in its Gespage parameters.

9.2.2 Detailed view

When a printer is selected, the details of the information on supervision are displayed.

This information on supervision corresponds to data collected by SNMP.

Printer name
Product name of the printer.

Description
Product description of the printer.

Serial
Serial number of the printer.

Printer status
Status recovered by the printer with its description.

Last update
Date of the last retrieval of the supervision data.

Paper input status
Detailed information on the filling of the printer paper trays.

Marker supply status
Detailed information on the level of the printer toner cartridges.
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General
Printer model
Description
Serial

IP address

Location
Printer status Online

Last update 6/23/20 10:56:56 AM

Paper input status

larker supply status

ToneriCartridge Leve

Counters

Detailed information on the last statement of machine counters that Gespage periodically updates
(see § 10.1.1.3 for further information).

Counters

23
"7
362
1361
Total BW pages 609
Total color pages 1479
Total duplex pages 765
Total number of pages 2088

9.3 Event logger

Gespage has its own event logger. It logs on all the activity of the server.

Each event leads to the creation of a line of event indicating:
e The Level: Critical / Error / Warning / Error / Information.
e The Date (and time).
e The Type: if it concerns: Gespage / Monitoring / Configuration / Device.
e The Source: Which equipment, Which user, Which printer, Which server...
e An ID: a unique identification number per event.
e A Message describing the event.
e Optional Details about the event or the relevant peripherals.
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Each event has an ID and leads to a line of events described in the filter of event selection.

The available event types are:

e Gespage: General event linked to the server.
e Monitoring: Event linked to the monitoring of printers. The monitoring of printers is launched

only over working hours (by default from Monday to Friday, from 9h to 18h), (configurable via
the “Parameters Registry “(see § 11.7).

e Configuration: Information about the modification of the server configuration (featuring the
detail of the user who made the modification).

e Device: Information about the terminals connecting to the server.

Details

An email may be sent in case an event (determined by its ID) is raised (see § 11.3.2.3). For example,
this mechanism sends an email in case of printer failure (toner level or paper low, restart...) or in case
an unknown badge is used for example.

Under Windows, Gespage events may also be interfaced with Windows events for using the logs and
Windows filtering (see § 11.3.2.3).

Events may be filtered per date, source (Gespage, Monitoring, Configuration, Device) and level of
message (Critical, Error, Warning, Information).
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10.Reports

10.1 Export of PDF/CSV

From the menus in Report / Export, reports in PDF or CSV formats may be generated for following the
server activity according to various points of view and over a configurable period of time.

Filter
Start date | 6/1/20 End date | 6/23/20
Quick find 0 -
Advanced filter
User name - Printer / Copier -
Department - Printer group T
Job - Users computer -
LIsers group -
A2 Search + Cance
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Reports generated from these menus may also be emailed automatically by defining a periodic task

(see § 11.3.2.1).

Reports are all available in PDF format. The reports of table type are also available in CSV format for
being handled in software such as Excel (CSV files may contain additional columns of details).

4 Gespage .
Cost by job
between 2020/06/01 and 2020/06/23,
\Job Cost % Cost
BW Color Total Color | Duplex A4 Copy Scan Total

INO JOB SPECIFIED 39.90] 10.40] 50.30] 20.68% 2.39% 67.00%| 68.79%| 31.01%| 96.18%)|
test 2.00 0.00] 2.00] 0.00% 0.00%| 100.00%| 100.00% 0.00% 3.82%
Total 41.90] 10.40] 52.30) 19.89% 2.29% 68.26%| 69.98%| 29.83%| 100.00%)|

10.1.1 Detailed reports

10.1.1.1 Detailed reports of expenses

These reports provide a detailed report of the expenses per printer, user, department or job.

Each report provides the following information:

- Details of the expenses of the items in decreasing order of use (“Total” column), including
consumption information on the Black&White, Colour, Duplex, Copy, Scan and paper size.

- A percentage for each item (% of expense of the item relative to the Total).

- Atotal for all the items over the given period.
- The possibility of only viewing the Tops (10 — 20 — 50 — 100).

& Gespage ‘
Cost by printer
between 2020/06/01 and 2020/06/23,
Printer Cost % Cost
BW Color Total Color | Duplex A4 Copy Scan Total

GESPAGE-TEST-22/RICOH MP C306Z PCL 6 33.80 10.40 44.20) 23.53% 2.71% 80.54% 80.54% 19.46% 84.51%
GESPAGE-TEST-22/RICOH_MP_C306Z_PCL_6 5.00 0.00 5.00 0.00% 0.00% 0.00% 0.00%| 100.00% 9.56%
GESPAGE-TEST-22/RICOH_MP_C306Z_PCL 6 2.00 0.00 2.00 0.00% 0.00% 0.00% 0.00%| 100.00% 3.82%
GESPAGE-TEST-22/Lexmark_MX622 1.00| 0.00 1.00 0.00% 0.00% 0.00%| 100.00% 0.00% 1.91%
GESPAGE-TEST-22/Kyocera_2551ci 0.10 0.00 0.10 0.00% 0.00%| 100.00% 0.00% 0.00% 0.19%
GESPAGE-TEST-22/Toshiba_400 0.00 0.00 0.00 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%
GESPAGE-TEST-22/TOSHIBA_e-STUDIO478S 0.00 0.00 0.00 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%
GESPAGE-TEST-22/Epson_WF-8590 0.00 0.00 0.00 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%
GESPAGE-TEST-22/TOSHIBA e-STUDIO478S 0.00 0.00 0.00 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%
PC_SUPPORT_2/Lexmark_CX725 0.00 0.00 0.00 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%
Total 41.90] 10.40] 52.300  19.89%] 2.29%| 68.26%| 69.98%| 29.83%| 100.00%
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10.1.1.2 Detailed reports of volumes

These reports provide a detailed report of the volumes per printer, user, department or job.

Each report provides the following information:

- Details of the volumes of the items in decreasing order of use (“Total page amount” column),
including consumption information on the Black&White, Colour, Duplex, Copy, Scan and paper
size.

- A percentage for each item (% of volume of the item relative to the Total).

- Atotal for all the items over the given period.
- The possibility of only viewing the Tops (10 — 20 — 50 — 100).

Volume by user

between 2014/10/01 and 2014/10/27

User BW Color] Total| Total of| % Color, % % A4| % copy| % scan|Percen
pages pages page scan| pages| Duplex| pages| pages| pages| tage

amount pages over

the

period

Francols Floquet (francols) 2 0 2 [i 0.00% 0.00%| 100.00%| 0.00%| 0.00%| 0.26%
itoto 2 0 2 [i 0.00% 0.00%| 100.00%| 0.00%| 0.00%| 0.26%
T (zzz) [\ 1 1 of 100.00% 0.00%| 100.00%| 100.00%| 0.00%| 0.13%
c [i] 1 1 of 100.00% 0.00%| 100.00%| 100.00%| 0.00%| 0.13%
admin 1 0 1 [i 0.00% 0.00%| 100.00%| 0.00%| 000%| 0.13%
Total 364 403 767 69| 52.54% 10.04% 0.00%| 32.99% 8.25%| 100.00
%

Reports in Excel format may contain more detailed information.

10.1.1.3 Detailed reports of machines counters

These reports provide, in the form of tables and graphs, data counters of all machines (identified by
their serial number). Gespage periodically queries the machines counters via SNMP. The latest values
are available from the menu Monitoring (see § 9.2). Once a day, Gespage stores these values. These

are the values stored which are visible in the reports.

Reports per machine are listed in alphabetical order. The data collected depend on the models of
machine. The total number of pages is always available. The additional counters are present according

to the models. If the detailed counters of your machine are missing, contact Gespage support.
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Report between 2 dates
After having chosen a start date and an end date, the report shows data for both dates and the

difference between the two periods.

A first graph shows the “activity relative to the fleet “, that is to say the total number of pages of the
machine on the total number of pages of all the machines.
The second shows the distribution of jobs by type: Photocopy / Print / Black and White / Colour.

GESPAGE-TEST-22/SHARP MX-3071 PCL6

Frintar modal SHARP MX-3071

Sarial numbar 9512445700

Commants

Raadout start date June 10, 2020 11:57:23 PM Readout end date June 22, 2020 11:56:48 PM

Counters Pariod beginning Peariod end Diffarancea
B&W Copy 230 230 0
Colour Copy 116 "7 1
B&W Print 360 352 2
Colour Print 1349 1361 12
Total number of pages 2073 2088 15
Activity relative fo fofal volume

Celouwr Prng
T5%)

GESPAGE-TEST-22/SHARP_MX-M266

Frinter model SHARP MX-M26E8M

Serial number TR00T62100

Commeants

Readout start date June 11, 2020 11:55:23 PM Readout end date June 22 2020 11:56:51 PM

Counters Pariod beginning Pariod and Diffarance
B&W Copy 158 158 0
B&W Print 617 617 0
Total number of pages T TN 0
Activity relative fo folal volume Jobs disiribution

BEW Print | | maw Copy
(o) ]

Dithars [ 10°%)
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NOTE: If you select only the end date, the report will generate the status of absolute counters at that

date.

& (Gespage

Meter readings

2020/6/25

GESPAGE-PRODITosh_2555¢

Printer modal
Serial numbear
Cammants
Readout end date

TOSHIBA e-STUDIO2555C
C7LD34101

June 24, 2020 11:42:37 PM

Counters

Pevriod end

Total scan pages

2142

Total fax pages

B&W Copy

8216

Low Colour Copy

Colour Copy

1051

B&W Print

Low Colour Print

7537

Colour Print

721

Total number of pages

GESPAGE-PRODIToshiba_400

Printar modal
Seral number
Cammenits
Readout and date

TOSHIBA e-STUDIO400AC
CRLJMDMG

June 24, 2020 11:23:02 PM

Counters

Pavriod and

Total scan pages

8

Total fax pages

BEW Copy

Colour Copy

B&W Print

Colour Print

Wi iR = DD

Total number of pages

=

GESPAGE-PRODVKerox_ColorQube_8700

Printar modal
Seral number
Cammenits
Readout end date

Kerox ColorQube BY00S
3270512231

April 19, 2018 9:50:30 AM

Counters

Pavriod and

B&W Copy

165

Colour Copy

B&W Print

1185

Colour Print

Total number of pages

2001
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10.1.2 Printing flow

10.1.2.1 Printing flow summary

This report provides a summary of the printing flows.

General
Active users 19
Active printers 14
Active departments 1
Active jobs 4
Total of pages 5,045 | Pages per day 560.56
Total of sheets 4,563 | Pages per user/day 29.50
Total of jobs 1,643 | Average page amount by job 3.07
Features
B&W pages' rate 52.51% | Single pages' rate 80.20%
Color pages rate 47.49% | Duplex pages rate 19.80%
Environmental impact
Generated CO, (Kg) 39.86 | Avoided CO, (Kg) 1.68
Consumed trees 0.30 | Saved trees 0.01
Jobs distribution
Copy/Print/Scan Prints distribution
Total of e —
EEEE —;7( -
2%
e
o
|. Total of prints . Tolalcfcopiesl |. Dac . Email O Page web /l Other . Pdf L:) Ofﬁonl

Savings
Saving tracking

- Deleted = 0%

Frinted = 96% —

|. Deleted . Purged () Printed
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10.1.2.2 Printing flow trend

This report provides the trend of the printing flows over a period of time.
According to the period of time selected, data are displayed daily, weekly, monthly.
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Print date
|—Dup\a>(|

10.1.3 Customization of the reports

The icon in the report header may be customized by adding the icon.png file from server \ resources \
report in the installation directory.
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10.2 Web reports

10.2.1 Expenses

All expenses related to the documents that were printed as well as those from operations of copies
are stored in Gespage data base.

The log of expenses can be viewed from the menu Reports > Cost > Expenses.

The Data base may be queried about an interval of date for getting an allocation of the expenses by
printer, by user, by department and by job.

The report displayed on the screen may be exported as PDF or Excel file.

Expenses

Filter
Start date | 6/1/20

End date | 6/23/20

Listy

CQick find |

£ Search + Cancel

Coloured page

Name of job ¥ Print cost v Copy cost ¥ Total cost v Duplex rate rate

NO JOB SPECIFIED 0 5 5 5% 15%

test 0 2 2

100 | {1-111)

10.2.2 Savings

In a similar way to expenses, savings made on the deletion of documents through Gespage features
are also stored.

The log of expenses can be viewed from the menu Reports > Costs > Savings.

As for expenses, the Data base may be queried about an interval of date for getting an allocation of
savings by printer, by user, by department and by job. Data can also be exported as PDF or Excel file.
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Savings
Filter -
Start date | 10/1/19
End date | 10/9/19
List by Printer v
Quick find |Enter a part of the name or of a property to find
B Search + Cancel
List by Printer
1] 100 v (1-8/8)
Printer/Copier name s Print cost ko]
GESPAGE-TEST-22/TOSHIBA_eBridgeN 7.80
CESPAGE-TEST-22/Toshiba-nicolas-print2me 0.20
GESPAGE-TEST-22/ 0.60
GESPAGE-TEST-22/Lexmark_MX611 0.10
GESPAGE-TEST-22/Konica support 0.60
GESPAGE-TEST-22/HP_support 0.60
GESPAGE-TEST-22/HP_Labo 0.00
GESPAGE-TEST-22/BHC227 0.20

Total 10.10

10.3 Detailed log of transactions

10.3.1 Transaction log of copies, prints and scans

The detail of the basic operations of copies, prints or scans can be viewed from the menu Reports >

Log > Copy /Print > Scan. The information is arranged in chronological order.
Data may be filtered in an advanced way.

Data can also be exported as Excel file or PDF.

d filter

Department jok U — pages | pages A Forma Duplex
support_2.cartadis local 4 No

pr dis.| A N

PC_SAV A N

BE 4 No

ESPAGE-TEST | A4 N

SESPAGE-TEST Ril CESPACE-TEST-22/RICOH MP C306Z PCL 6 o SCAN No

ESPAGE-TEST Ril GESPAGE-TEST-22/RICOH MP C306Z PCL € o SCAN No

ESPAGE-TEST RICOH SESPAGE-TEST-22/RICOH MP C306Z PCL ¢ o 1 SCAN No
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10.3.2 Logs of jobs purged and redirected

The detail of the basic operations of document deletion can be viewed from the menu Reports > Log >
Purged jobs. The information is sorted in chronological order with the possibility of data filtering for a
period of time or for a given user. Data can also be exported as PDF or Excel file.

Data may be filtered in an advanced way.

IR

xmoncom

The column “Comments “gives the reason for the document deletion.

The basic operations of documents redirection are detailed from the Report > Log > Redirected jobs
menu.

10.4 Log of user balance modifications

When a user credit is modified, a record is stored in Gespage data base. The log of balance
modifications can be viewed from the menu Reports > Log > User balance.

The information is sorted in chronological order with the possibility of data filtering for a period of
time, for a given user or according to the type of operation (manual adding via the Web interface / via
a task / via a system (CR10 or DRC10) / via E-commerce / by LDAP synchro / by CSV import / by synchro
with the central server (in the case of Gespage Remote) / by types of expenses (Prints, copies and
scans). Data can be exported as PDF or Excel file.
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¥ User balance

Filter

Start date

10/1/19

End date |10/9/19

Quick find |Enter a part of the name or of a property to find

Advanced filter

Type

Operation

v]

) credit # Reser

User name

Users group

Printer group

£ Search + Cancel
User ES DeparlmeT
esaintilus
myuser
eleve3 Eleves
eleve2 Eleves
elevel Eleves
cvuibout Eleves
admesp Europe
admfr Eurcpe
admfr Europe

Additional details about the transaction are shown by clicking ==

<

Delta

10.00

50.00

¥ Debit
[ 1]

Delta New

colorA halanci

250.00 250.00
0.00 10.00
0.00 355.00
0.00 355.00
0.00 355.00
0.00 255.00
0.00 305.00
0.00 305.00
0.00 300.00

Details

General

User:
Department:
Date:

Type:
Source:
Operation:
Comments:

Gespage account

Delta:

Delta color:

New balance:

New color balance:
Limited:
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User balance

100 v (1-35 / 35)

New

plor, owe S Twe
&

25000 | 9919 | Manual
000 'Y %M | fmpert
LAY 04931 AM Rl
LY 0ud1 AM Rl
0.00 914%/;{1’2” Manual
0.00 QL%/;{]/?M Manual
0.00 4]305ng I?M Manual
0.00 41305/1{31 I?M Manual
LAY PV EAET Rl

esaintilus

10/9/19 12:28:09 PM
Manual

admin

Reset

Edouard Saintilus (manually added)

0.00
250.00
250.00
250.00
Yes

Source

admin

admin

admin

admin

admin

admin

admin

admin

admin

Comments b

Edouard Saintilus
{manually added)

Crédit initial du
nouvel utilisateur
pour cyril

pour cyril

pour cyril

pour cyril

Test

test

test

Details

LR B SR A B K AR AN
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10.5 Log of DRC10 transactions

Details of the DRC10 (dispenser and reloader of cards) are available from the Reports > Log > DRC10
Cash collection menu. The information is sorted in chronological order with the possibility of data

filtering for a period of time, for a given DRC10 or per type of statement.

This menu lists the details of the cash for the following events:

- DRC10 cash collections made by an operator via the sales receipt on DRC10.

- Adaily display of the cash contents.
- Details of the cash at the opening of the door.

& DRCI10 cash collections

Filter
Start date |01/04/14 End date | 05/06/14
Quick find Al b
Advanced filter
Event DRC10: Cash collect DRC10: Door opened DRC10: Daily status
DRCI10 "
£ Search + Cancel
DRC10 cash collections
100 v
Date < Event ¥
26/05/14 12:07:44 DRC10: Cash collect
3/05/14 15:42:44 DRC10: Cash collect
8/04/14 16:13:29 DRC10: Cash collect
19/04/14 11:58:07 DRC10: Cash collect
17/04/14 14:22:04 DRC10: Cash collect
)3/04/14 10:25:3 DRC10: Cash collect

drc

drcl

drcl

DRC10 &

10_sav_ludo

10_sav_ludo

10_sav_ludo

10_sav_ludo

0_sav_ludo

0_sav_ludo

108.9 EUR

30 EUR

21.5 EUR

5.8 EUR

6 EUR

26.1 EUR

Details

Rl Y N R R N

For each event, a PDF report may be issued with the cash details (turnover over the period, number of

transactions, number of cards dispensed, number of coins, banknotes ...).
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=

L &0 DRC10 status

DRC10 nama drc10_Edl

Readout date March 11, 2014 11:04:54 AM

Last collection data March 11, 2014 10:58:52 AM

Readout typa DRC10: Cash collect

Cash box detall over the period

Total revanue over the period 2440 EUR

Transaction gty a

Sold cards’ gty 1

Sum of coins 1440 EUR
Current amount of 2 EUR coins 5
Current amount of 1 EUR coins 2
Current amount of 0,5 EUR coins 3
Current amount of 0,2 EUR coins 3
Current amount of 0,1 EUR coins 3
Current amount of 0,05 EUR coins i]

10.6 Customized reports

If you wish to make customized reports, you can use toolsconnecting directly to your data base.

You can contact the Gespage support for getting assistance about this configuration.
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11.Global parameters

The following section describes the global parameters of Gespage server available from the Server
menu.
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11.1 Configuration menu

11.1.1 Admin parameters

11.1.1.1 Global parameters

Some main parameters are described in the § 4.1.2. The other parameters are described hereafter.
Server > Configuration > Account management > Users parameters.

Creation mode of the Gespage accounts

1. Manual
Users’ accounts must be created in Gespage (internal to Gespage or from synchronization) so
that a user can print.

2. Dynamic (at the first print)
A user account is automatically created at each submission of printing.

Allow unknown users to print
This option is only available in Level 1 when the creation mode of Gespage accounts is manual. It
enables to run in this mode without creating users’ accounts.

Print code creation
This parameter enables the automatic generation of a print code during the creation of a user
account whatever the creation mode of the user account, and if no print code is explicitly
configured.

1. None
No automatic generation of the print code.

2. Same to user login
Automatic generation of a print code equal to the user login.

3. Random numeric code
Automatic generation of a print code equal to a random numeric code. The length of this digital
code is configurable (6 digits by default) (see § 11.7).

Maximum number of cards per user

1. ”1 “
The user can use only one card for authentication.
2. ”2 u

The user can use two different cards for authentication.

Enable color credit management

Once the colour credit activated, a colour credit can be entered for each account or department. The
colour credit is part of the global credit. For each printing made in colour, all the credits (global and
colour) are debited. Once the credit has come to zero, the user will be unable to perform other paid
actions on the copier even if his colour credit is greater than 0.
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11.1.1.2 Advanced parameters

It is possible to define custom properties to get a more accurate accounting.

You can add up to 10 properties. When a new property (field) is defined, it is shown in the configuration
menus of each printer or user (according to the selected configuration). The value of the custom field
is saved in Gespage logs in order to build custom report filters.

NOTE: The customized fields are not available in the standard Gespage reports. If you wish to use them,
they require the creation of custom reports.

/. Administrator parameters

Global parameters

Add custom fields
This parameter defines the number of active customer fields.

Owner
Print: The customized field will be added in the printer configuration.
User: The customized field will be added in the user configuration.

Label
Used to define the name of the custom field.

11.1.2 LDAP synchronization
Gespage may synchronize its data base of users to one or several LDAP servers (maximum of 20).

Selecting Server > Configuration > Account Management > AD / LDAP / Azure Synchronization moves
to the menu of synchronization settings.

In the case of directory Active Directory, a synchronization option may be used to automatically
synchronize without any configuration (the server must be connected to the domain).

For each directory with which you wish to be synchronized, the parameters described below will have
to be filled in.
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11.1.2.1 Synchronization parameters

LDAP server

Comments |

Synchronization

® LoapaD O Actomatic AD O Azure

Synchronization pericd (minutes or hh:mm}) |120

Synchronize the LDAP accounts deletion O

LDAP server configuration

LDAP type

LDAP/AD server address

With secure protocol SSL

Use non-standard port

Domain

LDAPYAD login name
LOAP/AD password

NDS: CN Manager directory / UNIX : LDAP login
domain

Organizaticn Unit root of importaticn

Importation filter

Initializing department by:
Numkber of OU in department name
LDAP field used for initializing Card 1D

LDAF field used for initializing the Cartadis print
code

LDAP field used for initializing user credit
LDAP field used for initializing user card PIN

LDAF field used for initializing user's associated
login

LDAPR field used for initializing user's ¢

® ap O nDsS O UNIX

[10.0.02

]
(]

|carta:|is.|:}cal

| ovuibout

LDAP field used for initializing users extra field
Synchronize the user groups
Only specified groups

Synchronize expired accounts

User initialization parameters

Lirnited

Credit for new users

Approve Synchronize |
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LDAP server
Number of the LDAP server, from 1 to 20.

Comments
Saves a comment regarding the LDAP configuration.

Synchronization
LDAP/AD: Connect to an Active Directory server by filling configuration parameters.

Automatic AD: If this option is checked, the synchronization will proceed automatically with the
Active Directory of your domain. In this simplified mode, no other synchronization option is
available.

Azure: Connect to a Microsoft Azure AD.

Synchronization period (minutes or hh:mm)
Should you fill in this field with a string of the form hh:mm (where hhis an hour and mm represents
the minutes), the synchronization will occur once a day at the time hh:mm.

Should you fill in this field with a string of the form mm (where mm represents a number of
minutes), the synchronization will occur every mm minutes.

Synchronize the LDAP accounts deletion
Box checked: If a user is deleted from the directory, he is also deleted from Gespage.
The period (in days) before deleting the user from Gespage can be set in this mode.
Box unchecked: The users are not automatically deleted from Gespage.

For manual or automatic LDAP configurations:

LDAP type
Choose the type of LDAP server: use AD for Active Directory, NDS for Novell eDirectory, UNIX for

Open LDAP.

LDAP/AD server address
IP address of the LDAP server.

With secure protocol SSL
Check the box when exchanges between Gespage and the LDAP server have to be encrypted.

Use non-standard port (advanced parameter)
By default, the communication with the LDAP server is located on the port 389 if the SSL is disabled
or on the port 636 if the SSL is enabled. The value of the port is modified by checking the box and
entering the new value.

Domain
Domain name of the LDAP server.

LDAP/AD login name
Upon the connection to the LDAP server, Gespage initiates the connection with a user account.
This account does not need to be an administrator account, it just needs to have read rights to the
directory. Fill in this field with a valid user’s name in the directory.

LDAP/AD password
Fill in this field with the user’s password.
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NDS: CN Manager directory / UNIX: LDAP login domain
With an AD server, please leave this field blank.
With a NDS server, fill in this field with the node name of research (for example o = company).
With an Open LDAP server, fill in this field if the connection login belongs to a domain different
from the one which must be synchronized.

Organization Unit root of importation (OU)
Searching users may take place from a sub-tree of the directory. In this field, specify the root node
from which the search will take place. For example, for Gespage synchronizing with a server
Windows Small Business Server, enter:
OU=SBSUsers,OU=Users,OU=MyBusiness.

Importation filter
In the case where only some accounts have to be synchronized, fill in this field with a filter written
in the LDAP syntax compatible with your directory.

Initializing department by:
Choose whether the names of departments are synchronized with the OUs, in the AD Service field
or are not synchronized (in such a case, they will be defined in Gespage).

Number of OU in department name (if departments are synchronized from the OUs)
At synchronization, Gespage creates departments based on the OU notion of the directory. A user
usually belongs to several OU (Organisation Unit) built on several levels. For example, if he belongs
to “OU=Sales, OU=Users “:
The value 1 will produce the department “Sales “.
The value 2 will produce the department “Sales.Users “.

LDAP field used for initializing Card ID
Fill in this field with the exact name of the LDAP field that will be used to initialize the “card number
1 “ field. If you do not wish to initialize this field, leave it blank. For example, with AD, fill it with
“telephoneNumber “if “telephoneNumber “field is used for storing the card number.

LDAP field used for initializing the Cartadis print code
Fill in this field with the exact name of the LDAP field that will be used to initialize the “print
code “field. If you do not wish to initialize this field, leave it blank.

LDAP field used for initializing user balance
Fill in this field with the exact name of the LDAP field that will be used to initialize the user credit.
If you do not wish to initialize this field, leave it blank. Unlike the previous two fields that are re-
initialized at each synchronization, this field is initialized at the time the user is created.

LDAP field used for initializing user card PIN
Fill in this field with the exact name of the LDAP field that will be used to initialize the “PIN
code “field. If you do not wish to initialize this field, leave it blank.

LDAP field used for initializing user’s associated login
Fill in this field with the exact name of the LDAP field that will be used to initialize the “Associated
login “field. If you do not wish to initialize this field, leave it blank.

LDAP field used for initializing user's extra field
Fill in this field to initialize the additional field of user accounts. If you do not wish to initialize this
field, leave it blank.
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Synchronize the user groups
If it is checked, while synchronizing, Gespage creates user groups based on the groups in the LDAP.
For an AD directory, they are security and distribution groups.

Synchronize expired accounts
If this option is checked, during synchronization, Gespage will import the accounts with expired
expiration date.

For Microsoft Azure configurations:

Tenant ID
The Tenant ID is found on your Azure Directory Homepage.

Client Id
The Client ID is found on your Azure Directory Homepage.

Secret Code
The Secret is found in Certificates & Secrets on your Azure Directory Homepage.

User Name
Username of the account used for fetching data from Azure in Gespage.

Password
Password of the account used for fetching data from Azure in Gespage

11.1.2.2 Initialization parameters of accounts

User initialization parameters
Limited [l

Approve Synchronize | « Reinitialize

Limited?
Box checked: When creating a new user, the amount of the next field will be used for initializing
the user’s credit (unless a LDAP field was defined for its initialization).
Box unchecked: The user’s account will be initialized as limitless.

Credit for new users
It is the credit to assign at the time of synchronizing new users accounts.
After having modified one or several parameters, please click “Approve “so that they are saved in
the database.
Click “Synchronize “for forcing synchronization.

The details of the synchronization are available in the event logger.
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11.1.2.3 Synchronization for advanced user

The above described mechanism of synchronization is achieved by a Groovy script (interpreted java
code). An advanced user may customize this script for solving synchronization problems with complex
architectures of directory.

The standard script is available in the Gespage installation directory under:
\GespageCore\server\resources\scripts\examples\Ldap/mport.groovy.

To use the script, copy it from the templates directory to the scripts directory. It would then be

executed instead of the default behaviour.

You are then able to customize it by modifying the Groovy code.

Cards enrolment in AD or LDAP

Gespage may be authorized to enrol in the AD / LDAP, the card numbers of users by modifying this

script. Recording is then made during the synchronization with the AD / LDAP.

11.1.3 Email parameters

The email parameters (SMTP) are to be set if you wish to allow your server to send emails.

These SMTP parameters are available from the IT service of the installation site.

Email Server

SMTP parameters
SMTP mail server
Authentication
User name

Password

Use non-standard port

Connection encryption

Sending email address
Sender
Email signature
Address that will receive a test email
Approve
SMTP mail server

IP or name of your SMTP server.

Authentication

[smitp.cartadis.net |

Basic authentication ..

[mip@cartadis.net |

®@nonE O sst OT1Ls O STARTTLS

[copieur@cartadis.com |

| | Send an email for test

SMTP authentication protocol used: Anonymous / Basic authentication / NTLM (Exchange).
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User name / Password
Login and password to the SMTP server.
ATTENTION! In the Authentication Basic mode on a SMTP Windows server, the name of the
domain must be added in the user’s name.

Domain
Name of the domain (NTLM case).

Use non-standard port
To check only in case of use of a non-standard SMTP port.

Connection encryption
Configuration of the encrypted connection to the SMTP server.

Sending email address
Sending email address of emails sent by Gespage server.
According to your SMTP server configuration, this address should or should not correspond to an
existing mail box.

Sender
Name of the sender that will appear in the email.

Email signature
Signature that will appear down of each email.

Address that will receive a test email
The email delivery can be tested by defining an Address that will receive a test email. In case of
delivery failure, error messages are listed in the event logs.

Example of configuration for an Office 365 server:

SMTP mail server: smtp.office365.com
Authentication: Basic authentication
Use non-standard port: 587
Connection encryption: STARTTLS.

Example of configuration for a Gmail server:

SMTP mail server: smtp.gmail.com
Authentication: Basic authentication
Connection encryption: TLS.

11.1.4 Popup / Notifications

The configuration of Popup and notifications are accessible from the menu Server > Configuration >
Popup > Notifications (see § 14.1).
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11.1.5 FTP / Spooler

The Gespage server includes a FTP server used for:
- Global Print2me: documents flow between the agents via FTP.
- Service of Scan to via FTP: scans are sent to the server via FTP which then forwards to the user
mail (see § 11.1.6).
It is only possible to enable the FTP server if you use the 2 above features.

11.1.5.1 FTP server parameters

Use embedded FTP server
Gespage provides an FTP server, the administrator can use another server if wished.
ATTENTION! If an external server is used, it must be hosted on Gespage server and give the default
directory access: GespageCore / Server / ftp / ftproot.

IP Address
IP address of the server (default server one).

Port
The default communication with the FTP server is set on the 7121 port. The administrator can
enter another value if necessary.

User name / Password
Login and access password to the FTP server (by default admin/123456).

Use SSL
Check the box for using the secured protocol.

Modifying the FTP parameters of the embedded server requires a restart of the service “ Gespage
Application Server “ for being taken into account.

FTP parameters (global spool and scan services)

Embedded FTP server

Server status

Stop

FTP server parameters

11.1.6 Service of Scan via FTP

Gespage can be used to configure the scan to mail and home directory services.

NOTE: It is recommended to use document flows (see § 12) instead of this functionality via the sending
by FTP of the scanned files to the Gespage server.
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11.1.6.1 Scan to email via FTP

Check the box Enable scan to email through FTP if you wish that users access to the service of Scan to
mail via Gespage FTP. In this case, the emails are redirected by the server to the user address set in
their user account.

This service is useful for external terminals or certain models of eTerminals (please refer to the manual
of your eTerminal).

Mobile printing Document flow Support

n
=
in
©
B
@
n
o

Server Configuration System Task

Scan through FTP

Scan service through FTP
Enable scan to email through FTP
Scanner to home directory? O

At the MFP, the details of scan to FTP must be filled in as follows:
- FTP Server: Gespage server address.
- FTP port: 7121.
- Path: scan/NAME_OR _IP_OF THE_SERVER/Printer_Name (be careful to respect the case, it is
recommended to use a printer name without special characters).
- Login: admin (modifiable).
- Password: 123456 (modifiable).

From the user point of view, scans are enabled as soon as they enter a “copy “ session on the terminal.
Items will be performed once this session disconnected.

ATTENTION! If an FTP external server is used in this mode, it must be hosted on Gespage server and
give the default directory access: GespageCore/server/ftp/ftproot.

ATTENTION! Scans may be charged according to the Terminal / eTerminal features. Please contact
Gespage support for your configuration.
11.1.6.2 Scan to home directory

Check the box Scanner to home directory? if you wish that users access to the service of Scan to home
directory via Gespage FTP. In this case, the server will deposit the documents scanned in the user home
directory set in their user account.

This service is useful for external terminals or certain models of eTerminals (please refer to the manual
of your eTerminal).

Scan through FTP

Scan service through FTP

Enable scan to email through FTP O
Scanner to home directory?
Does Gespage service account have access to common storage ? O
Access login to common storage admin
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At the MFP, the details of scan to home directory must be filled in as follows:
- FTP Server: Gespage server address.
- FTP port: 7121.
- Path: scan_home_dir/NAME_OR_IP_OF THE_SERVER/Printer_Name (be careful to respect
the case, it is recommended to use a printer name without special characters).
- Login: admin (modifiable).
- Password: 123456 (modifiable).

From the user point of view, scans are enabled as soon as they enter a “copy “ session on the terminal.
Items will be performed once this session disconnected.

ATTENTION! If a FTP external server is used in this mode, it must be hosted on Gespage server and
give the default directory access: GespageCore/server/ftp/ftproot.

ATTENTION! Scans may be charged according to the Terminal / eTerminal features. Please contact
Gespage support for configuration.

ATTENTION! The feature is available only if the information of home directory is configured for the
user logged.

Gespage server must have the rights to access all areas of the shared directories.
For this, usually fill in the login and the password of an administrator account of the shared storage.

Does Gespage service account have access to common storage?
If so, check the box. If not, fill in the access login to the common storage and password
(administrator account of the domain).

11.2 System menu

11.2.1 Import

This menu gives access to the import functionalities via CSV file.
The following items may be imported via CSV:
- Users.
- Departments.
- Jobs.
The CSV import files must be placed in the import directory under the Gespage installation directory.

This directory includes the templates folder with examples of CSV import files.

The fields to complete in the CSV file are defined in the first line of the file. Some columns may be
deleted when the fields in question are not to configure explicitly.

There are different CSV files depending on the action: import, upgrade or deletion of items.
ATTENTION! The name of the CSV files must not be modified.

ATTENTION! For a correct import of the special characters, the CSV file must be in ANSI format.
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Periodic tasks of CSV import may be defined (see § 11.3.2.2).

11.2.2 Backup/Restore
This menu is used to backup or restore the data base of your Gespage server.
) Backup/Restore

Backup

database backup

Maximum number of backup files

Schec

Backup fr

Restore

Restore

Restore
Select a backup file Browse... | Mofile selected
Restore
11.2.2.1 Backup
This menu is used to set your automatic backup procedure.

Schedule database backup
This parameter launches the automatic backup procedure.

Backup frequency (in days)
Specifies how many days elapsed between 2 automatic backups.

Maximum number of backup files
Specifies the number of backup files kept by the server.

This menu also enables the data base to be instantly saved (" save “button).

Backup files are stored in Gespage installation directory (under db\postgresqgl\save). The name of each
backup file contains the date and the time of backup.

ATTENTION! It is advisable to back up your backup files to a remote server for recovering your
configuration in case of server failure.

ATTENTION! Above backup procedure does not save the Windows or Linux configuration of your
printers.

11.2.2.2 Restore

You can perform a restore from a date of saving or from a file.

ATTENTION! During a restore, your entire configuration will be lost and replaced by the configuration
of the restored version.
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11.2.3 Purging database

This menu is used to purge the Gespage accounting tables from old records.

This purging is to perform during a maintenance operation on the server, for making space in the data
base.

One can for example purge the accounting from the previous year.

ATTENTION! Generating reports on purged data is not possible after the purge.

T Purging database

Immediate deletion

Delete data: until (MM-DD-YY
O Copy/Print’Scan history
[ User balance mov
Type [ Even [ history
O Print nonitoring history
[ Printer counters history
Delete
Automatic deletion
Maximum storage time (in days) of events
Save

Delete data: until (MM-DD-YY)
Indicates the date until which data will be deleted.

Type
To choose the data that will be deleted.

Maximum storage time (in days) of events
Indicates the duration in days for the storage of data from the event log.

11.2.4 Purging users

This menu is used to purge Gespage history tables for old dates.
This menu allows purging users according to their origin (local accounts or from the LDAP) and empty
groups or departments.

This menu can be useful when setting up LDAP synchronization in order to delete Gespage accounts
between two attempts to filter LDAP for example.

¥ Delete user accounts

Delete all accounts from a directory LOAP server

[0 Delete all local accounts

[0 Delete empty departments

[0 Delete empty user groups
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Filter

Edit task
CSV Task
Test report

Test Script

11.3

Tasks menu

This menu is used to set periodic tasks to be carried by your server.

11.3.1 Tasks list

Edit task

Displays the name of the task which can be modified by clicking the name.

Task type (see § 11.3.2)

Reports: automatic sending of reports by mail.
CSV imports: automatic import of CSV files.

Admin notification: sending of email or execution of a script as certain system events are

occurring.

User notification: sending of email or execution of a script when particular events relating to

the user are occurring.
Account reloading: automatic account reloading of a user group.

User information: Automatic sending of information by email or execution of a script to a

Group of users.
Script: Running a custom script.

Frequency (for some tasks only)

1.

Once every hour
Task carried out every hour.

Once per day
Task carried out every day at a time set.

Once per week
Task carried out once a week at a day of the week and a time set.

Once per month

Task carried out once a month at a day of the month and a time set.

. Performing on request

Task carried out at a click on the button

Comments
Displays the comment on the task.

Launches the task immediately

Tasks lis
~ ~ ~ -
¥ Task type ¥ Freguency ¥ Comments
CSV Import Once per da
Reports Once per da
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11.3.2 Type of tasks

11.3.2.1 Task for sending reports by mail

These tasks enable the automatic sending of reports by mail.

Task type
Reports.

Name
Used to name the task (visible in the Tasks list).

Comments
Comments on the task (visible in the Tasks list).

Frequency
Used to define the frequency of the task execution.

Start time
Sets the time at which the task will be executed.

Start day
If weekly frequency: sets the day of the week at which the task will be executed.

If monthly frequency: sets the day of the month at which the task will be executed.

Report types
Selection of the reports to send (refer to the definition of the reports § 10.1).

You can select several reports to be sent simultaneously (by means of the CTRL key).

File type
Selection of the file format to send (.csv or .pdf).

ATTENTION! Some reports are only available in PDF format.

Receivers’ emails
Indicates the receivers of reports
Several mail addresses may be set by being separated with a “; “.
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Advanced parameters
To filter a data filtering

(O Edit task

General

Task type Reports

Name [Testreport

Comments [

Frequency

Start time

Reports

er
nter
partment

Reporttypes

File type

Receivers' emails
(separated by semicolon ;)

Advanced parameters

Approve Delete Cancel

11.3.2.2 Task for CSV import

Such task performs automatically the CSV files import procedure. These files have to be available in
the import directory (see § 11.2.1).

New task

General

Tasktype
Mame |

Comments |

Frequency Once per day w
Start tima i

11.3.2.3 Task of administrator notification

This type of task enables the automatic sending of an email or the execution of a script when a specific
event occurs or all the events of a certain type and / or a certain criticality.

Event
e Selection of the event ID.

e Orif no event is selected, define the Minimal level of event wished (Critical / Error / Warning
/ Information) and its source (All / Gespage / Monitoring / Configuration / Device).
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Notification type
e Send an email: sends an email to the configured addresses when an event is occurring.
e Runacommand: performs an external command.
For example, a tool is included enabling the logging of events in the Windows event logger
(C:\ProgramFiles\Gespage\GespageCore\server\tools\eventgespage.exe).

Admin notification

Event - -

Minimal level

Source

Motification type

Email title | |

11.3.2.4 Task of user notification

This type of task enables the automatic sending of an email or the execution of a script when a specific
event relating to the user is occurring.

Event
e Selection of the event ID (for example: creating a user account or credit reloading from a
dispenser/reloader.

Notification type
e Send an email: sends an email to the user concerned when the event is occuring.
e Runacommand: performs an external command.

Email content:

Writes the email that will be sent to the user group. This message may contain the following

general meta-characters:

o Name of the user: %USER_ID%.

e Print code of the user: %PRINT_CODE%.

e Credit of the user: %CREDIT%.

o Full name of the user: %SHOWN_NAME%.

e Date of the event: %DATE%.

e Addanimage: %IMAGE_PATH%/image_name.png
The image (png, jpg or pdf) must be present in the following folder:
\Program Files\Gespage\GespageCore\server\resources\images.

Meta-characters associated with an event are:
o %0% for the 15" parameter.
e %1% for the 2" parameter.
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User notification

Event - -

Motification type Send an email w

Email title

Email content

Approve Cancel

11.3.2.5 Account reloading

This type of task enables the automatic reloading of all the credits of a user group.

Reloading type
e Set (modifies the credit of a User group).

e Add (adds credit to a User group, the box Define credit limit limits the addition of credit beyond
a certain limit).

e Substract (substracts credit to a User group, the box Define credit limit limits the subtraction
of credit beyond a certain limit).

Balance
Indicates the amount Assigned / Credited / Debited to the user group.

Define credit limit
Indicates the maximum amount of credit that a user may have.

Reloading comment
Comments on the reloading (visible in the credit history report).

Users group

Defines the user group concerned with the reloading task.
Account reloading

Reloading type

Balance

Define credit limit O

Reloading comment |

Users group -

Approve Cancel
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11.3.2.6 User information

This type of task enables the execution of a script or the automatic sending of an email to a user group.

Notification type
e Send an email: sends an email to the users of the group.
e Runacommand: performs a Script.

Email content
Writes the email that will be sent to the user group. This message may contain the following
general meta-characters:
e Name of the user: %USER_ID%.
e Print code of the user: %PRINT_CODE%.
Credit of the user: %CREDIT%.
Full name of the user: %SHOWN_NAME%.
Date of the event: %DATE%.
Add an image: %IMAGE_PATH%/image_name.png
The image (png, jpg or pdf) must be present in the following folder:

\Program Files\Gespage\GespageCore\server\resources\images

User information

Users group -

Motification type Sendanemail  ~

Email title

Email content

11.3.2.7 Performing a script

This type of task enables a Groovy script to be performed by the server. This script can be used for
specific operations not available in the default configuration. Gespage Support can supply this type of
script on specific request.

Scripts must be placed in the following Gespage installation directory:
GespageCore\server\resources\scripts

Script

Groovy Script to run -

According to the script a parameter may be set in the task.
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11.4 Web access

11.4.1 Access right to the administrator interface

The access to all or part of the administration web interface may be configured for groups of users.

- Add access right

Users group

Users group L

Comments |

Administrator O

Access limited to
Users group -

Printer group b

Approve Cancel

Users group
To select the user groups (and therefore the users set in this group) who will have access to the

administrator interface). The user will then have access to all or part of the network interface by
identifying with his login / password.

Comments
Comment on the access rights granted (visible in the Access rights list).

Roles
To choose the tabs that will be visible to the user group.
Several Roles may be selected by pressing the Ctrl button and clicking the Roles wished.

The following roles are available:

- Administrator: Access to the entire administration interface.

- Device management: Access to the configuration menus of printers, terminals and prices.

- User management: Access to the configuration menus of users, departments, groups and
cashier.

- Supervision: Access to the list of printings in the queue, to the general monitoring of printers
and to the list of the documents printed or released.

- Report: Access to the menus of reports (lists of documents printed, released, PDF reports).

- Server configuration: Access to the menus of general configuration of the server.

- Cashier: this profile is used to credit or debit users and departments.

- Cashier (debit only): this profile is used to debit users and departments.

- View/Run tasks: this profile is used for executing tasks.

- Create/Edit tasks: this profile is used for editing tasks.
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Thanks to the event logger (see § 9.3), the differentiated access of users enables to follow who made
modifications to the server configuration.

Each user getting an administrative access can change the display of the dashboard according to his
preferences.

Access limited to
Limits the function for certain groups.
For example, by limiting access to a group, the group administrator will be able to get reports only
on members of this group.

11.4.2 Administrator password

The administrator password may be changed. For accessing to the screen for password modification,
select “Server / Web access / Administrator login “. Enter the password in the first field and once again
in the 2" one then click Change.

ATTENTION! Do not lose your admin password! In case of loss, you will have to contact the Gespage
support.

erver Configuration System Tasks Web access Mobile printing Document flow Support

) Administrator login

Password change

Change

This menu also enables https to be forced for access to the administration page.

The "Only localhost has access" parameter enables access to the administration page to be forced only
locally on the server

The next parameter specifies the client workstations that will be able to access the administration page
of the Gespage solution.
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11.4.3 User interface setting

Login

User experience Security Advanced parameters

Login methods

Approved

| ufti-ciaiog username With password L

|
maill agaress D

Or new accounts O

Active single sign on (550)
Associates the user interface with a SSO system of CAS type.
ATTENTION! The SSO access must be set in several system files with the help of the Gespage

support.

Create users automatically at first login
If “Active SSO “ is checked, this field is active and enables users identifying from a SSO system of

CAS type to be created. If this box is checked, the department can also be selected by default for
these accounts.

Available login methods
Specifies which users will be able to access the mobile printing page.
Only Gespage users: only Gespage users will be able to connect.
Only anonymous users: only users without Gespage account will be able to release prints from
this page. The prints can then be retrieved from a Gespage payment station or a cPad-Pay.
Gespage and anonymous users: Gespage and anonymous users will be able to print from this web

page.
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Authentification with google account
Box checked: possibility to authenticate with your google account. Google application ID must be
entered. It is communicated when the authentication information related to the application is
known to Google's OAuth server (see: https://developers.google.com/identity/sign-in/web/sign-
in?refresh=1)). Gespage accounts must have their Google email address entered in the email field
of the Gespage database.
Box unchecked: The Google authentication button is not displayed.

Type of login level
Multi-dialog username with password: a dialog box with username and password.
Username only.
Print code only.

Two-step verification
Box checked: a code is sent to the email address of the user concerned.
Box unchecked: no code sent.

Disable login with primary/secondary email address
Box checked: locks the connection to the interface with the user's email address
Box unchecked: authentication may be performed via the email address.

Show, create new user
If “ Active SSO “is unchecked, this field is active and enables users to create their Gespage account
from this interface.

Force email as login for new accounts
Box checked: only email addresses are authorized as login when creating accounts.
Box unchecked: login may or may not be an email address.

Show accept new user rule
Box checked: a link will be proposed to the user to consult the terms and conditions of service use.
Box unchecked: terms and conditions of use do not appear.

Rule page
Enables the page of general conditions to be customized. The html file may be sent via the

advanced parameters menu at the bottom of the page.

Rule text (HTML)
Uploads a document that can be viewed by the user when creating his account.

Department for new user
Specifies on which department will be affected the users creating an account via the user
interface.

Start balance for new user
Assigns credit to any new user. User accounts will be unlimited if this parameter is set to -1.
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Security level user registration
None: there is no particular security. The password may be emailed to the user when creating the
account.
Level 1: an account validation email may be sent to confirm that this is a valid address. The account
password may also be emailed when creating the account.
Level 2: an IP address validation is performed and an account validation email may be sent to
confirm that it is a valid address. The account password may also be emailed when creating the
account.
Level 3: same verification as for level 2 but, in addition, a Google captcha request must be solved.
The server domain must be registered with Google to get a Sitekey and a Secretkey from the
Google captcha.

User experience

Login Security Advanced parameters

English -

(<IN <IN < BN <IN < BN < I < J<]

Default language
Defines the default language of the interface. The user can still change the language directly from
the home page or from the Edit My Account menu.

Default welcome page
Used to choose the page that is displayed after the identification on the interface.

The display of the interface can be configured according to your needs from the following menus:

Use custom logo
Box checked: the image appearing at the top of the user interface, can be chosen. Then upload a
file, this image must be in JPG format (755x159).
Box unchecked: the default image appears at the top of the user interface.

Show My account
Box checked: the “Account and Credit “tab is shown.
Box unchecked: the “Account and Credit “tab is not shown.
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Show tab to edit user
Box checked: the Edit my account menu is accessible on the “Account and Credit “tab.
Box unchecked: the Edit my account menu is not accessible.

Allow user to edit their card id
Box checked: the user can then modify his card number via the “Account and credit “tab from the
Edit my account menu.
Box unchecked: the user cannot change his number of identification card.

Allow user to edit their email
Box checked: the user can then modify his email via the “Account and credit “tab from the Edit my
account menu.
Box unchecked: the user cannot change his email.

Allow move balance
Box checked: the user can then transfer his credit to another user account via the “Account and
credit “tab from the Transfer Credit menu. He will have to confirm the name of the beneficiary,
the amount to be transferred and then enter his password.
Box unchecked: the user cannot transfer his credit.

Show History
Box checked: the “Show History “tab is displayed and enables the user to access his history of

credit, copies and prints.
Box unchecked: the “Show History “tab is not displayed.

Show My printouts
Box checked: the “Show My printouts “tab is displayed and enables the user to access the list of
documents sent for printing.
Box unchecked: the “Show My printouts “tab is not displayed.

Allow remove printouts
Box checked: the user can delete the jobs sent for printing via the “Show My printouts “tab.
Box unchecked: the user cannot delete the jobs sent for printing from the Web interface.

Allow the user to release print jobs
Box checked: the user can release the jobs sent for printing via the “Show My printouts “tab.
Box unchecked: the user cannot release the jobs sent for printing from the Web interface.

Show Printers tab
Box checked: the user can view all the printers via the “Show Printers” tab.
Box unchecked: the user cannot view the printers available.
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Security

Login User experience Advanced parameters

Force client to use HTTPS
Box checked: the user interface will automatically switch to the secure port.
Box unchecked: no particular redirection.

Automatic logout (seconds)
Defines in minutes, the time before logout without interaction from the user.

Advanced parameters

Login User experience Security

General parameters

Approve

Custom path to temporary storage folder
Box checked: defines a custom path for storing temporary files.
Box unchecked: keeps the temporary folder by default.

Enable adding Ogone gateway
This menu enables the setting up of a different Ogone gateway depending on the group to which

the user belongs.

11.4.4 Setting the web commerce (option)

Gespage Web Payment is an optional module of Gespage. It is designed to make accessible Gespage
accounts reloading via a customized and secured Web page. The application must be installed on a
Windows or Linux print server hosting the Gespage solution.

The main features of Gespage Web Payment are:
e Bank cards and online payments without buying equipment.

e Several reloading amounts proposed at degressive tariffs.
e Secured payment through a payment gateway (Ingenico payment Services or Paypal).
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11.4.4.1 E-commerce setting

11.4.4.1.1 General parameters

Server Configuration ~ System = Tasks = |Web access ~ | Mobile printing ~ Document flow =  Support ~

Admin web access 3
m Web shop settings User web access » oy = T
Web shop L Web shop settings
General parameters
Web shop items 3

Shop name | |
Shop address | |
Shop phone number | |
Vat number | |
Shop e-mail address | |
Show buy rule

Rule page rules xhtmi

Rule text (HTML) Browse... | Nofile selected. Submit

Shop name, address, phone number, Vat number, e-mail address
These fields give information about the merchant that will appear on the reload page of the user.

Show buy rule

Box checked: users must validate the general sales conditions.
Rule page

Gives the path to the customized page of general sales conditions.
Rule text (HTML)

Uploads a customized HTML file of general sales conditions.

11.4.4.1.2 E-payment gateway

E-payment gateway

Part of order id gespage_

Test mode

Webshop credit's currency EUR
Ogone -
Encryption key | |
Hash algorithm SHA-1 w

| O O ] O O ] O o O O O O
visa  [VisA g = S & 2 (v (8] =2

|

Show logo

PayPal

+
DIBS +
PeleCard +
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Part of order id

Specifies the prefix of order numbers.

Test mode
Box checked: the purchase gateway (Ingenico Payment Services or Paypal) is in test mode,
transactions are not valid.
Box unchecked: transactions are valid, the service is running.

Webshop credit's currency
Specifies the currency used for payment (example: EUR for the Euro, USD for the American dollar

).

Setting Ingenico Payment Services and Paypal

Merchant ID
Specifies the merchant number of Ingenico Payment Services or PayPal account.

Key
Specifies the security key of Ingenico Payment Services or PayPal account.

Hasch algorithm
Sets the cryptographic hash function of Ingénico or Paypal Payment Services, SHA-1, SHA-256 or
SHA-512 account.

Show logo
Allows to choose the logos appearing for the payment of users.

11.4.4.2 Web shop
Reloads offered to users are created, viewed and set from the Web shop.

11.4.4.2.1 Create new item

[ Create new item

ltem name |F{el-:3-: of 165 Units |

Comments |E-:n|_|5 +10% |

Cost

value

'n
T
T
m

Approve Cancel

Item name
Name of the item as it will be seen by the user.

Comments

Comment on the reload item. This comment is used only to facilitate the management of items in
the Web interface, users cannot see it.
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Cost
Defines the reload purchase price.

Value
Sets the actual amount credited to the account of the user (in Euro or Unit). This amount may
include a bonus.

Fee
Specifies an amount of fees, this information will appear on the receipt after the user payment.

VAT
Defines the VAT rate which will appear when reloading.

Net cost
Indicates a net cost, this information will appear on the receipt after the user payment.

Active
Box checked: the item is directly active after validation.

Box unchecked: the item will not be active for users, but appear in the administrator interface in
the list of items.

11.4.4.2.2 List of items

Reloads offered to users can be viewed and modified from this menu.

[ List of items

= S -
Lomments = ACTive

<rm
(n)
(7]
4
@
4

15.00 165.00 Bonus +10% Yes

]
w
13
[1:]

ction Activefinactive item

List of items

Selection of the items to delete, enable or disable.
Several items may be selected simultaneously (with CTRL key).

Delete selection
One or more items are fully deleted.

Active/inactive item
An item is enabled or disabled temporarily. If it is disabled, it will no longer appear on the reload
interface of users.
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11.5 Gespage Mobile

Gespage Mobile is a module of the Gespage solution. It is designed to make the submission of
documents to print available from any connected device, PC, Smartphone or tablet

The main features of Gespage Mobile are:

e Print service available to everyone, all the time, from any connected terminal.
e No installation of print drivers.
e Printing of Pdf, MS Office, Open Office, Jpg ... files.

e Printing by uploading from a web interface (for PCs for example), by email sending (for mobiles
for example) and via a mobile application.

11.5.1 Setting the web print interface

11.5.1.1 General parameters

Config user interface

Cloud printing
Show My documents <
Show Print i
Show Available documents rd
Show Print and save "
Show Upload rd
Max number of document to upload 5
Max file size (Mb) 10
Custom path to My Documents #1|C:/Program Files/Gespage/GespageCare/geps/mydoc
Save cloud documents in this sub folder
Save documents to user's account folders
Show Web printing i
tom path to temporary storage folder | |C:/Program Files/Gespage/GespageCore/geps/imp

Convert upload

Show my documents

This field enables or disables access to the online printing of documents from the web user
interface.

Show Print
This field enables the “Print “tab for sending directly to print the uploaded document.

Show Web printing

This field launches the “ Web/URL printing “ tab for sending directly to print a Web page by filling
in its URL.

ATTENTION! This is the server that accesses the URL to print it, therefore pages requiring an

authentication (login / password) are not operating and the server must have access to Internet
browsing.
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11.5.2 Setting the email printing

11.5.2.1 General parameters

Document code
This field specifies the type of code (Weak: 4 digits / Medium: 8 digits / Strong: 8 alphanumerical
characters) enabling the user to set the print parameters.

Filter files containing
This field specifies the documents or images for which printing is to prohibit by filling in the regular
expressions they contain.
Regular expressions may be complex, go to the site:
http://fr.wikipedia.org/wiki/Regular_expression for a complete definition.

Activate full debug
This field allows you to add logs relating to mobile printing services. It must not be enabled except
at the request of Gespage support.

11.5.3 Print setting from mobile applications

A Gespage Mobile application compatible iOS and Android, can be downloaded from the stores. It
facilitates printing from a mobile phone or a tablet.

Server Configuration System Tasks Web access Mobile printing Document flow Support
Cloud printing
Gespage Mobile App configuration Email printing

Gespage Mobile App

Gespage Mobile App

Activate support

&

ow release do

&

Push authentication on device/mip (only for Xerow/OKl(sXP2) with eTerminal

license

&

Approve

Activate support
This field enables printing from Android and iOS mobile prints.

Allow release documents
This field allows users to release their jobs sent to print directly from the application.

Allow authentication on device/mfp (only for Xerox/OKI eTerminals)
This field allows users to authenticate directly from the application on Xerox or OKI multifunction
with embedded solution.
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11.6 License

Gespage license is based on the maximum number of printers to monitor. Contact your dealer to select
the licence that best suits to your configuration.

In the absence of license, Gespage runs in DEMO mode for 60 days. During this period, all Gespage
features are available.

Beyond this demonstration period, Gespage runs in LIMITED mode. In this mode, printings will no
longer occur normally (only the documents below or equal to 3 pages will be printed) and the
communication between the terminals will be limited.

If the license is ENABLED, the server runs normally.

In addition to the license agreement, Gespage keeps up to date a maintenance date. If the
maintenance date has expired, you can no longer get support from your retailer and you cannot install
new ugrades.

The license includes the number of physical printers managed by Gespage server, it does not induced
limitation on the number of Gespage agents. The license is installed on the PC hosting the Gespage
application, there is no license to install on Gespage agents.

For example, a license PRO can control 100 printers which can be spread out over 4 print servers.
Gespage server is installed on a server, the agents being installed on the 3 other print servers.

Procedure to request a license:
e From the menu Server > Support > License, retrieve the signature of your machine.
e Send the signature of your machine to your retailer with the type of license and the duration
of maintenance wished.
e You will receive an activation key to register in the field “Register your license key “then click
Approve.

Invalidation of the license:
Your license becomes invalid if you change your PC or domain name, or if you reinstall your
operating system.
In case of replacement of your server, the license has to be changed.

License for additional module:
In addition to Gespage license, this is here that activation keys are filled in and maintenance dates
consulted for the following options:

- Web Payment Module.

- Konica Minolta eTerminal.
- Lexmark eTerminal.

- Ricoh eTerminal.

- Sharp eTerminal.

- Toshiba eTerminal.

- Xerox eTerminal.
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| License |

Signature HMBVZTMO

Mode Active (under maintenance)

Maintenance end date Aug 31, 2021
Qity of printers 1001
Qty of physical printers 98

Terminals Mode Details Date Humber of devices
Konica Minolta eTerminal Active (under maintenance) Aug 31, 2021 5

Toshiba eTerminal Limited Invalid license

Herox eTerminal Active (under maintenance) Aug 31, 2021

OKl eTerminal Active (under maintenance) Aug 31, 2021

Sharp eTerminal Active (under maintenance) Aug 31, 2021

Ricoh eTerminal Active (under maintenance) Aug 31, 2021 50

Lexmark eTerminal Active (under maintenance) Aug 31, 2021

Kyocera eTerminal Active (under maintenance) Aug 31, 2021

Brother eTerminal Active (under maintenance) Aug 31, 2021 50

HF eTerminal Active (under maintenance) Aug 31, 2021 5

Toshiba eTerminal v3 Active (under maintenance) Aug 31, 2021 50

Samsung eTerminal Active (under maintenance) Aug 31, 2021 50

Epson eTerminal Active (under maintenance) Aug 31, 2021 50

Canon eTerminal Active (under maintenance) Aug 31, 2021 10

Option Mode Details Date Qty of printers
Web shop Active (under maintenance) Aug 31, 2021 1001
Gespage Mobile Active (under maintenance) Aug 31, 2021 1001

IPDM Trial Jan 31, 2021 100

Copy Shop Active (under maintenance) Aug 31, 2021 1001
Gespage Remote Active (under maintenance) Aug 31, 2021 1001

| License registration
Register your license key
No file selected.
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11.7 Parameters registry

This menu lists the advanced parameters of the system.

ATTENTION! These parameters must only be changed under control of the software support.

Registry
Filter +
Advanced parameters
[ 1| 100 [v] (143143

Name ¢ | value <
accounting.anonymize doc_title 0
accounting.anonymize.username 0
card.force_id_at_association 0
card.secur_mode_association 0
db.backup.directory

1

1308859_1
Idap.AD.kerberos_auth false
maonitor.cron_workinghours #0917 **1-6
ui.printer_link.https 0
ui.show_erasable_ink 0
ui.show_print_c 1
user.print_code.random_length 6

[ 1| 100 [v]  (143143)

Add new parameter

Name | |

Value | |

Add

Some of these parameters are described hereafter:
Force the use of the “Cashier “mode:
Name

“ui.cashier.force_usage “.

Value
llo ll: no / " 1 " = yes.
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Force registration of the numbers of cards associated with the users in one of the field “card number
lor2“:
Name
“card.force_id_at_association “.
Value
“0 “= no forcing / “1 “=forced in “card number 1 “/ “2 “= forced in “card number 2 “.

Add a link to the Repro service in the popup of redirection:
Name

“popup.repro.url “.
Value

Indicates the link.

To interface Gespage with an external purse:
Name
“wallet_ext.mode “.
Value
Defines the mode of external credit.
(eg “ Gespage only “ use of the Gespage credit only.

Name
“wallet_ext.mode “
Value
Defines the mode of external credit.

Name
“wallet_ext.mode “
Value
Indicates the URL of the external purse used.

Set the level of toner alert:
(the alert level set by the printer is used by default).
Name
“monitor.toner_threshold”
Value
“0 “= default value / “X “= % of the alert level.

Anonymize the document titles in Gespage accounting:
Name
“accounting.anonymize.doc_title”.
Value
“0 “= Anonymization disabled (default) / “1 “= Anonymization enabled.

Filter LDAP synchronization events (useful for large directories):
Name
“event_logger.ldap.verbose”.
Value
“0 “= Verbose mode disabled /” 1 “= Verbose mode enabled (default) .
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12.Document flows

Since the V8 version of Gespage a document flow processing mechanism is available in Gespage, it
enables an OCR processing to be applied to certain documents and to place them in storage areas or
to send an email.

A document flow must be composed of an inflow and an outflow.

A processing (via OCR) can be added and two outflows can be used.
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12.1 Inflows

Document flows are configured from the menu Server > Document Flow.

(Nore v

Two types of flows can be created as input: SMTP (sending email to Gespage) or folder Monitoring on
the server hosting the Gespage solution, or on other servers if they are parsed.

The SMTP feed will allow Gespage to manage the flow of scans from email, usually these emails are
issued by MFPs.

To enable the management of copiers, the "IP" address of the Gespage server must be indicated as the
"primary" or "mail" server (the term varies according to the brands of the copiers).

| smTP settings

Primary Server: 10.0.100.22

Secondary Server:

Port Number: 25 (0-65535)

Timeout: 20 seconds(0-60)

Sender Name: copisurs (Up to 20 characters)

Sender Address: mfp@cartadis.net (Up to 64 characters)

Enable ssL

Example: SHARP

12.1.1 Inflow parameters: SMTP

Setting the SMTP inflow consists of filtering emails that are sent to Gespage (i.e., on its SMTP server)
and which are considered as part of the inflow. The emails sent to Gespage are generally sent by MFPs
after a scanning operation.

Name
Name given to the flow.

Check all mail
If this box is checked then all the mails received by Gespage will be considered as belonging to the
inflow. When this box is checked the field "Exception" is displayed and allows to define a black list
of sender email addresses that will be extracted from the inflow
If this box is not checked only emails from senders specified in the “Check all mail” field will be
considered as belonging to the inflow.
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Only check address

If the field “Check all mail " is not checked then only the list of emails specified in this field is

considered as belonging to the inflow.

Exception

If the field "Check all mail" is checked, this field allows to define a list of emails not to be considered

as belonging to the inflow.

Get user from
No

Choose "No" if Gespage does not need to identify the sender of the email.

Current user from machine session:

When an eTerminal is installed on a MFP and a user logged in to use services (scan, copy etc.)
Gespage recovers his name and considers that he is the issuer of the inflow.

The sender

Gespage retrieves the sender field in the email received, this email address is then searched in the
email address list of Gespage accounts, the user having this email address will be considered as

the issuer of the inflow.

12.1.2 Inflow parameters: Folder monitoring

Incoming

Name
Name given to the flow.

Comment

Flow description comment.

Computer name

GESPAGE-TEST-22

C:/Program Files/Gespage,/GespageCore/geps/scan

Current user from machine session ¥

GESPAGE-TEST-22

By default, this field is initialized with the name of the server hosting the Gespage solution.
Otherwise to initialize with the network name of the computer where is located the folder to be

monitored.

Folder to monitor

Name of the folder to monitor on the computer specified in the above field.
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On startup, do
This field can have one the three values:

Do nothing:
At the start of the flow management service, no particular treatment is executed.
Process:

At the start of the flow management service, Gespage will perform the processing associated with

the flow on each of the files in the monitored folder.
Clean:

At the start of the flow management service, Gespage will delete all files in the monitored folder.

Get user from

This field can have one the two values:
Current user from machine session:

When an eTerminal is installed on a MFP and a user logged in to use services (scan, copy etc.)

Gespage recovers his name and considers that he is the issuer of the inflow.
From file or folder

Recovers the user name (user ID) from the name of the file or folder created in the monitored

folder (see the "Identifying pattern" field below).

Monitor only folders
If this box is checked, the 2 following fields are displayed:
Time out folder monitoring:

Set a delay, in seconds, between the appearance of a file in the folder and its processing.
Identifying pattern:

Recover the user’s name by analysing the name of the file created in the monitoring folder,
specifying % username% if the file name represents the user’s name or% machinename% if it

represents the name of the MFP.

Print server name
Name of the print server where the MFP that issued the document.

Filter files containing
Filter the file extensions not to be processed (.txt, .doc ... separated by ";").

12.2 Flow processing

12.2.1 Configuration of flow processing

Only OCR processing is available with the V8 version of Gespage.
To set this processing, move to the menu Server > Document Flow > Connections > Process > OCR.

OCR installation folder (usually empty)
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Parameters of flow processing

Name
Name given to the flow processing

Select OCR NTERPRETER
Selection of the OCR to use for the processing

save as
Searchable PDF: PDF for search and selection of text
Searchable PDF/a: standardized version of the PDF
Text file: Change the document to a text file (.txt)
hocr xhtml file: Format of data representations for formatted texts, obtained by means of an OCR
or PDF.

Interpretation langage
Language taken into account by the OCR during processing (example: eng, fra or eng + fra)

OCR installation folder (usually empty)
Set the installation path if it is not located in C: \ Program Files (x86) \ Default Tesseract-OCR.

12.2.2 Installation of Tesseract

By default, Gespage does not feature a treatment process to create OCR documents.
Therefore, a third-party software must be installed to take care of this part.

We recommend the use of Tesseract version 3.05.01 for Gespage versions lower than 8.2.4 (not
included).

Versions 4 and 5 are now supported from this version.

Please contact our support by email (support@cartadis.com) to get this version.

The Tesseract installer is a standard installer, you just have to validate the installation steps, then
wait for the complete installation:

o

Welcome to the Tesseract-OCR
@ Setup Wizard

This wizard will guide you through the installation of
Tesseract-OCR.

It is recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.

Click Next to continue.

Next > Cancel
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@ Tesseract-OCR 3.05.01-20170602 —

Choose Users

Choose for which users you want to install Tesseract-OCR.

Select whether you want to install Tesseract-OCR for yourself only or for all users of this

computer, Click Next to continue.

(®) Install for anyone using this computer

(O Install just for me

Mullsoft Install System v2.51-1+b1

< Back | Next > ‘ [ Cancel
@T@sserdat OCR 3.05.01-20170602

Installation Complete
Setup was completed successfully.
Show details

Nullsoft Install System v2,51-1+b1

< Back Next > Cancel
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Completing the Tesseract-OCR
Setup Wizard

Tesseract-OCR has been installed on your computer.

Click Finish to close this wizard.

Show README

View Tesseract on GitHub

Finish

12.2.3 Processing blank pages

This process is only valid for pdffiles.

The configuration of this process enables blank pages to be ignored with Gespage advanced scan. This
processing is only valid for PDF files.
A detection threshold can be set depending of your need.

12.3 Outflows

There are two types of outflows: Email and Storage.

Each of these flows can exist separately or jointly. A flow comprising an inflow as well as two outflows
can therefore be created.
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12.3.1 Outflows Email

Current user from machine sessi

Name
Name given to the outflow.

Forward to
Current user from machine session: Recover the email address of the user logged
The sender: Recover the sender's email address entered on the copier
To address: Forward the email to the recipient of the email
Forward to: Redirect to a specified email in Gespage.

Fetch sender e-mail address from
User account: Recover the email address of the user logged
Printer/Copier: Recover the email address entered on the copier as the sender
System email address: Recover the email configuration filled in Gespage
(Server > Configuration > primary email > configuration).

E-mail message
Only inform: Confirmation message sent by email

Standard e-mail: Message confirming the processing of the email
Original message: Sending a message containing the original information
Default e-mail with original message: Combination of the two above messages.

12.3.2 Outflows Storage

ment archive Gespage Mobile Drive

Name
Name given to the outflow.
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Document archive
Gespage Mobile Drive: Saves the file processed directly to the Gespage Mobile Drive accessible
from the user page of Gespage
Google drive: Saves the file processed directly to the Google Drive if it has been associated with
the user account.
SMB Directory:

Home Directory.

If the field “Document archive “is set to “Gespage Mobile Drive “:

The field “Document archive” is displayed, it represents the name of the folder under which

Gespage will archive the documents resulting from outflows. By default, the documents of all users

are archived under: C:\Program File\Gespage-GespageCored\geps\mydocuments.

None: The documents of all users are archived in the default directory.

User id: A subfolder with the user's name is created in the default zone.

Department name: A subfolder with the name of the user's department is created in the default

area.

User id and department name: Two subfolders are created, the first has the department name, a
second folder is created in the previous one with the name of the
user.

Custom: A fixed name subfolder defined in the “In the folder " field is created in the default area.

If the field “Document archive “is set to “SMB folder”:
The following fields are displayed:
In the folder: SMB name to which documents will be created.
Copy to user folder: If the checkbox is checked a subfolder, having the name of the user, is
created in the SMB share.
SMB login:
SMB password: Username and password to access the SMB resource.
DFS (Distributed File System): If the box is checked, the DFS can be used in Gespage.

If the field “Document archive “is set to “Home directory
The following fields are displayed:
SMB login:
SMB password: Username and password with access right to the user's home directory.
DFS (Distributed File System): If the box is checked, the DFS can be used in Gespage.
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12.3.3 Using scan profiles

Some eTerminals enable scan profiles to be managed. For these eTerminals, it is then not necessary to
create an inflow.

Settings:

This menu shows the network folder that will contain the incoming documents before processing. This
area must be local and unique for this use. In the case of remote servers, this area must not be shared
between several servers.

Advanced scans list:
Display of scan profiles available to users.

Create advanced scan

This menu enables a profile usable for advanced scan to be defined.

To do so, the group of users for which this profile will be applied, the processing to be used as well as
the outgoing flow for this profile must be specified.

The processing and the outflow must be defined before creating the profile.

Gespage manual — November 2022



Document flows 159

12.4 Use case of document flow

At first, configuration of an SMTP inflow on which all incoming emails are to be checked.

Forwarding documents

e-mail address from System

An OCR processing is applied and enables the file sent to be transformed as an indexable PDF.

Process

In outflows, an email flow is used as well as a storage flow.

In this configuration, the email is processed and sent to the address of the user connected to the
printer.

Forwarding documents

r e-mail address from ser account M

The email is also sent to its Google drive if the association was successful (see Google drive support
chapter).

Outgoing

Flux storage

Document archive Google Drive v
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Once all desired in and out flows have been created, a document flow can be created.
Document flow
Create document flow

Mame Flux SMTP mail

Comments

Incoming

Flow

Process

Flow Ricoh OCR test ¥

Qutgoing

Flow Ricoh OCR2 v

Flow Ricoh OCR2 v

Other use of document flow (case on Kyocera)

Document flows can be used in other ways.

The incoming flow called "folder monitoring" is used.
First, a default user must be created in your Kyocera address book. This will have to be configured with
an SMB directory which we will then use in Gespage.

E-mail -
E-mail Address :

SMB :
Host Name - (GESPAGE-TEST
Port Mumber :
Path - \\GESPAGE-TEST\Kyocera_2550ci |
Login User Mame : ‘admin |
Login Password : ‘"""u"u"u |
Connection Test : Test

Once the user has been created, an incoming flow named "folder monitoring" must then be added.

ATTENTION! The shared folder must be named as the one declared in Gespage.
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Incoming

Folder monitoring

Name [ |
Comments | |
Computer name [GESPAGE-TEST-22 |
Folder to monitor |C:-‘Fr-3-;ra"w Fi\esﬁ'espa;.-'Gespa-;ec-3r|
On startup, do

Get user from [Current user from machine session «]|

y folders [l

Print server name [GESPAGE-TEST-22 w

Maonitor o

Filter files containing |

Approve

The configuration of the OCR processing as well as the outgoing flows are the same as for the previous
configuration (see § 12.2 and 12.4).
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13.Managing

multiple sites

13.1 Gespage agent: General configuration

13.1.1 Installation

The agent may be installed under Windows or Linux by an installer. Gespage server address must be
entered during the installation or in the confirmation file of the agent.
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13.1.2 Advanced parameters

Some options of the agent may be set from a configuration file.

GespagePrintAgent.conf configuration file must be in the installation directory of Gespage under
GespageCore/conf.

The parameters that can be filled in:

e GespagelP=x.xX.xX.X
Defines Gespage server address (IP or name) (by default, localhost).

e SNMPP0oll=600000
Defines the time in ms between two SNMP requests to retrieve printers’ counters (by default,
10 minutes).

e WinDocname=False
Indicates whether the document title must be retrieved from the system information instead
of the parsing of the spool file (enabled by the value True) (disabled by default).

e WinUsername=False
Indicates whether the ID user must be retrieved from the system information instead of the
parsing of the spool file (enabled by the value True) (disabled by default).

e HideDocTitle=False
Automatically rename all documents titles to increase privacy (enabled by the value True)
(disabled by default).

e HiddenTitleText=HiddenTitle
If HiddenTitleText parameter is enabled, the replacement title of documents can be
customized.

e TrackOnly=False
Enables the Tracker mode of the agent (enabled by the value True) (disabled by default). Note
that the Tracker agent must connect at least once to Gespage server when the service starts.

e (GespageCxDelay=N
Is used in Tracker mode. The agent tries to connect when the service starts and every N
seconds. A random number from 0 to 600 is added to N for each connection.

e SiteName=xxx
Defines the agent name (by default, the computer name is used). Several agents can share the
same name (especially if the same printers are referenced).

13.2 Gespage Remote: General configuration

The concept of "Gespage Remote" allows to have several autonomous Gespage servers (for example
one server per site) and to consolidate data on a single server called "Gespage Central" server (see §
2.2.3). The Central server will gather all the statistical data from all the remote servers.

Gespage Remote is set from the menu of advanced registers (see § 11.7).
Users who are automatically created from a directory synchronization may also have their credit (Black

and White and Colour) synchronized between all the servers. A debit or credit made on any of the
servers will be passed on to all the other servers.
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13.2.1 Central server configuration

There is a single central server. This is the server that centralizes data from the whole site.
There is no particular configuration required on the Central server. Configurations are to be performed
only on remote servers.

Note:
Remote server disconnections (more than one day) can be viewed in the Gespage event log.

13.2.2 Remote server configuration
A Remote server is a remote autonomous server that will communicate asynchronously with the

central server.

ATTENTION! The remote server must connect to the central server periodically to feedback its
statistics and validate its license. At least one connection every 30 days is required, otherwise the
licenses of the remote server will be blocked.

In case of disconnection with the main server, an alert will be available in the event log.

Note:
Prolonged disconnections can be viewed in the Gespage event Log.

A graphic menu is now available for configuring a Remote.
This menu is available via the “Server > Configuration > Advanced Settings > Remote” tab.

/. Remote

Remote Parameters

Active
Central server \ ‘
http port ‘ 7180 ‘
https port ‘ 7181 ‘
Use SSL
Synchronize quotas O
Server remote name ‘
Synchronize users O
Name
“remote.GCS.host or Central server”
Value

Indicate the central server IP address.

Name
“remote.GCS.http_port or http port”
Value
Indicate the HTTP port of communication with the central server (by default: 7180).
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Name
“remote.GCS.https_port or https port “
Value
Indicate the HTTP port of communication with the central server (by default: 7181).

Name
“remote.GCS.with_ssl or Use SSL “

Value
“true “for a secured connection to the central server.
“false “for a non-secured connection.

Name
“remote.GRS.name or name of the remote server “
Value
Modifies the remote server name (by default, the computer name is used).

Name
“remote.GRS.sync_quotas or Synchronize quotas “
Value
“true “so that quotas are synchronized between servers.
“false “so that each server (Central and Remote) independently manages users credits.

Name
“Synchronize users”

Value
Allows user accounts to be retrieved from the central server.
Synchronization sof user information is performed by default every 120 minutes.
Users and their print codes and card numbers will be synchronized from the central server.
Clicking the "Retrieve" button enables the LDAP configuration to be imported from the central
server to the remote.
ATTENTION! In this case, the print codes as well as the card numbers will not be synchronized
between the remotes.

Synchronization period of users (minutes or hh:mm) \ 120

Retrieve the LDAP configurations from the central Retrieve

Name
“remote.GRS. timer “
Value
Modifies the remote server synchronization time (in seconds) (300s by default).
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14.Client

applications

14.1 Gespage Popup

Gespage Popup is a JAVA application running on client workstations. It is intended to notify the user
with Gespage messages such as application of a printing rule or to enter additional information like a
job code, or accept a redirection.

14.1.1 Installation

The Popup may be installed in Windows by means of an installer. A MSI version of the installer is
available to facilitate the GPO deployment.
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Pre-configuration parameters can be added to modify the MSI:
- Authentication
- DefaultUser.

Exemple:
msiexec.exe /i GespagePop_Setup 8.2.4.msi SERVER _IP=MyServerlP *AUTHENT=*MyAuthent*
*USER=*MyUser

For MAC, the application is available in the .app. format.

For Linux uses, this application is extremely simple to install, the Popup application is launched by using
the command:
o $ java -jar gespage-popup-full.jar

A file gpopup.properties containing the IP of the Gespage server must be included in the same
directory as the jar file:
o0 ServerAddress=10.0.0.209

Above command must be executed from all the workstations having to use the Popup window.

Above command line can be included in a command script, and then this script is to start systematically
when starting the user session.

The Popup application requires the Java Runtime 1.8.

14.1.2 Configuration

The application behaviour is configured from the Gespage server from the menu Server > Configuration
> Popup > Notifications.

E5 Popup / Notifications

Notifications Advanced

General

[Detailed o

pup usage
ments

ase with password

Authentication

Authentication mode

je account only ~

Login type

Default user O
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Popup functioning mode

Notification only: Only a tooltip informs the user.

Gespage Print Popup 8.2.1

Your document "Microsoft Word -
testnb. : i
printer

09:39 E
25/06/2020 1

Notification and authentication only: A tooltip and a Popup of authentication will be displayed.

&y Gespage Print Popup = =

Please enter your user name and your password.
Uszer carole

Password TIIL)

8 Gespage

Detailed: The Popup displays all available information: the user credit, the printing cost, the user
name... Tooltip notifications will also be activated and it will also be possible to enable user
authentication.
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.
i Gespage Print Popup = EY

Information
Flease confirm your print job...
Accouni
lUser Carole Tshiala (carole) Balance 250.00 See print code
[
Frirnt quevie
Document | Microsoft Word - GespageGB_V6.5 -

Printer CARTADIS-SBS/HP_SAV
Format A4
Ink Black & White

Page number 3 Price 0.03

Release

Rename document Job | azer -

\ '3‘__,]rj\l_'1F': . -;_'j o Select all jobs Cancel

Popup locale
This field defines the language of the messages of the Gespage Popup window. The languages
available are for example:

e fr_FR: for French.
e en_US: for English.

Always accept documents
Box checked: If the user’s credit is insufficient, however, the document sent to Gespage remains
in the queue until his credit becomes sufficient. This configuration is used when users pay their
document with a purse card type (in this case, the user never has money on his account).
Box unchecked: The user’s credit is checked before printing the document. If the user’s credit is
insufficient, the request for printing is cancelled.

Force the use of the popup
Box checked: The documents will be sent for printing only for workstations fitted with the popup.
The other workstations without a popup but with a Gespage printer will not be able to print.
Box unchecked: All workstations with a Gespage printer will be able to print.

Rename documents

Box checked: The user can change the document title, due to confidentiality reasons, the title of a
document can be modified so that it does not appear in the various status of the system. The
modification of the title is also interesting in anonymous environments such as a public library for
identifying the document on a payment station. Payment stations often display all the documents
pending on a printer, the owner identification of the document based on its title is sometimes
useful.

Box unchecked: The user cannot change the document title.
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Secure job release with password
Box checked: The user can associate a password to his document. This option is only useful in
anonymous environments to secure release of documents per payment station without
authentication.
Box unchecked: The user cannot associate a password to his document.

Gespage Popup application is composed of a first window (in option) for authentication request, then
a second one for print description. The authentication mode of the first window is configured by the
following parameters:

Authentication mode
Existing Gespage account only: The user must have a Gespage account (local to Gespage or from
a LDAP synchronization). If a password is requested, it is checked locally by Gespage in the case of
a local account. In the case of an account synchronized with a directory, Gespage forwards the
authentication request to the directory having created the account.
Dynamic creation of Gespage account: Gespage proceeds the same way as in the case of “Existing
Gespage account “ but if the user is unknown and, after a request for confirmation, it creates a
local Gespage account.
Popup users are anonymous: The authentication window does not open, only the details window
of the document opens, it enables the anonymous user to enter a name (or a nickname) for
identifying the document at the payment station. Gespage does not create any account, it only
associates the name supplied by the user with the document.

Gespage manual — November 2022



172 Gespage user’s manual

Login type
No authentication: The authentication window does not open, the login name of the session must

match a Gespage account, or the authentication mode must be “ Allow anonymous users “.

Entry of the username with echo: The user authenticates by a login name only, the characters
entered are displayed (no confidentiality).

Entry of the username without echo: The user authenticates by a login name only, the characters
entered are not displayed.

Entry of the username + password: The user authenticates by his login name and his password.
Reading card: The user authenticates by passing his card on a card reader connected to the
workstation. In this mode, a reader profile may be selected to handle the card number read at the
reader.

Print code: The user authenticates by entering his code print code.

ATTENTION! The login modes available depend on the authentication mode previously selected.

Default user

Box checked: The default value in the login window of the user name is equal to the “ default user “
field. This field can be blank if you wish the user to enter his name every time he prints.

Box unchecked: The default value in the login window of the user’s name is equal to the login of
the session.

Authentication information input
At every printing: The authentication window opens at every print request.
After a deadline(s): The authentication window does not open if a print request is launched less
than N seconds after the previous one.
At the first printing: The authentication window opens only once. The coming prints use the same
user name up to a new user login.

&5 Popup / Notifications

Popup Advanced

lotification’s configuration

Alert on doci

&l

ment's redirection

&l

Applying redirection rules

&l

Others

&l

Alert on de ment's deletion

dto trash

&l

edtore

&l

E&l

Printing nc

&l

Automatic cleaning

&

Others

&l

Alert on enforcing output specification

B EAEJNE

Email if popup inactive

Popup notification media

Customize email title?

Email title [

This menu enables notifications sent via the Popup or email to users to be enabled or not when a
printing rule is applied.
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Alert on document's redirection
- Applying redirection rules.

- Others (for example, deletion made by the administrator from the menu Monitoring print
queues).

Alert on document's deletion
- Redirection to trash.
- Redirected to reprography service.
- Printing not permitted (depending on access rights granted).
- Automatic cleaning.

- Others (for example, deletion made by the administrator from the menu Monitoring print
queues).

Alert on enforcing output specification
- Duplex and Grayscale enforced.
- Grayscale enforced.
- Duplex enforced.

Popup notification media
- Popup: the user will be alerted via the pop-up (it must be deployed on workstations).
- Email: the user will be alerted by email (his address must be entered in Gespage).

- Email if pop-up inactive: if the Popup is not installed on the workstation, the user will receive
an email.

Customize email title?
Changes the subject of the email sent to the user (by default “ Print Gespage notification “ is displayed).

Popup Notifications

Popup client identification mode

Identification by user name

&

on by computer IP address

&

Identification by computer name

&

Advanced parameters for the Popup identification
By default, the Gespage server contacts the Popup by using the following characteristics of the
workstation launching the printing:
- The user name of the current station.
- The workstation of the IP.
- The workstation name.

Above characteristics are used only to identify on the network the workstation having launched
the printing. If some of these characteristics are not unique on the network, they have to be
disabled as identification criterion. For example, it should be necessary to disable the identification
via IP if the same IP ranges are shared on several sub-networks.

ATTENTION! During a test installation of the Popup on the same server as the Gespage software,
the identification via IP must be disabled.
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14.1.3 Advanced configuration

We saw that the functioning window was configured by parameters from Gespage server; this means
that all Popup windows will behave the same way.

Nevertheless, it may be requested that some workstations are not configured the same way, for
example, use a different language or a default login name. Such exceptions are expressed by
redefining the parameters on every station in a text file. The configuration file must be named
gpopup default.properties. This configuration file must be located in the same directory as
the file gespage-popup-full.jar.

The names of the parameters and their value are:

#Default Popup Properties

### General behaviour properties

e
AlwaysAcceptJob=false

PopupMode=account
#PopupMode=anonymous

#DefaultUser=

# Remember authenticated user (-1: only once, 0: always, > 0
# Number of seconds)
AuthRemember=0

### Display properties
#H4 -

#Show option to rename document
ShowDocRename=true

#Show option to protect document by password (by default it is shown
in anonymous mode and hidden in account mode)
#ShowDocProtection=true

# By default, system locale is used
#Locale=en

14.1.4 Popup behaviour

The Popup is launched at the opening of the user session.
An icon appears in the System Tray to indicate its status.

\ Specifies that the Popup is correctly connected to the Gespage server.
\ Specifies that the Popup is disconnected from the Gespage server.
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Here are some examples of the Popup behaviour according to the configuration:

Example of authentication Popup by login
With the following configuration of authentication:

Authentication

Authentication mode | Existing Gespage account only w
Login type [Usernamewith eche o]

Default user O

Authentication information input |.i.t each print job v|

The following authentication window appears at each print request, the User field is default initialized
with the login name of the OS on which the Popup is running (for getting another default value, the
field “Default user “ must be configured).

B Gespage Print Popup =

Please enter your user hame.

User ‘fiudovic

ﬁGespoge [l | [ox |

Example of authentication Popup by login / password
With the following configuration of authentication:

Authentication

Authentication mode | Existing Gespage account only ~
Login type [User name + password |

Default user O

Authentication information input [ At each print job |

The following authentication window appears at each print request:

Please enter your user name and your password.

User ;'iudovid

Password

*Gespoge
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Example of Popup confirmation

With the Popup parameters adjusted as follows:

General

Popup operating mode
Popup locale

Always accept documents
Enforce Popup usage
Rename documents

Secure job release with password

[ Detailed v

K& s
q

OO

The Popup window is displayed as follows:

% Gespage Print Popup

Ink Black & White

Page number 3

Release
Rename document

8 Gespage

Information
Please confirm your print job...
Account
User Carole Tshiala {carole) Balance 250.00 See print code
Print gueue
Document :Microsoﬂ: Word - GespageGB_V6.5 -
Printer CARTADIS-SBS/HP_SAV
Format A4

Price 0.03

Job :Producﬁon P
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If new documents are sent to the server while a Popup window is opened, it is updated accordingly.
The user can then validate several printings simultaneously by checking the box “ Select all jobs “.

The following Gespage Popup window suggests the user to redirect his document to another printer
for reducing costs (and thus the carbon mark).

Ay Gespage Print Popup

Information
| Your document ‘Microsoft Word - GespageGE_V6. 5' should be printer on printer 'CARTADIS-585/Kyocera_Accueil.
== (Document has too many pages)
Account
User Carole Tshiala (carole) Balance 250.00 See print code
Frint gueue

Document iMicrusaFt Word - GespageGE_V&.5
Printer CARTADIS-SBS/HP_SAV
Format A4
Ink Black & White

Page number 3 Price 0.18
Redirection
Do you want to print the job on "CARTADIS-SBS Kyocera_Accueil™?
- : i) Yes (@) Mo
Release
Rename document Job |BE -
* Gggpgge Select all jobs Cancel ] [ OK ]
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In the following example, the user is declared as having to give the name of a job. The Gespage Popup
window displays the list (at the bottom right) of the jobs made accessible to this user; the last choice
is displayed by default.

Ay Gespage Print Popup I-il_lﬂ_hj

Information
Please confirm your print job. ..
Accouni
User Carole Tshiala {carole) Balance 250.00 See print code
Frint queue

Document :I'"'Iicrosof't Word - GespageGE_VE.5
Printer CARTADIS-SBS/HP_SAV
Format A4
Ink Black & White

Page number 3 Price 0.03

Release

Rename document Job jProducﬁon

& G@SPUge Select all jobs

Examples of notifications

The Popup displays the notifications in the Traylcon:

Gespage Print Popup 8.2.1

Your document ‘base.b

10:11

"]
A W) RA a0 A

In the case of redirection notifications, the cause is specified:

Gespage Print Popup 8.2.1
Your document’

testnb ha

print

25/06/2020
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Gespage Print Popup 8.2.1

Your document 'Microsoft Word -
testnb.docx’ should be printed at
reprography service.

(Documents printed on 'GESPAGE-TE!

Java(TM) Platform SE binary

10:19
24/06/2020 Ep_

14.2 GPayStation

GPayStation is an application of payment station for PC. The payment station is a workstation from
which users can pay their pending printings by means of readers connected to the workstation or with
an account.

The payment station operates with a prepayment of printings. The payment is made by debit card or
by debiting a Gespage account.

The payment station allows payment with the following readers:
e TCRS
- Magnetic debit card.
- Payment of printings only.
e TCM2/TCM3
- Mifare card with Cartadis purse.
- Payment of printings only.
e CMI
- Payment of printings and copies.
- Chip debit card (with the TC20 reader).
- Magnetic debit card (with the TCRS reader).

GPaysStation is a Java application compatible with Windows, Linux, and Mac (Java 1.6 is required).

14.2.1 Installation

14.2.1.1 Software installation

The pay station may be installed in Windows by means of an installer. Following the installation, the
payment station will be launched automatically on workstation start-up.

For MAC or Linux uses, this application is extremely simple to install, the GPayStation application is
launched by using the command:

o $ java -jar GPayStation-full-prod.jar
A file gpaystation.properties containing the IP of the Gespage server must be included in the same

directory as the jar file:
o ServerAddress=10.0.0.209
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14.2.1.2 Workstation configuration

Users have free access to the payment station, so it must be configured with a high security “ kiosk “
type to prevent any configuration changes for users.

The user starting the payment station must not have the root or administrator rights. Certain shortcuts
must also be disables. Thus, on Windows, the Windows key, the Ctrl-Alt-Del or Alt-Tab must be

disabled.

The workstation locking after a delay to a standby mode must also be disabled.

14.2.2 Configuration

14.2.2.1 Authentication
The payment station may be set by using the 3 following authentication methods:

- No authentication / Anonymous Mode.
The list of printings in the queue is displayed in the current screen; it is updated in real time with
each new printing. Anonymous users may select their printings in the queue.

The latest printings are displayed at the top of the list.
In anonymous mode, it may be useful to install a Popup on client workstations allowing users to

customize their printings (user name, document name). A password may also be defined in the
Popup to secure the printing release by a password at the payment station.

&G
] user Station Time Document Pages Cost
O |h1dcvv|c lgespagedlouds.localdomain March 27, 2014 2:39:40 PM $(counters.pdf) 6 0,60€
[ udovic i March 27, 20149:42:56 AM (Paris_4_Gespage_FluxReseaux.docx) 2 0,20€
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- Authentication by user name
The user must enter his name before viewing his printings.

’Gequge
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- User name and password authentication
The user must enter his name and his password before viewing his printings.

¥Gespage

e Authentication by card
The user must pass his authentication card before viewing his print jobs.

14.2.2.2 Logout

An administrator may close the payment station by choosing the icon ﬁ at the bottom of the screen.
He must then enter the password set in the configuration of the payment station on the server. By
default, this password is gespage.
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14.2.2.3 Payment of printings

The user may choose the printing that he wishes to print by double-clicking. He may also select several

printings for paying them simultaneously. A window will open to finalize the payment.

Document name :
Printer :
Issuing station :

Issuing Date/Time :

Login name :
Number of pages :
Format :

Price :

(counters.pdf)

Jouds.loc
gespagecloud6.localdomain
March 27, 2014 2:39:40 PM
ludovic
6
A4
0,60 €

&G
ludovic | Logout
[J user Station Time Document Pages Cost
[ |udovic lgespagedouds.localdomain March 27, 2014 2:39:40 PM \(counters.pdf) 6 0,60 €
[ Judovic \gespagedoudsé.localdomain March 27, 2014 9:42:56 AM (Paris_4_Gespage_FluxReseaux.docx) 2 0,20 €

yment mode sefecti

The modes of payment available are set at the server:

- Payment by magnetic card on a TCRS reader.

- Payment by chip or magnetic card on a reader connected to a CMI.

- Payment by Cartadis Mifare card on a reader connected to a TCM2 or a TCM3 (in CCID mode).

- Payment via a Gespage account (if authentication is enabled on the payment station, the user will
automatically have access to his credit).

If several modes of payment are proposed, the user chooses its own.
Once the user has paid his printing, the server starts printing.

14.2.2.4 Cancellation of printings

In authenticated mode, the user may delete his printings in the queue.

In anonymous Mode, this feature is not available for security reasons. In that case, it is advisable to set
the server in order to regularly purge printings from the queue (see § 4.1.2).
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15.Annexes

15.1 GDPR compliance

15.1.1 What are the consequences on print management systems?

About GDPR:

Regulation no. 2016/679, known as the General Data Protection Regulation (GDPR), is the new
European reference text on the protection of personal data. It strengthens and unifies data protection
for individuals in the European Union. It is scheduled to come into effect on May 25, 2018.

Any breach of the obligations regarding the protection of personal data can be sanctioned by heavy
fines.

The General Data Protection Regulation (GDPR) is a regulation by which the European Parliament, the

Council of the European Union and the European Commission intend to strengthen and unify data
protection for all individuals within the European Union.
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This regulation applies to any organisation with employees living in the EU, which could collect and
process personal information about its employees.

GDPR mainly aims at giving control of their personal data to citizens and residents and to simplify the
regulatory environment for international affairs by unifying regulation in the EU.

To comply with GDPR regulations, organisations must ensure that their IT systems are secure.
Organisations must respect the rights of the people concerned and ensure that they give their consent
to the storage of information. People concerned should also be able to access their information on
request and require their deletion.

Securing the IT system and its design within proper rules are the prerequisites of any compatible GDPR
system.

Why do you have to secure the printing system?

GDPR requirements also apply to the printing system.

An unsecured printing system is a vulnerability factor for an organisation. It can be an entry point for
an attack by "hackers" and the printed documents themselves represent a risk of data loss. Unprinted
documents stored on the MFP hard disk or in the print queue on the server can also cause data loss.

The information of a user is automatically deleted (directory synchronization) when leaving the
structure. Only the print history remains saved for statistics calculation.

A parameter is also added in the Gespage administration to automatically request the anonymization
of print jobs when a user leaves the organization.

People therefore have a right to oblivion for their own information
If a user using the Gespage system wishes to benefit from this regulation within your company, simply

proceed as follows:
- Login as an administrator on the Gespage web page (http://localhost:7180/admin).

- Move to the Server > Configuration > Account Management > Settings > Users menu.

(As shown in the screenshot on the next page).
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' Gespoge p Dashboard & Printers & Accounts ¥ Monitoring Reports

Server System Tasks Web access Mobile printing Document flow Support

Admin Parameters

AcCcoun ! en
/ US:I \CcCount managem ent | IUsel's param eters I

Primary email AD/LDAP Synchronization

Popup / Notifications

Advanced parameters . MEHUE'
Mode of cre
Dynamic (at the first print)
None
Print code creation Same as user login
® Random numeric code
Maximum number of cards per user . 2
Mo
Enable color credit management
® Yes
Reader profile - v
Privacy management -
ation type Upon account deletion ¥

ation of account histories

Anonymize user names

mize document titles

Approve

e Then just check the boxes to anonymize the user's name and / or the titles of these documents
(they will be replaced by the character "*" and click on the "Approve" button.

15.2 Gespage Mobile user manual

This section deals with the manual for users of Gespage online print solution, online printing means
printing submitted from a web browser or smartphone. This type of printing has the advantage of not
requiring the installation of a print driver on the client computer. A manual is accessible from the web
user interface by clicking o

It may be customized and modified by moving to the installation directory under:
Gespage\GespageCore\Geps/etc.

The manual must have the following name:

- Multilingual version: “man.pdf “.
- Localized version: "man_locale.pdf" (ex: man_fr.pdf, man_en.pdf).
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User Manual of print service
by the Cloud, email and the
mobile application

Gespage manual — November 2022



Annexes 189

¢
How to access my account?

The user interface is accessible by opening a page in your Web browser and going to the address:
http://gespage-ip:7180/gespage/users/.

The language can be chosen from the scrolling menu.

*Gespage%"‘/ e

‘ Log in

User name

Password

| Log in -

Forgot your user name or password?

G

Connexion
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—

Create a new account

An account can be created by clicking “To register an account click here “ and fill in the information
requested.

S S —

Create a new account ®x

You must have a valid email address to register an account here!
You must accept our rules. and enter valid information in all fields!

preferred account name

Your email

Password

Re-enter password

Your name

| accept the rules.

Readthe rules.

Abort Register

Preferred account name
Fill in your username (this field may not be shown if the email address is used for Login).

Your email:
Enter the email address used to login and used for the email Printing.

Password / Re-enter password:
Enter a password of at least 6 characters.

Your name:
Enter the name that will appear in your account.

After having read and accepted the terms and conditions, check the box “ I accept the rules. “.
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“ Home page — My account

-

Gespogedé“/ e

ng My account History My print jobs My documents Print Log out @
‘ My account ‘ ‘ Q Available cloud services ‘
User name tloury
. My documents
Your name Theo Loury
Your email tloury@cartadis.com =l .
. Print
Your print code: 7750
Balance: 250 Unités 3 _
©Of which 0 Unités for color L Manage services

| Editmyaccount »» | | Buy balance =
History
=
%= Print services

[

,Ii Print from
&% mobileltablets
Print from connected M| Copy
-« cloud services W Fri
rintout
| Scanning
M Fax

Once connected, the homepage displays information about your account and gives access to the online
print service.
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“ Menu - History

The history of your Gespage account is accessible by using this tab.

—~—

" Menu - Balance history

= My account History My print jobs My documents Print My printers Log out @

Consumption H Copy/print history H Balance history

From | 2020-06-22 | To|2020-06-24 | | searcn |
(10f1) 14 || <4 E [
Information % Type % Date and time 3 Amount 3 Total =
O | Test Manual 2020-06-23 15:15:21 260.00 EUR 510.00 EUR
(of1) | 1« =« E — —

Display the history of your credit:
e Reloads (WebPayment / Automatic / Manual / Payment system).
e Spendings (Copy / Print / Scan / Card buying).

~——

" Menu - Copy/print history

= My account History My print jobs Wy documents Print Log out (=]
Consumption H Copy/print history H Balance history
From | 2020-06-01 | To|2020-08-24 | | searcn |
Aoty [ <« [A [~ |~
Document & Type & Date and time & Pages % Cost ¢
[»] Utilisateur Printout 2020-06-10 17:02:11 1 2 Unités
[+ ] File d_attente locale Printout 2020-06-10 16:58.59 1 0 Unités
Liste des. B
0 départements Printout 2020-06-10 16:57:48 1 0 Unités
[+] Liste des Utilisateurs Printout 2020-06-10 16:55:40 3 1 Unités
Q | Luteds Printout 2020-08-10 16:52.53 1 0 Unités
départements.
Liste des. -
[ ] departements Printout 2020-06-10 16:44:54 1 0 Unités
Liste des. e
[ ] departoments Printout 2020-06-10 16:43:40 1 0 Unités
0 Gespage FR Printout 2020-06-10 16:40:15 3 1 Unités
o1} e <« [ o |l m

Display the history of your copies, prints and scans, the date and time of the transaction, the number
of pages and the cost.
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Menu - Consumption history

=l My account History My print jobs My documents Print Log out

9

‘ Consumption H Copy/print history H Balance history
Consumption From 2020-06-10
Counted pages Amount

Copy total 0 0 Unités
Printout total 12 6 Unités
Sum scanning 0 0 Unités
Total 12 6 Unités

Scan
Impression .

Copie

] 4 8 12 16 20
Ten

Display the detail of consumption for copies, prints and scans.
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=

" Menu - My jobs

= My account History

My jobs

My documents My printers Log out

Document

Rohs anglais.pdf

- - - chiffrage base.xlsx
GB courrier.doc

Rohs anglais.pdf

Rohs anglais.pdf

Date and time: 2014-07-28 17:28:08
Pages: 1.0

Cost: 2 Unit(s)

Format: A4

Ink: Color

Duplex: No

Billing code:

Group(ou): SBSUsers
Workstation: Gespage_Cloud

Your name:

Print/copy name: PC_TESTGESPAGE/HP SAV

2

| Remove selected printouts | ‘/0

<< Back | 1| Proceed >>

From this menu, users can view the documents sent to print but still not released.

(1) Select the prints and shows the information about the document by flying over its name.
(2) By clicking this tab, documents may be deleted from the pending jobs.

(3) Choose the printer.
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=

" Menu - My documents

This tab gives access to the submissions of documents from Cloud Printing.

Select document archive

Gezpage Mobile Drive = Pl

Available Documents

= Upload a new document or image

w
i
w
o
b

logs.txt is uploaded

@) 10
Date and time
~ S
Type Document From
¢ To
-
a lngs txt 2020-08-23 15:43:16 e |0|a
& Print selected documents m Delete selected document

- -

" Tab: Available documents

The Select document archive menu allows you to choose the location of the documents you want to
view.

Documents can be saved in the Gespage Mobile area (local storage at the Gespage server) or the
Google Drive account of the user if his account has been associated

The "Upload a new document or image" button allows you to import a local document to the selected
storage area.

Finally, the list of documents available in the storage area is displayed at the bottom of the page.

Then they can be printed by clicking = &  , re-downloaded | @ or deleted
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)

% Menu - Print

-

" Tab: Print

Print Web/URL printing n

+ Upload a new document or image

(1) Send a document to printing by uploading after having clicked | # Upload a new document or image

-

" Tab: Web/URL printing

After having set the print parameters, Web pages can be printed directly.

Print Web/URL printing

Printer GESPAGE-TEST-22/Konica support «

Web page/URL | hitp://gespage.com/fr/

Pages n

Print All pages in interval

Copies 1

-
Sort
Format
Landscape
Coler

Fit to page
g @ & Print
(1) Copy / Paste the address of the Web page you wished to print (for example:
http://gespage.com/fr/).

Define then the appropriate print parameters.
(2) Click Print.

& Pages requiring an authentication (login / Password) are not operating.
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N

" Choosing print settings

Before sending a document to print, settings may be defined:

(1)
(2)

(3)

(4)
(5)

(6)
(7)

(8)
(9)
(10)

~———

Choose the printer.

Pages enter the number of pages and / or the
range of pages to print, separated by
semicolons from the beginning of the
document and / or the selection for example:
1; 3; 5-12).

Print all pages in the range, or only odd or
even pages.

Copies.

Sort to print a document in full before
proceeding to the next copy.

Format to set the format of the print.

Landscape, if unchecked, printing is done in
portrait mode.

Color (black and white by default).
Duplex (long edge by default).
Fit to page.

= .
What type of documents can | print?

Print

Printer

Pages

Print

Copies

Sort

Format

Landscape

Color

Fit to page

=]

| GESPAGE-TEST-22/Konica support -

e

1

| All pages in interval - |

& O &

& Print | | @ Abort |

Cloud Printing Pro version enables the following documents to be printed:

Type of document

Description

Microsoft Word, PowerPoint and Excel (doc, docx, ppt, pptx,

Office xls, xIsx)

OpenOffice, Writer, Impress and Calc (odt, odp, ods)

LibreOffice

xt, .rtf, .xps, .jpeg

Limited to 20 Mb per document

Non-secure Web Page

A Documents protected with a password will not be printed.
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Printers

Displays the available printers.

*aespag el

= My account History My print jobs My documents Print My printers Log out @
Name Type Ink Information
BHCZ27 Printout/Copy Color
Brother_89500WW Printout/Copy Color
Brother_L&3000WW Printout/Copy Color Test 5071
Brother_PrintZMe Printout/Copy Color
Canon Printout/Copy Coler
canen-print2me Printout/Copy Color
Canon_IRADV_C3520i Printout/Copy Coler
Copieur_accueil Printout/Copy Color
Copieur_accueil_rebond Printout/Copy Coler
Copieur_etage Printout/Copy Color
Help menu

’Gespag ClowdCome

[g] My account History My print jobs My documents Print My printers Log out ﬁ

Myacoount H H = Print services

The user manual is accessible by clicking &
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Email Printing

Gespage Mobile also features a direct printing of documents by sending an email to an email address.

Email of validation

Once the email sent to the address print@your-company.gb, you will receive an email asking you to
follow a link.

In this email, you will find:

Gespage Mobile

°
Your name. Hello Théo Loury.

Below you will find information about your printing.

To print

e Alink to define
the print settings.

through the browser

1. Click here to start.
2. In the web app, select printer, click login.
3. Set how you want the document to be printed, click print

e The titles of the files

. Received files/documents
received.

= Mail: ymail.html(mobiprint)
o Attachment: ntTest.docx

Copyright © 2020 Gespage mobile

The body of your email and the attachment will be available for release. Only one of the two may be
printed.
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Choosing the printer

This menu enables:

(1) To choose a printer.
(2) To fill in the code of your document
(in standard, the code of the last document is

displayed).

(3) Click “Connection “to fill in the parameters.

Select printing options

M 4 .l 73% (= 10:52

10.0.0.214:7180/gespage/webapp/r 4 :

* MobiPrint

Select the printer and enter your
document code

Printer

U Hpsav v

Document code

1293 @

@ Connection

EOOF B R wil 73% (= 10:53 Bad VGespage
.~ MobiPrint @ Back
(1) Selectthe pages of the document to print (enter the number
Select printing options of pages and / or the range of pages to print, separated by
semicolons from the beginning of the document and / or the
Pages selection for example: 1; 3; 5-12).

Al 1]

(2) Define the number of copies.

—
opies (3) Specify whether the documents should be assembled or not
L 2 (to print a document in full before proceeding to the next
copy).
3] (4) Duplex: - No
- Long edge
Duplex - Short edge.
Long edge Bo (5) Clicking it validates the printing.
Print @

i

g

FPURSE
>
L
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“ Mobile application

Gespage Mobile also allows to print documents directly from an Android or iOS device (Smartphone /
iPhone, Tablet / iPad ...).

Orange F [a]

Google g

-—J‘!—f

Downloading the application

For Android terminals, move to “Play Store “to
download “Gespage Mobile “application.

For iOS terminals (iPhone and iPad), move to “App
Store “to download “Gespage Mobile “application.

Play Store Gespage Mobile

o Setting up the application

= NE® o
= Gespage Mobile a4
‘o
20

Location/IP to Gespage ‘]

User name o) Fill in the address of Gespage server.

Password 8 - Indicate your Gespage user name.

Fill in your password.

Lagin
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Home menu

- Send the documents to print. (] Print ﬂ

- In front a multifunction or a printer, your E00 Release print jobs £3

documents can be released.
» My Account 8

- Display the details of an account (name, email, ‘
credit ...), the history of the operations and the - Settings El

history of the credit.
<.> Exit 6

- Set up the application.

- Disconnection of the application.

Print

A document may be printed as follows:
e On opening a document compatible with Gespage Mobile.

e Via Gespage Mobile application.

Choice of the document:

(1) Print the photos already taken with your phone.

Orange Pl O NS T (2) Open the photo application and prints the photo
= Print from immediately.

(3) Find the documents stored on your Gespage personal space

H Gallery ‘] to print them.

(4) Open the file explorer to print a document present on your
. Camera g phone.
: (5) Information to print by sending an email.

E—
My Documents g

v File System B

~ Email printing 6
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Choice of the printer:

(1) Fill in the name of the printer of your choice

or

flash the QR code present on your printer.
(2) If necessary, change the print settings.
(3) Release your document to print.

Options of prints

Orange F [a]

12:21

NS T

Print options

Select print properties

Document name image001.png

Printer

Pages
Print
Copies

Sort
Format
Landscape
Color
Duplex

Fit to page

Abort

KONICA

All pages in the range

Yes

A4

Yes

No

Yes

Yes

Print

Orange F ] O NE T 1200
— Select Printer

Please type in the printer id or scan the
[F) QRcode

Document name
image001.png

Printer id
TOSHIBA ﬂ
QR code
Print now Print options
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Orange F[a O NI T Ldm12:00
Release the prints = Select Printer
Please type in the printer id or scan the
This tab enables a document already sent for printing =) QR code
to be released by choosing the printer. Printerid &)

In front the printer, its name may be filled in 0 orits
QR code scanned | .

Account management

g QR code

oK

This menu enables:

(1) To consult the account information.
(2) To display the history of prints.
(3) To consult the history of the credit.

range FR O MIT 7 4 1201

— My Account ey History of activity
C
IMG_20131220_000607.png
2015-01-06 09:57:28

1
1.00 Units

User name
vincent
Your name

Vincent Delautre

Your e-mail
v.delautre@cartadis-old.com
Card id

Your account balance
1499.8

Abort Save Back
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— Balance history

[1BW/0CO.]IMG_20131220_00...
20715=01=06 09:57:25

-1.00 Units

99,00 Units

2015-01-06 00:00:01
0.00 Unit
100,00 Units

2015-01-05 00:00:00
0,00 Unit
10000 Units

2015-07-04 00:00:00
0.00 Unit
100,00 Units

2015-01-03 000001
0.00 Unit

1M N6 | Enite

Back



Annexes 205

. . . Orange F ] O MNIE T ol 12:01
Setting the application — )
—— Settings

If you want to remove this device and
disconnect it from Gespage, then click
on 'Disconnect'.

User name

vincent
Location/IP to Gespage
10.0.81.3:7180

Exit application after print out
Yes
Auto authenticate device
Yes
Log in automatic
Yes
Remember last printer
Yes
Warn on mobile network
Yes

OK Disconnect

15.3 Web payment user manual

This section deals with the manual for users of the reloading solution of Gespage accounts. A default
manual is accessible from the web user interface by clicking &

It may be customized and modified by moving to the installation directory under
Gespage\GespageCore\Geps\etc.

The manual must have the following name:

- Multilingual version: “man.pdf “
- Localized version: “man_locale.pdf “(eg: man_fr.pdf, man_en.pdf).
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User manual for
reloading
Gespage accounts

°®
o

¢)
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¢
How to access my account?

The user interface is accessible by opening a page in your Web browser and going to the address:
http://gespage-ip:7180/gespage/users/.

The language can be chosen from the scrolling menu.

*Gespcge%’“/ e

‘ Log in H Payment printing ‘

User name

Password

Login -+

Forgot your user name or password?

e
7

Connexion

Copyright & 2018 Gespage mobile (Ver: 8.3.5.100804) O5: win10 (64)
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“ Home page — My account

*Gespag CloudCime

= My account History My print jobs My documents Print Log out @

‘ My account ‘ ‘ @ Available cloud services ‘

User name tloury - My documents i

Your name Theo Loury

Your email t.loury@cartadis.com ol .
. Print 2
Your print code: 7750
Balance: 250 Unités A )
Of which 0 Unités for color & Manage services | &
’ Edit my account ] ’ Buy balance 1
History

Print services

‘

g Print from
&% mobile/tablets
Print from connected —— | Copy
- : Help 2
Cloud services I Printout
[ Scanning
M Fax

Once connected, the homepage displays the information about your account and gives access to the
reloading service of your account.
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“ Reload my account

Choice of amount

*Gespage%"“/ -

= My account History My print jobs My documents Print Log out @
D On thiz site you can buy credit to refill your account balance.
Choose deposit value below.
Buy Conditionirule Read the rules.
We accept the following cards
Item no Description Price
1 Refill account with 1 Unités 1,0EUR (O] <
48 Refill account with 5 Unités 4 BEUR @)
| have read, and accept the rules to refill account.
Payment processed by
g ingenico
EPayThaEnts
Proceed =>

(1) Select the amount of your choice.

(2) After having read and accepted the terms and conditions, check the box

(3) Click “Proceed>>".
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Validate your selection

|r }'i Please verfy information, before hitting the buy button.
4 When you hit the buy button, a new secure window is
@ opening to let you complete the transaction.
Shop Cartadis
Crder no gparnsd_annehseds117
To pay 10,0 EUR
Tax 2,0 EUR
Payment method Card payment through intemet via DIBS.
Name Anne-Lyse Verdalle
Account annelyse
Address Gespage account annelyse
Itermn no Description ValuePrice Recipient account
Rechargement de 100 unitésCopy and print balance for Gespage 100 10,0EUR annelyse
Tax 2, 0EUR
P .
ayments  payPal
L br d
== Back

O, buy credit

After checking the information, press CK, buy credit | to access the payment page.

A secure payment page is now accessible.
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Receipt of transaction

Once the transaction is carried out a receipt of payment is sent to you.

= My account History My jobs My documents My printers Log out @

Transaction of new credit was successful.

Name
Account

New account balance

Order no
Item no
Description
Value

Price

Delivery time
Method of delivery
Payment method
Transaction no

Fee

Tax

Net cash
Total
Paid

Date and time
Shop
Email to shop

Anne-Lyse Verdalle
annelyse
99.00 EUR

gparis4_annelyse102784
Rechargement de 100 unités

Copy and print balance for Gespage
100.00 EUR

10,00 EUR

2014-11-07 10:22:55

Online to account annelyse
VISA (online web transaction)
36680953

EUR
2EUR
8 EUR
10 EUR
10 EUR

2014-11-07 10:22:55
Cartadis
support-dsp@cartadis.com

Copyright ® 2014 Electronic Purse Sweden AB (Ver: 4.2.0.140830)
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15.4

15.4.1 Create the database

Under the server properties where MS SQL is installed, enable authentication method for SQL Server

and Windows:

Microsoft SQL Server configuration

By default, Gespage uses a PostgreSQL database, the database is integrated into Gespage
distribution package. If your database administrator (DBA) wants to integrate Gespage into a Microsoft
SQL database, the information in § 15.4 will allow you to configure Gespage in this way.

Sélectionner une page

K Général

F Mémaire

F Processeurs

K Sécurité

# Connexions

J Paramétres de base de donnée:
K Avancé

F Autorisations

< >
Connexion

Serveur :
GESPAGE-TEST-14

Connesion :
GESPAGE-TEST-14\Administrateu

oF Aficher les propriétés de conn

Progression

Prét

] Propriétés du serveur - GESPAGE-TEST-14

IT Script ~ @) Aide

Authertfication du serveur

(O Mode d'authentification Windows

(@ Mode d'authentification SAL Server et Windows

Audit de connexion en cours

O Aucune

(@) Echecs de connexion uniquement
(O) Réussites de connexion uniquement
(O) Echecs et réussites de connexion

Compte proogy du serveur
[] Activerle compte proy du serveur

Options

[] Activer la conformité des critéres communs
[ Activer le suivi daudit C2

[[] Chainage des propriétés des bases de données croisées

Annuler
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Open the management window and create a new database:

I_g; SCLCueryf.sql - GESPAGE-TEST-14.gespage (GESPAGE-TEST-14\Administrateur (87))7 -
Fichier  Edition  Affichage

Projet  Déboguer  Outils
i@-o|8-

Fenétre  Aide
-2 WM | o2 Mouvelle requéte 2 557 & il F?q|

HDE' DHI® XHLA DAX
| | Exécuter Déboguer |

Explorateur d'objets

- 0 %
Connecter = T KT Y G -+

[=] a GESPAGE-TEST-14 (SQL Server 13.0.4001.0 - GESPAGE-TEST-14\Administrateur)
a

Bases de donr

Mouvelle base de données...
Instantanés de

M —

The database will be named Gespage:

B MNouvelle base de données - O e
o | T - @
J Options
J Groupes de fichiers

MNom de Ia base de donnéss : |gespage| |
Propriétaire : |:par défaut> |
Fichiers de |a base de données :

MNom logique Type defichier ~ Groupe defichiers  Taille initiale (Mo}  Croissance automatiq
gespage Dornnéesde ...  PRIMARY Par 64 Mo, ilimitée
gespage_log JOURMNAL Mon applicable 8

Par 64 Mo, illimitée

‘Connexion

Serveur

GESPAGE-TEST-14

Connexdon :
GESPAGE-TEST-14"\Administrateu

¢ Afficher les propriétés de conn
Progression

Ajouter Supprimer

Poruer
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IMPORTANT:
Under the Options, set parameter “Is Read Committed Snapshot On “under “Miscellaneous “to true.

B MNouvelle base de données — O ®
SB'BI:,III,)I‘I‘IHI.I‘BM! T Scipt ~ eﬂide
K Général
&
# Groupes de fichiers Classement - <par défaut> ~
Mode de récupération : Complet ~
Miveau de compatibilité SQL Server 2016 (130) ~
Type de relation contenant-contenu @ | Aucun ~
Autres options :
B4l |
Estimation de cardinalité hértée en seconda PRINCIPAL -
Max DOP 0
MAX DOP en secondaire
~ Curseur
Curseur par défaut GLOBAL
Fermer le curseur lors de 'activation de la va False
§ v Divers
Connexion Abandon en cas d'amondi numérique False
Serveur : Allow Scripting True
localhost\GESPAGE Annulation arithmétique activée False
Conneion - Autoriser lisolement dinstantané False
GESPAGE—TEST—M"‘MWHME{EU Avertissements ANS| activés False
- . Chainage des propriétés des bases de donn| False
¥ Afficher les propriétés de conn Déclencheurs récursifs activés False
Digne de confiance False
Durabilité retardée Disabled
Est un instantané Read Committed True
Progressi Enmat de stnclans Varlerimal activs Tnie hd
Est un instantané Read Committed
Prét
oevie

Then we need to create a new connection, in our example we will use the account “Gespage “and the
password “qwerty “(it can be changed):

,_@ SQLQueryb.sql - GESPAGE-TEST-14.gespage (GESPAGE-TEST-14\Administrateur (87))
Fichier  Edition  Affichage Projet Déboguer Outils  Fenétre  Aide

o - | 'ﬂ - -2 d‘ | J:E'I Mouvelle requéte J:E‘l .ﬁ:@ n'ﬁ:?l ,ﬁ’]‘. .ﬁfl

| | Exécuter Déboguer

Explorateur d'chjets > 1 X

Connecter~ ¥ *i b A VIES
= @ GESPAGE-TEST-14 (SOL Server 13.0.4001.0 - GESPAGE-TEST-14\Administrateur)

= Bases de données
Bases de données systéme
Instantanés de base de données

W gespage
=] Sécurité

:
s EEMS_P Mouvelle connexion...

It is advisable to uncheck the "password can expired" box in order not to have to redefine it.
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In our case, we uncheck “apply password strategy “to be able to use “qwerty “.

B Propriétés de la connexion - gespage — (m}
v © Ade
» B S
J Réles du serveur
K Mappage de Iutiisateur Nom dacces : |gespage ] | Rechercher
K Bléments sécurisables
» Bat
Mot de passe : [0..0..0‘.0..0‘. l
Confirmer le mot de passe : [onoooooooonoo.. ]
[[] Spéctier I'ancien mot de passe
[[] Appliquer Ia stratégie de mot de passe
Connexion y
Serveur : Mapper aux informations didentification
localhost\GESPAGE -
G Informations didentification mappées Informations Fourmisseur
GESPAGE-TEST-14\Administrateu
¢y Afficherles propriétés de conn
Progression
Prét Base de données par défaut : gespage 2t
Langue par défaut : French M
Aonuler

We must then define the roles for this user.

We must check the “public “case to allow the “Gespage “user to access to the tree on the

“Gespage “base:

=] Sécurité

Connexions

mx ##MS_PolicyEventProcessinglogin®#
M ##MS_PolicyTsqlExecutionLogin®#
s AUTORITE NT\Systéme

& ERE
= GESP; Nouvelle connexion...
sa NT Se Générer un script de la conne
s NTSE e
& NTSE Stratégies
& NTSE Facettes
o
aa NTSE Démarrer PowerShell
Mx 52
® Réles sen Rapports
@ Informati
- ; Renommer
® Fournisse .
® Audits Supprimer
@ W Spécificat Actualiser
& Objets server Propriété
o) Réplication =
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B Propriétés de la connexion - gespage

Sélectionner une page S :
¥ Généeal LT St @ Ade
»
& Mappage de |utilisateur Les roles du serveur permett
J Bléments sécurisables SOINOLY
K Etat

Réles du serveur :

[] bukadmin

[] dbcreator

[] diskadmin

[] processadmin

] public

[] securityadmin

[[] serveradmin

[] setupadmin

[ sysadmin

On the user mapping, define the privileges db_owner and public for the “Gespage “user.
Warning: never set db_denydatareader and db_denydatawriter:

B Propriétés de la connexion - gespage — O *
Sele:'hi’)rlnrmpﬂ_p O Scint ~ @ Ade
K Général

K Riles du serveur
F 3 Mappage de |'utilisateur
K Eléments sécurisables

Ltilizateurs mappés 3 cette connexion :

Et Mapp... Basede données Ltilisateur Schéma par défaut
B Hat gespage gespage o
[ master
[ model
O madb
O tempdb
Connexdon
Serveur
lecalhost IGESPAGE Appartenance au rdle de base de données : gespage
Connesdon : .
GESPAGE-TEST-14\Adminisratey | C-20058520min

[] db_backupoperator
¥ Afficher les propriétés de conn  |[] db_datareader

[ db_datawriter

[] db_ddladmin

[ db_denydatareader
[ db_denydatawriter

Progression [] db_owner
. [ db_securityadmin
Prét [+ public

Arnuler

You must also ensure that the user is correctly mapped on the “Gespage“base.

Click OK to validate.

Gespage manual — November 2022



Annexes 217

Under the tab “Authorisations” of the gespage database, you must grant the “connect (dbo)” privilege
to the “Gespage“user:

i@ Propriétés de la base de données - gespage = O X
Selechomermemge O scr. ~ @ Aide
& Général
& Fichiers
& Groupes de fichiers Nom du serveur : |GESPAGE-TEST-14\GESPAGE |
& Options —
# Suivi des modffications Afficher les autorisations du serveur
» Nom de Ia base de données : |gespage |
& Propriétés étendues
K& Mise en miroir Utilisateurs ou rdles : Rechercher...
& Envoi des joumaax de transacti Nom Type
& Magasin des requétes ﬁ gadmin Ltilisateur
M | gespage | Utiisateur
&3 public Réle de base...
< >
Connexion
Serveur : Atorisati :
localhost\GESPAGE AR SOt
Explicte  Effective
Connexion : T 5 = : z : 1
GESPAGE-TEST-14\Administrateu Autorisation Foumisseur d'autori...  Accorder Avec autori... Refuser A
¢¥ Afficher les propriétés de conn Comecter O O g
Connecter une rép... O | O
Connecter dbo | | |
Contrdler O Il |
Progression Créer des liaisons ... O Il N
Prét Créer les options p... | O O
Créer un agrégat O N Il
(rdar 1 sceamhhs 1 i ! ¥
Annuler

Default port to connect on the database is 1433.
If the Gespage server will be installed on another server, you must ensure the port is correctly opened
on the MS SQL server.
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As part of the use of an instance at the MS SQL server, the domain.xml file must be modified on the
Gespage server.
This file is located under the URL C: \ Programes \ Gespage \ GespageCore \ server \ config \.

In this file, the property lines "DatabaseName", "ServerName" and "PortNumber" must be
commented.

It will be necessary to add a line property indicating the URL of the instance as well as the base used
as below:

<! -- Mode 1: default database configuration -->
<!-—<property name="DatabaseName" value="gespage" />-->
<!-—<property name="PortNumber" value="1433" />-->
<property name="ServerName" value="127.0.0.1" />
<! -- Mode 2: example of configuration with Microsoft SQL server
instance -->
<property name="URL"
value="jdbc:sqlserver://ip db_server\instance name;databaseName=gesp
age"/>

Example:
<property name="Password" value="Cartadisli0" />
<!--property name="PortNumber" value="1433" /-->
<!--property name="DatabaseName" value="gespage" /-->
<!--property name="ServerName" value="127.0.0.1" /-->

<property name="URL" value="jdbc:sglserver://10.0.100.14\GESPAGE:databaseName=gespage"/>

This change will also be made in the wrapper.conf file for LDAP configuration in the C \ Programs \
Gespage \ GespageCore \ Geps \ geps-ldap \ conf \ directory as below:

FFrxxx% CUSTOM DB CONFIGURATION ****#*%%

#Below configuration is for custom DB credentials
wrapper.java.additional.4=-Dse.epu.db.user=gadmin
wrapper.java.additional.5=-Dse.epu.db.password=cXdlcnR5

#Below configuration is DB URL configuration for external DB

### Mode 1 : Example of Microsoft SQL URL without INSTANCE
wrapper.java.additional. 6=~
Dse.epu.db.whole.url=jdbc:sqglserver://ipDbServer:1433;databaseName=g
espage

### Mode 2 : Example of Microsoft SQL URL with INSTANCE
#wrapper.java.additional.6=-
Dse.epu.db.whole.url=jdbc:sqlserver://ipDbServer\instance name;datab
aseName=gespage
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Example:

g+++++ CUSTOM DB CONFIGURATION #wowvdd

¢$Below configuration is for custom DB credentials

wrapper.java.additional.4=-Dse.epu.db.user=gadmin

wrapper.java.additional.5=-Dse.epu.db.password=cXdlcnRS

$Below configuration is DB URL configuration for external DB

$2% Mode 1 : Example of Microsoft SQL URL without INSTANCE
wrapper.java.additional.é=-Dse.epu.db.whole.url=jdbc:sglserver://127.0.0.1:1433;databaseName=gespage

$#% Mode 2 : Example of Microsoft SQL URL with INSTANCE
$wrapper.java.additional.é=-Dse.epu.db.wheole.url=jdbc:gglserver://ip db server\instance name;databaseName=gespage

15.4.2 Creating tables in the Gespage database

The Gespage table creation will be performed from the Microsoft SQL Server Management Studio
utility.

The other tables will be created automatically during the first Gespage application connection on the
database.

Select “new request “:

,_5,5-1 S0LQuery7.sql - GESPAGE-TEST-14.gespage (GESPAGE-TEST-14\Administrateur (88)) -
Fichier ~ Edition  Affichage Projet Déboguer  Outils  Fenétre  Aide

i Q- | alﬁ' - -2 W d‘ | ‘E] Mouvelle requéte J:E‘l ﬁ n@ ,’:ﬂ D'ﬁ?

| | Exécuter Déboguer

Explorateur d'objets v 0 X
Connecter~ ¥ (VS

2 @ GESPAGE-TEST-14 (SOL Server 13.0.4001.0 - GESPAGE-TEST-14\Administrateur)
= Baszes de données
Bases de données systéme
Instantanés de base de données

= o B

Crhémnac de hare da donnéac

Then copy the following request and launch it by the shortcut F5:

CREATE TABLE [dbo].[param_gespage](
[param_gespage_oid] [numeric] (19, ©) NOT NULL,
[param_id] [varchar](255) NULL,

[ui_type] [varchar](255) NULL,

[param_value] [text] NULL,

PRIMARY KEY CLUSTERED

(

[param_gespage_oid] ASC

) )
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As soon as the command is done, the table param_gespage must appear on the object explorer:

Explorateur d'objets - 1
Connecter~ ¥ ¥ c; e

5 i@ GESPAGE-TEST-14 (SQL Server 13.0.4001.0 - GESPAGE-TEST-14\Administrateur)
= Bases de données
3 Bases de données systéeme
i Instantanés de base de données
=
Schémas de base de données
= Tables
3 Tables systéme
0 FileTables
0 Tables externes
7 BB dbo.acc_deljob
7) BB dbo.access_rights
#) BB dbo.access_roles
7 B8 dbo.accounting
¥ BB dbo.billing_codes
7 BB dbo.billing_links
+ BB dbo.cartadis_devices
7 BB dbo.cartridge_infos
7) B dbo.cloudprinting

15.4.3 Gespage installation

The installation steps for selecting the Microsoft SQL Server database are as follows.

Choose “Existing Server “for the database and click on next:

Database choice
Which database server would you like to use?

Server type :

=

| (") Postgresgl {new installation)
@ Existing server
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l,'
Database server configuration
Flease enter the informations required for Gespage configuration.
Server type PostgreSQL = 4

Server IP address | 127.0.0.1

: TCP part 5432

(Port par défaut PostgreSQL: 5432 / Microsoft SQL server :1433)

Authenticate with default parameters.
User name
Fassword

Confirm password

< Back Cancel

The database connection information must be modified to indicate the Microsoft SQL server address,
the port used, and the user’s name and password specified when configuring the MS SQL database.

15.5 Microsoft Universal Printer configuration

15.5.1 Prerequisites

Universal Print is supplied with commercial and educational subscriptions to Microsoft 365 and
Windows 10 but can also be purchased as a single subscription.

List of subscriptions that include Universal Print:

e Microsoft 365 Enterprise F3, E3, E5

e Microsoft 365 Education A3, A5

e Windows 10 Enterprise E3, E5

e Windows 10 Education A3, A5

e Microsoft 365 Business Premium

e Autonomous subscription to Universal Print.
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15.5.2 Installation
Install version 8.2.3 of Gespage
- Install MUP agent 8.2.3 (Gespage_Agent_MUP_Setup_8.2.3 win.exe)
The installer proposes the default installation directory c: \ program files \ Gespage \

GespageCoreMup

ATTENTION! Do not place the MUP agent in the same directory as the standard agent because, at the
time of uninstallation, files common to both programs will be deleted.

- Launch the Azure portal (https://portal.azure.com) and log in with your Microsoft account.

Q

Welcome to Azure!

Don't have a subscription? Check out the following options.

_—
+~

Start with an Azure free trial Manage Azure Active Directory Access student benefits
Get $200 free credit toward Azure products and services, Manage access, set smart policies, and enhance security  Get free software, Azure credit, or access Azure Dev
plus 12 months of popular free services, with Azure Active Directory. Tools for Teaching after you verify your academic status,

Azure services

[ [ 1] n [ ] ’, -~
—I— 1] ﬂ P D
(1] > vy b: & %
Create a All resources Azure Active Universal Print Virtual Users Subscriptions Quickstart App Services More services
resource Directory machines Center

- In Azure services, select "Azure Active Directory"
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Dashboard >

@ CARTADIS | Overview -

Azure Active Directory

O overview

B3 Preview features

X Diagnose and solve problems

Manage
.‘. Users
& Groups
External Identities

Roles and administrators

B

& Administrative units

Enterprise applications

« + Add @ Manage tenants What's new = preview features ,C'\j Got feedback?
~

Overview Manitaring Tutorials

| R Search your tenant

Basic information

Name CARTADIS Users i

Tenant ID 87e074bc-2060-4b41-ac56-b73bf0108704 [ Groups 7

Primary domain cartadis.com Applications -

License Devices 124
Azure AD Premium P1

- Onthe left, select " Application registrations "

e s e ) B ;

Home > CARTADIS

%
Azure Active Directory

@ overview

B2 Preview features

A Diagnose and solve problems

Manage
& Users
& Groups
External Identities
i, Roles and administrators

& Administrative units

Enterprise applications

CH Devices

App registrations
(& Identity Governance
i application proxy

4 Licenses

: CARTADIS | App registrations =

New registration () Endpoints ¢ Troubleshooting () Refresh & Download [l Preview features | < Got feedback?

@ Ty out the new App registrations search preview! Click to enable the preview. =

@ storting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continue to provide technical support and security updates but we will no longer provide
upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more

All applications ~ Owned applications  Deleted applications (Preview)

.9 start typing a name or Application ID o fiter these results

Display name Application (client) ID

. GespageTestMUP 2863de1c-e337-4ce0-bb4f-669b%e0b6I28

- Click on new registration
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Microsoft Azure 2 Search resources, services, and docs (G+/)

Home > CARTADIS >

Register an application

* Name

The user-facing display name for this application (this can be changed later).

Supperted account types

Who can use this application or access this API?

© Accounts in this organizational directory only (CARTADIS only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Persanal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Wweh v ‘ ‘ e.g. https://example.com/auth

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprize applications.

- Give a name, select a Supported Account Type and click on register

Microsoft Azure P search resources, services, and docs (G+/) roch@cartadis.com
\RTADIS (CARTADIS. COM)

Home > App registrations

. .
i Gespage 100.22 = X
[ search (ctii+p | « [ Delete @ Endpoints [ Preview features
B oveniew @ Got 2 second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). =
& Quickstart
# Integration assistant A Essentials
Manage Display name Gespage_100.22 Client credentials : 0 certificate, 1 secret
Application (client) D : e71783ee-879d-497d-9dgb-687c987eb2f8 Redirect URls : Add 2 Redirect URI
B Branding
Object ID  31bfbcaa-8diff-4275-9ec4-38e888C04c47 Application ID URI : Add 2n Application ID URI
D Authentication
Directory (tenant) ID : 87074bc-2960-4b41-3c56-b73bf0108794 Managed application in I... : Gespage_100.22

Certificates & secrets
Supported account types : My organization only

1l Token configuration

@ Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continue to provide technical
support and security updates but we will no longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft
Graph. Learn more

9 APl permissions

@ Expose an API

App roles
Get Started Documentation
&2 owners g
&, Roles and administrators | . . N X . . .
Preview Build your application with the Microsoft identity platform
H Manifest

The Microsoft identity platform is an authentication service, open-source libraries, and application management tools. You can
create modern, standards-based authentication solutions, access and protect APls, and add sign-in for your users and

Support + Troubleshooting oo Taord

& Troubleshooting

- Copy the ID of the client application, it is required for the configuration of the MUP agent
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- On the left, select Certificates & secrets

Microsoft Azure 5 Search resources, services, and docs (G+/)

Home > CARTADIS > GespageTestMUP

GespageTestMUP | Certificates & secrets =

£ Search (Ctrl+/) «

B Overview

& Got feedback?

scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

44 Quickstart
#" Integration assistant .
Certificates
Manage
Certificates can be used as secrets to prove the application's identity when requesting a token. Also can be referred to as public keys
=

= granding

D Authentication Upload certificate

Certificates & secrets Thumbprint Start date Expires

11! Token configuration

No certificates have been added for this application.
- APl permissions
@ Expose an APl

App roles Client secrets

& Owners

2. Roles and administrators |
Preview = New client secret

[l wanifest

Support + Troubleshooting GespagehURTest 1243172299 R

Z2 Troubleshooting

2 New support request

- Click on New client secret
- Give a name, an expiration date and press the Add button

4 secret string that the application uses to prove its identity when requesting a token. Also can be referred to s application password

Description Expires value Secret ID

Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS

aadcches-1a38-480b-0430-b428b62d53a8 D)

Home » CARTADIS » Gespage P

GespageTestMUP | Certificates & secrets  #

h (Ctri+/ O cotfeedoacky

B overview Credentiaks enable confidential applications to idendfy themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
scheme]. For a higher level of assurance, we recommend using 3 certficate (instead of 2 client secret) as 3 credential.
& Quickstart
A Integration assistant .
Certificates
Manage -
Certificates can be used as secrets to prove the applcation's identity when requesting a token. &lsc can be referred ta as public keys
= Branding
= .
9 authentication Uploar certficate

Certficates & secrets Thumbprint Start date Expires. Certificate ID

"
{It Token configuration Mo certficates have besn added for this zpplication.
< AP permissions

@ Epose an

E approkes Client secrats
& Owners & secret string that the applicafion uses to prove ts idertiy when requesting a tcken. Also can be referred to as application password.

&, Roles and administrators |

Preview
@ Manfest Desaription Expires Value Secret ID
Support + Troubleshooting GespagehUPTest 123172298 Ad aadecbe3-1a38-480b-0420-b428b2d5za8 B i
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- Copy the value of the client secret you just added. It is required for the agent and you will
not be able to see it afterwards. If you forget it, you can create another one
- Select "Authorized APIs" on the left

Home > CARTADIS » GespageTestMUP

5 GespageTestMUP | APl permissions =

O search (Ctrl+/) « () Refresh O Got feedback?

Overview

& Quickstart
A\ Starting November Sth, 2020 end users will no langer be able to grant consent ta newly registered multitenant apps without verified publishers. Add MPN 1D to verify publisher
# Integration assistant

Manage
@ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user, or app. This column may not reflect the value in your organization, or in organizations where
= Branding
D Authentication Configured permissions
Certificates & secrets Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process, The list of configured permissions should

include all the permissions the application needs. Learn more about permissions and consent
1I!" Token configuration

o o e t Add a permission /' Grant admin consent for CARTADIS

@ Expose an API API / Permissions name Type Description Admin consent req... Status

2pp roles “ Microsoft Graph (7)
& Owners Printer.FullControl.All Delegated  Register, read, update, and unregister printers Yes @ Granted for CARTADIS
&, Roles and administrators | Printer ReadWrite.All Application  Read and update printers Yes @ Granted for CARTADIS

preven Printlob. Manage All Application  Perform advanced operations on print jobs Yes @ Granted for CARTADIS
[l Manifest

Printob.Read All Application  Read print jobs Yes @ Granted for CARTADIS

Support + Troubleshooting Printlob. ReadBasic All Application  Read basic information for print jobs Yes @ Gronted for CARTADIS
& Troubleshooting PrintTaskDefinition Reacrite.Al Application Read, write and update print task definitions Yes @ Granted for CARTADIS
& New support request UserRead Delegated  Sign in and read user profile No @ Granted for CARTADIS

To view and manage permissions and user consent, try Enterprise applications,

- You must add the following rights:
o Application API
- Click on Add a permission

Microsoft Azure P Search resources, services, and docs (G+/) g leroch!
CARTADIS [CARTADSS COM)

Home: > Apg-regishations > Gasige 900,24 Add a client secret X
Gespage_100.22 | Certificates & secrets =

Recommend

B overview o Credentials enable confidential applications to identify themselves to the authenti

scheme). For 2 higher level of assurance, we recommend using a certif

stead of a chie

& Quickstart

& integration assistant
Certificates
Manage
w2 Certificates can be used as secrets to prove the application’s identity when requesting a tok
B sranding
T Upload certificate
D Authentication pioed certs
Certificates & secrets Thumbprint Start date
"
il Token configuration No certificates have been added for this ap

AP| permissions

@ ©xpose an API

Client secrets

& Owners A secret string that the application uses to prove its identity when requesting a token. Also
&, Roles and administrators
Preview { New client secret
B Manifest Description Expires Value
Support + Troubleshooting Gespage_100.22 Tug

& Troubleshcotin
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- Click on Microsoft Graph
[ = veeorree  BEECICCSEEIIICH

Home > CA P

Request API permissions *
= GespageTestMUP | APl permissions  #

¢

Got feedback? Microsoft Graph
LT ————

What type of permissions does your application require?

) Refresh

B overview

& Quickstart

A th, 2020 end
#" Integration assistant Vour application needs to access the AP) as the signed-in user, our spplcation runs +5 8 backgraund sesvice or dsemon without s
signad-in usss

longer iy B Application per

Wanage )
@ The“Adrin consent required column shows the default value for a crganization. However, user consent can b customized per permisiot
B eranding
D authentication Configured permissions
Certfcates & secrets applications are authorized to call APis when they are granted permissions by users/admins as part of the consert process. The lst ol

inclucte @l the permissions the application needs. Leaen mare about permission .|

Il Token configuration

& AP permissions + add a permission

& Expose an API API / Permissions name Type Description Admin consent req.
B app rokes ~Microso Graph (7
& Ouners Printes FullControl Delegated  Register, read, update, and unregrster printers Ves
& Roles and admnistrators | Printes Readite. Al Applcation  Read and update printers ves

Fredes Print/ob Manage All Application  Perform advanced operations on print jobs Yes
W Mandest

Prntiob ReadAll Applcation Read print jobs. ves

Support + Troubleshooting Prniob ReadBasic All Application  Read basi information for print jobs Vs
& Troubleshosting PrintTaskDefintion ReadWre Al Application  Read, write and update print task definitions Yes.
B New support request Use e Delegated  Sign in and read user profile Mo

o view and manage permissions and user consent, try Enterprise applications.

- Click on Application Authorization and select the following APIs:
Printer.ReadWrite.All

PrintJob.Manage.All

PrintJob.Read.All

PrintJob.ReadWrite.All

PrintTaskDefinition.ReadWrite.All

e}

o O O O

Home > CARTADIS  GespagelestUP Request API permissions %

o GespageTestMUP | API permissions  # -

<A

O Refresh | Gotfeedback? N
D Printer.ReadAll O

Yes
B Overiew Read printers
& Quidstrt ) Printer ReadWrite Al O -
A\ Starting November th, 2120 end userswillno onger b abl to grant consent to newly registered mutitent agps without wrified publishe Read and update printers
g 3 g iy regi oFs " pdate p
A Integration assistant
N Printlob (3)
Manage 4
) The "Admin consent requited column shows the defauit value foran arganization. However, user consent can be customized pes permissiot =
PrintlobManage.l O
= pranding /] Yes
Perform advanced operations on prit jobs
D authenication Configured permissions P PrinobRead Al 0
Yes
Certficates & secrets Applications are autharized to call APls when they are granted permissicns by usersadmins as part of the consent pracess. The st of Read print jobs
. inciude al the permissions the applicafion needs. Leam more about permissions and consent R ——
Token configuration ! Yes
Read basic information for prit jobs
2 APl permissions Add a pemissian -
0 Printlob ReadWrite.All ©) -
Eipose an 401 API/ Permissions name Type Description Admin consent reg.. Read and write print jobs :
App rokes Microssft Graph (7) Printiab ReadwrizBasicAll O -
Read and write basic information for print jobs B
& owners PrinterFullControlAll Delegated  Register, read, update, and unregister printers Yes
&, Roles and administrators Printer Readirite. A application  Read and update printers. Yes > PrintSettings
Freien
Printiob. M Application  Perform advanced operations on printjobs Yes X .
B vaniest N/ printTaskDefinition (1
Brintiob Read A Applicstion Read print jobs Yes
. printTaskDefinition Readwirite.ll ©
Support + Troubleshooting PrintobReadBasic All ApplicaionRead basic information for print jobs Yes ] Ves

Read, write and update prin task defintons

& Traubleshaoting PrintTaskDefinition Read)

Application Read, write and update print task definitions es
. > Friviegedaceess
& MNew support request UserRead Delegated  Sign in and read user profle No

> programcontral
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- Click on Add permissions

Home > CARTADIS > GespageTestMUP

- GespageTestMUP | APl permissions =

P Search (Cirl+/) «

B overview

O Refresh | < Got feedback?

& Quickstart
A\ starting Noverber Sth, 2020 end users will no longer be ableto grant consent to newly registered multitenant apps without verified publishers. Add MPN 1D to verify publisher

# Integration assistant

Manage
@ The"Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user, or app. This column may not reflect the valuein your organization, or in organizations where

= pranding

D Authentication Configured permissions

spplications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should
include all the permissions the application needs. Learn more about permissions and consent

Certificates & secrets

Token configuration

+ Add a permission ~/ Grant admin consent for CARTADIS

= APl permissions

@ Expose an APl API / Permissions name Type Description Admin consent req... Status
B App roles “Microsoft Graph (7)
28 Owners Printer.FullContral All Delegated  Register, read, update, and unregister printers Yes @ Granted for CARTADIS  ++=
2. Roles and administrators | Printer ReadWiite.All Application  Read and update printers Yes @ Gronted for CARTADIS <=

Freven Printlob ManageAll Application ~ Perform advanced operations on print jobs Yes @ Granted for CARTADIS  ++=
i Manifest

Printlob Read.All Application  Read print jobs Yes @ Granted for CARTADIS  ++=

Support + Troubleshooting Printlob.ReadBasic.All Application  Read basic information for print jobs Yes @ Gronted for CARTADIS  +=
&2 Troubleshooting PrintTaskDicfinition. ReadWrite.Al Application Read, write and update print task definitions Yes @ Granted for CARTADIS ==+
& New support request UserRead Delegated  Sign in and read user profile No @ Granted for CARTADIS

To view and manage permissions and user consent, try Enterprise applications,

- Delegate API Type
- Click on Add Permission

He CARTADIS stMUP

Request API permissions
- GespageTestMUP | APl permissions & -

Select an API
0 Search (Cirl, () Refresh &) Got feedbade? Microsoft APls  APIs my organization uses My APls
Overview .
Commonly used Microsoft APIs
& Quickstart
A suring 2 sers longer be able 1o newly apps without blishe
' Integration assistant Micrsoft Graph
/ Take advantage of the tremendous amount of data in Dffice 365, Enterprise Mobility + Security, and Windows 10.
Manage B . s . ! Access Azure AD, Excel, Intune, Qutiook/Exchange, OneDrive, OneMote, SharePoint, Plznner, and mere through a
[ vequired" coluran an wser per pemission \ " gl endein
= Branding

D authentication Configured permissions

applications are authorized to call 491s when they are granted permissions by users/admins as part of the consent pracess. The st ol
include all the permissians the application needs. Leam more about permissions and consent

Certificates & secrets

11! Token configuration
S 49l permissions

@ Exposean APl

i App roles
& Owners

&, Roles and administrat
Preview

@ Manifest
support + Troubleshoating
£ Troubleshooting

& New support request

AP1 / Permissions name

“Microsoft Geaph (7)

Printes.FullContr

P

esdvirite All
Printlob.Manage.All

Printlob Read All

Piintlob ReadSz:

PrintTeskDefirition ReadWrite A1

e Rexd

Type Description

Delegated  Register, re:

Appication  Read and u

l_‘J Azure DevOps

Integrate with Azure DevOps and Azure
DevOps server

Admin consent req..

ad, update, and wnregister printers es
Data Export Service for
pdate printers es Microsoft Dynamics 365

Export etz from Microsoft Dynamics

Appiication  Perform advanced operaticns on print jobs es CRM organization to an extemal
destingtion
Aappécation  Read print jobs es
Aappiication  Read basic information for print jobs es
Aappéication  Read, write and update print task definitions es
/) Rlow seniice
Dalanated  Sinn in and raad icer nrafile N
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Ellow vaiidated users to read and wite
tect

&3 omamics 265 Business entral

Programmetic accessto data and
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O tntume

M\ Az Service Management
Programmatic access to much of the

funcbonality available through
the Azure portal

D Dynamies CRM

Access the capsbilties of CRM business
softwre and ERP systems

G Office 365 Management APls
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- Click on Microsoft graph

Home

B overview

& Quickstart

A Integration assistant

WManage

B sranding

D uthentication
Certificates & secrets

11! Token configuration

AP permissions

@ Expose an AP

5 pp roles

2 ouner

4. Roles and administrators
Freview

B Mandest

Support + Troubleshooting
£ Trovbleshosting

B New support request

5 GespageTestMUP | API permissions =

) Refresh < Got feedback?

2 Search resources, services, and docs (G+/)

Request API permissions

¢

® Microsoft Graph

hitps://graph.microsaft.comy Dacs

What type of permissions does your application require?

A th, 2020 end

longer be able

without [

Vour application needs to access the AP) as the signed-in user,

@ The *Adrmin consent reqired colum shows the defauf valueforan organization, Howeves,user consent can be customized per permission

Configured permissions

applications are authorized to call APis when they are granted permissions by users/admi

inclucte @l the permissions the application needs. Leaen mare about permission

+ add a permission

API / Permissions name

~Microsoft Graph (7
Printes FullContral 4

Frinter Rea

"
Prntlok Manage &l

Prntlob Read Al

Prntlob ReadBasic All
PrintTasklieftion ReadWrte

UserRead

Delegated
Application
application
application
Application
Application

Delegated

The list of

Description Admin consent req..
Register, read, update, and unregister printers Yes
Rezd and update printers ves
Perform advanced operations on print jabs ves
Read print jabs ves
Read basic information for print jobs Yes
Read, write and update print task defintions Yes
sign in and read user profile Mo

o view and manage permissions and user consent, try Enterprise applications.

- Click on Delegated Authorization and select the following API:
o  Printer.FullControl.All
- Click on Add Permissions

Home > CARTADIS > GespageTestMUP

- GespageTestMUP | APl permissions =

A search (Ctrl+/) « () Refresh

B overview
&3 Quickstart

#  Integration assistant

Manage

B2 granding

D Authentication
Certificates & secrets

1I! Token configuration

= APl permissions

@ Expose an APl

App roles

&8 Owners

&, Roles and administrators |
Preview

i Manifest
Support + Troubleshooting

& Troubleshooting

2 New support request

 Got feecback?

Application per

Vaur appcation runs a5 a background service or daemon withaut s
signad-in usss

A\ Starting November Oth, 2020 end users will no longer be able to grant consent to newly registered multitenant apps without verified publishers. Add MPN ID to verify publisher

@ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user, or app. This column may not reflect the value in your orgar

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should
include all the permissions the application needs. Learn more about permissions and consent

Add a permission

~/ Grant admin consent for CARTADIS

API / Permissions name Type

~ Micresoft Graph (7)

Printer.FullContralAll Delegated
Printer ReadWrite All Application
Printlob.Manage.All Application
PrintJob.Read All Application
Print/ob.ReadBasic.All Application

PrintTaskDefinition.ReadWrite.Al  Application

User.Read

Delegated

Description

Register, read, update, and unregister printers

Read and update printers
Perform advanced operations on print jobs
Read print jobs

Read basic information for print jobs

Read, write and update print task definitions

Sign in and read user profile

To view and manage permissions and user consent, try Enterprise applications.
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Admin consent req...

0000000

Status

Granted for CARTADIS see

Granted for CARTADIS v

Granted for CARTADIS v

Granted for CARTADIS see

Granted for CARTADIS see

Granted for CARTADIS v

Granted for CARTADIS v
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NOTE:

If you are not an administrator, you must ask your administrator for consent.

He must access this page with his account and click on the "grant administrator consent" button.
Once done, refresh the page. The status of the APIs must be in green.

- Select on the left "Manifest"

Home > CARTADIS > GespageTestMUP

13 GespageTestMUP | Manifest =

T Upload & Download | <7 Got feedback?

O Search (Ctrl+/) « & save X Disc

B Overview

The editor below allows you to update this application by directly modifying its JSON representation. For more details, see: Understanding the Azure Active Directory application manifest.

& Quickstart
" 1
#° Integration assistant 2 "id": "504278a6-29f2-4bc7-86bc-f6b422bF3687",
3 “acceptMappedClaims™: null,
Manage 4 "accessTokenacceptedversion”: null,
— B “addIns": [],
= randing & "allowPublicClient™: true,
D Authentication 7 "appId": "2863delc-e337-4ced-bbaf-660boeebE028”,
g “appRoles™: [],
Certificates & secrets a "oauth2allowUrlPathMatching”: false,
N Token configuration 1e “createdDateTime": "2021-83-88T88:25:4
) 11 “disabledByMicrosoftStatus”: null,
9 APl permissions 12 "groupMembershipClaims”: null,
13 “identifierUris™: [],
@ Expose an API 14 “infarmationalUrls™: {
15 “termsOfservice™: null,
App rales 16 “support™: null,
5 Owners 17 “privacy”: null,
18 "marketing”: null
4. Roles and administrators | 19 }s
Preview 20 "keyCredentials": [],
21 “knownClientApplications™: [],
B Manifest 22 “logoUrl™: null,
. 23 “logouturl™: null,
Suppart + Troubleshooting 24 “name": "GespageTestMUP",
2 Troubleshooting 25 “oauth2allowIdTokenImplicitFlow™: false,
26 “oauth2AllowImplicitFlow": false,
2 New support request 27 “oauth2Permissions™: [],
28 “opauth2RequirePostResponse”™: false,
29 “optionalClaims™: null,
EL) "argRestrictions”: [],
31 “parentalControlSettings™: {
EFS “countriesBlockedForMinors™: [],
33 "legalAgeGroupRule”: "Allow™
34 s
as “passwordCredentials™: [
36 {
37 "customKeyIdentifier”: null,

- Set the value allowPublicClient to true and click on save
This parameter is required for authentication to the application you have just created

osoft Azure £ Search resources, services, and docs (G+/)

Home > CARTADIS > GespageTestMUP

i1 GespageTestMUP | Manifest #

2 search (Ctrl+/) « [5] save < Discard T Upload & Download  Got feedback?

i overview ; ; - ; -
N The editor below allows you to update this application by directly modifying its JSON representation. For more details, see: Understanding the Azure Active Directory application ma

& Quickstart
, ) 1
# Integration assistant 2 "id": "504278a6-29F2-4bc7-86bc-F6ba22bF3087",
3 "acceptMappedClaims”: null
Manage 4 "accessTokenAcceptedversion”: null,
_ 5 ‘addTect ]
= branding 6 "allowPublicClient”: true,
3 Authentication 7 "appId": "2863delc-e337-4ced-bbaAf-6609b%9e0b6928",
8 "appRoles”: [],
Certificates & secrets g "oauth2AllowUrlPathMatching™: false,
1 Token configuration 10 "createdDateTime": "2021-83-08T88:25:427",
11 "disabledByMicrosoftStatus”: null,
< API permissions 12 "groupMembershipClaims”: null,
13 “identifierlris": [],
& Expose an APl 14 "informationallrls": {
15 “termsOfService”: null,
App roles 16 "support”: null,
& Owners 17 "privacy”: null,
18 "marketing”: null
4. Roles and administrators | 19 i
Preview 28 "keyCredentials": [],
21 “knownClientApplications”: [],
o] D! 22 "logoUrl™: null,
. 23 "logoutUrl”: null,
Support + Troubleshooting 24 "name”: "GespageTestMUP",
2 Troubleshooting 25 "oauth2AllowIdTokenImplicitFlow": false,
26 "pauth2AllowImplicitFlow": false,
2 New support request 27 "oauth2Permissions”: [],
28 "opauth2RequirePostResponse”: false,
29 "optionalClaims": null,
38 "orgRestrictions™: [],
31 "parentalControlSettings”: {
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15.5.3 Add printers in Microsoft Universal Printing

In print management, add your printers that will be used as well as a Print2me printer on port

127.0.0.1
Install and launch the Microsoft PrintConnectorApp

€% Universal Print connector (1.34.7633.23618)

Universal Print connector configuration

Local service name: Print Connector service Connector name: ConnecteurXavier

Local service status: Running

Privacy and Cookies

Sign in using your organization's account

Log in with your Microsoft account. You must have been granted Printer Administrator rights
The first time you use the PrintConnector on the server, you will be asked for a connector

name
The following screen is displayed:
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@ Universal Print connector (1,34.7683.23618) — [m} e

Signed in as: Xavier Moncomble (x.moncomble@cartadis.com)
Manage registered printer settings: Universal Print porta Sign out

Privacy and Cookies

Universal Print connector configuration

Local service name: Print Connector service Automatically collect diagnostics: Refresh printers

Local service status: Running ® On O Off
Connector name: Connecteur_Xavier
Enable hybrid AD configuration: (Learn More)

© On @ Off
Registered printers: Awvailable Printers:
[ Printer name [ Printer name
[] TOSHIBA_Support [] TOSHIBA_Accusil
O TOSHIBA_Commerciaux [ TOSHIBA Universal XPS
O TOSHIBA_Bocal [] TOSHIBA Universal Printer 2
O mup [ TOSHIBA Print2Me
[[] Canon Generic Plus PCLG [[] TOSHIZA Global
[ Toshiba
["1 SHARP Linux 110
Collect printer diagnostics Collect connector diagnostics Register
Operation list
Printer name State
Abort pending Retry failed Clear failed

- On the left, select the printers you just added in the printer manager and click Register. This
may take a few minutes

- Inthe list on the right, there are the printers that are defined in MUP

- Launch the Azure portal (https://portal.azure.com) and sign in with your Microsoft account
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Annexes

L e s e

Welcome to Azure!

Don't have a subscription? Check out the following options

Start with an Azure free trial

Get $200 free credit toward Azure products and services,
plus 12 months of popular free services

tart Learn more Cf

Azure services

+

Create a
resource

Azure Active
Directory

with Azure Active Directory.

View Learn more O

&

Universal Print

Virtual
machines

All resources

- In Azure services, select "Universal printing"

Manage Azure Active Directory

Manage access, set smart policies, and enhance security

»

Access student benefits

Get free software, Azure credit, or access Azure Dev

Tools for Teaching after you verify your academic status.

-

Users Subscriptions

4

Quickstart
Center

@

App Services

9

IMore services

Microsoft Azure P search resources, services, and docs (G+/)

Home >

&, Universal Print

P Search (Cirl+/) «

& Overview

Manage
& printers

£) Printer shares
© Connectors

4% Document conversion

Monitor

Usage and Reports

Support & Feedback

£ Diagnose and solve problems
< submit Feedback

8 support

- Onthe left, select “printers”

Home > Universal Print

- Universal Print | Printers

v, or model (case-se

Manage and monitor your printers

Configure printer settings, view print job history, and monitor the status of your printers and connectors all in one place

Manage Printers

Configure printer properties, assign access to
users, and view live printer status

Manage Printe

© Refresh

Learn More[3

Download Connector

Download the Connector software to connect
your printers to the cloud even if they don't
have built-in support for Universal Print.

Download Connector

ﬁ‘Q

View & Download Reports

Control your costs by menitering printer usage
across your organization. View reports for each
printer, and for each user.

View & Download Reports

Search (Ctrl+, =% Edit columns
& Overview
' Add Fier
Manage Search by printer name, manufact
= Printers Name Ty

£ Printer Shares Canon PrintzMe

© connectors Canon BE Direct

© Document conversion

Monitor

@ Usage and Reports

HEBA

Support & Feedback

HIBA_Support
£ Diagnose and solve problems
TOSHIBA Bocal

QO submit Feedback

2 support

HP_Support

Copieur_accueil

O0O0Oo0oocoooooooo

Status Ty
© Ready
© Ready
© Ready
© Ready
© Ready
© Ready
© Ready
© stopped
© Ready
© Ready
© Ready

© Ready

Share Status

© printer Shared
© Not shared
@ Printer Shared
© Printer Shared
© Printer Shared
© Not shared
© Not shared
© Not shared
© Printer Shared
© Printer Shared
© Printer Shared

© Frinter Shared
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Share Name Last Seen
Canon Print2Me 4 days ago
34 days ago

Test Print@me 4 days ago

Toshiba_print2me 6 months ago

Toshiba_69 26 days ago
34 days ago
34 days ago
34 days ago

HP_Sav & months ago

HP_Support 6 months ago

Toshiba_accueil 6 months ago

Copieur_accueil & months ago
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- Inthis list, there are the printers associated with the connector
Select each of the printers you added to recover the different IDs

Home > Universal Print

H TOSHIBA_Commerciaux

2 Search (Ctrl+)) < () Refresh o Share > Unregister

& Overview

-~ Essentials

Manage Name + TOSHIBA_Commerciaux Printer Share Name

T Jobs Printer Id : 2d028ee7-6919-4652-a530-3fad02195264 Share 1d
Model : e-STUDIO400AC Series Printer Share Time
& Printer properties
Manufacturer  : Toshiba Tec Corporation Printer Share Status
Ra Access control
Last Seen : 34 days ago Printer Status
@ Printer connectors B
Last Seen (UTC) : 2021-08-04 07:32 UTC Printer Status Reasons

Printer |5 Accepting Jobs

- This identifier is required when adding the printer to Gespage

Not shared

: Ready
+ None

i Yes

- The printer that will be the Print2me, must be shared. To do this, select it and click on the

share printer button.

15.5.4 Configuration of the MUP agent

In the agent configuration file (conf folder), the following three parameters must be added:
AzureTenantld, AzureClientld and AzureClientSecret with the values recovered when the application

was created in Azure Active Directory:

o AzureTenantId=87e074bc-2960-4b41-ac56-XXXXXXXKXXKXX
o AzureClientId=de873028-4094-40de-a9f0-XXXXXXXXXXX
0 AzureClientSecret=nS5x-8gk~G5bW0j8m-k.U XXXXXXXXX

15.5.5 Configuration on the Gespage administration page

In Gespage, from the Printers menu, click on “Add MUP Printer”

Create your physical printers with the name, the physical address (in the case of a terminal to be

pushed) and its associated ID in Microsoft Universal Printing.
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%,. MUP printer - Toshiba 49

Cost Compatibility

Name Toshiba_49 |
IP address |1D.D.E|.:9 |
MUP 1D :‘t?3133|]-3?1-:-:|]-38-|

Location | |

Comments |

Connected terminal 49 -

® Local

Spool type
O Printzme

Create your Print2me MUP printer with its universal printing ID

15.5.6 Configuring the MUP virtual printer

This step enables documents to be paused with the creation of a "TaskDefinition" and a "trigger".

To do so, enter the following parameters in Gespage:

- MUPID is the printer ID located on the printer menu

6 Canon Print2Me

|/7 Search (Ctrl+/) | 4 o Refresh ]‘E Delete Printer Share ¥ Swap Printer

= Overview ~~ Essentials

Manage MName 1 Canon PrintZie

™ Jobs Printer Id 1 e5d4b36f-dca2-484a-95a8-9c79c82fdc00

- Tenant ID (ie Tenant ID), located on the Azure Directory home page.

Dashboard

@ CARTADIS | Overview

Azure Active Directory

“ + Add v §°:3 Manage tenants What's new @ Preview features
~
@ overview

~ . Qverview Monitoring Tutorials
&3 Preview features

,C‘? Got feedback?

¥ Diagnose and solve problems —

AL Search your tenant

Manage
Basic information
A4 Users
&% Groups Name CARTADIS
External Identities
Tenant ID 87e074bc-2960-4b41-ac56-b73bf0108794 [
&b Roles and administrators
Primary domain
% Administrative units v cartadis.com
5 Enterprise applications License Azure AD Premium P1
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The application ID

Display name Application (client) ID

H GespageTestMUP 2863delc-e337-4ce0-bb4f-669b9e0b6928

The client secret (ie secret code) of the application

Mail and password used on Azure

The Microsoft Azure account (username / password) with admin rights on the printers
(required to create the trigger)

Click on the button "create the trigger"

The result of the creation (Success or error) will be displayed at the top right. Processing may
take a few seconds.

%, Add a new MUP printer

MUP ID [ |

Location [ |

Comments | |

O Loca

Spool type

@® Printzme

Tenant Id

Client I1d

User Name

| |
| |
Secret Code [ |
| |
| |

Fassword

/4 Add Trigger

Once the configuration of the printers is complete, you can launch the "Gespage Print MUP Service".
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